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Copyright

© 2001-2025 Intercede Limited. All rights reserved.

Information in this document is subject to change without notice. The software described in
this document is furnished exclusively under a restricted license or non-disclosure
agreement. Copies of software supplied by Intercede Limited may not be used resold or
disclosed to third parties or used for any commercial purpose without written authorization
from Intercede Limited and will perpetually remain the property of Intercede Limited. They
may not be transferred to any computer without both a service contract for the use of the
software on that computer being in existence and written authorization from Intercede
Limited.

No part of this publication may be reproduced, stored in a retrieval system or transmitted in
any form or any means electronic or mechanical, including photocopying and recording for
any purpose other than the purchaser's personal use without the written permission of
Intercede Limited.

Whilst Intercede Limited has made every effort in the preparation of this manual to ensure the
accuracy of the information, the information contained in this manual is delivered without
warranty, either express or implied. Intercede Limited will not be held liable for any damages
caused, or alleged to be caused, either directly or indirectly by this manual.

Licenses and Trademarks

The Intercede® and MyID® word marks and the MyID® logo are registered trademarks of
Intercede in the UK, US and other countries.

Microsoft and Windows are registered trademarks of Microsoft Corporation. Other brands
and their products are trademarks or registered trademarks of their respective holders and
should be noted as such. All other trademarks acknowledged.
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Conventions used in this document

+ Lists:
* Numbered lists are used to show the steps involved in completing a task when the
order is important.
» Bulleted lists are used when the order is unimportant or to show alternatives.
» Bold is used for menu items and for labels.
For example:
» Record a valid email address in ‘From’ email address.
» Select Save from the File menu.
« [talic is used for emphasis:
For example:
» Copy the file before starting the installation.
» Do not remove the files before you have backed them up.
» Bold and italic hyperlinks are used to identify the titles of other documents.
For example: "See the Release Notes for further information."

Unless otherwise explicitly stated, all referenced documentation is available on the
product installation media.

* A fixed width fontis used where the identification of spaces is important, including
filenames, example SQL queries and any entries made directly into configuration files or
the database.

» Notes are used to provide further information, including any prerequisites or
configuration additional to the standard specifications.

For example:
Note: This issue only occurs if updating from a previous version.

« Warnings are used to indicate where failure to follow a particular instruction may result in
either loss of data or the need to manually configure elements of the system.

For example:

Warning: You must take a backup of your database before making any changes to it.
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1 Introduction

Note: MyID MFA and MyID PSM were previously known as Authlogics products. Authlogics
is now an Intercede Group company and the products have been rebranded accordingly. The
term ‘Authlogics’ may still appear in certain areas of the product.

MyID Authentication Server is a multi-factor authentication system which is pre-integrated
with a RADIUS server that can process authentication requests from RADIUS-aware
technologies including Palo Alto firewall and VPN servers.

This guide outlines the basic prerequisites to complete a successful setup of integrating MyID
with Palo Alto servers using RADIUS.

For step-by-step setup instructions, see the Adding a RADIUS client section of the MyID
Authentication Server Installation and Configuration Guide.

1.1 Considerations

1.1.1 Prerequisites

You must deploy and configure the Palo Alto device and deploy and configure the MyID
Authentication Server using the standard username and password authentication
mechanism before you configure integration through RADIUS.

1.1.2 Language

MyID Authentication Server is available only in English. Product support and documentation
are available only in English.
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2 MyID Authentication Server configuration

You must configure the MyID Authentication Server for use with the Palo Alto device. The
Palo Alto device sends authentication requests to the MyID Authentication Server through
RADIUS; you must therefore configure the MyID Authentication Server to accept RADIUS
requests from the Palo Alto device.

You must:
« Add the Palo Alto device as a RADIUS client to the MyID Authentication Server.
See section 2.1, Adding a RADIUS client on the MyID Authentication Server.
« Configure the Palo Alto device for the MyID Authentication Server.

See section 2.2, Palo Alto device configuration.

21 Adding a RADIUS client on the MyID Authentication Server

Carry out this procedure on the MyID Authentication Server.

Note: This section of the installation process requires Local Administrator rights on the
server. You do not require domain rights at this stage.

1. From the Administrative Tools start menu group, open the Network Policy Server.

2. Select RADIUS Clients and Servers, then RADIUS Clients.

€ Network Policy Server — [m| X
File Action View Help

= » @ HmE

w || RADIUS Clients and Servers TR
3 RADIUS Clients ;l RADIUS clients allow you to specify the network access servers, that provide access to your network.
| Remote RADIUS Server Groups -
5[ Policies
B Accounting Friendly Name IP Address Device Manufacturer  Status

My Templates Management
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3. Right-click RADIUS Clients and select New.

New RADIUS Client X

Seftings  Advanced
Enable this RADIUS client

Select an existing template:

Name and Address
Friendly name:
|‘u"P N Server |

Address (IP or DNS):
|vpn.authlogicsdemo com | Verify...

Shared Secret
Select an existing Shared Secrets template:

None ~

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must corfigure the RADILUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

(®) Manual (C) Generate
Shared secret:

Confirm shared secret:

Cancel

4. On the Settings tab, enter values for:

« Friendly name — type the friendly name of the Palo Alto device.

« Address (IP address or DNS) — type the IP address or DNS of the Palo Alto device.
Click Verify to ensure that entered IP address or DNS name is valid.

« Shared Secret — select a template, then either provide a Manual shared secret or
use the Generate option to generate a highly secure random secret.

Note: Make sure that the shared secret matches the secret you enter later on the
Palo Alto device.

5. Ensure that the Enable this RADIUS client option is selected.
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6. Click the Advanced tab.

New RADIUS Client X

Settings  Advanced

Vendor
Specify RADIUS Standard for most RADIUS clients, or select the RADIUS client
vendor from the list.

Wendor name:
RADIUS Standard ~

Additional Options
[] Access-Request messages must contain the Message-Authenticator attribute

Cancel

7. Setthe following:
« Vendor name — make sure this is setto RADIUS Standard.

« Access-Request messages must contain the Message-Authenticator attribute
— this is optional, but you must make sure it is the same as on the RADIUS client
device.

8. Click OK.

You can add as many Palo Alto RADIUS clients as required.
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2.2 Palo Alto device configuration

You must configure the Palo Alto device for use with MyID Authentication Server. Follow the
instructions in this section after you have fully configured and tested the MyID Authentication
Server.

2.2.1 Configuring the RADIUS server

On the Palo Alto device, carry out the following.

1. Start the Palo Alto Networks Administration console.
2. Onthe Device tab, select Server Profiles > RADIUS.
3. Click Add.

RADIUS Server Profile

Mare  PINGRID
[ ] Administrator Use oy
Darnain
Timeout 3
Retries 3

D Retrieve user group

SEervers

Mame a | IP Address Secret

"RINGRID Radius "0z, 168.0,254 P st

add [=]Delete

Cancel
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4. Setthe following options:

Name - Provide a descriptive name for the MyID Authentication Server.
For example:
PINgrid

Domain — Optionally, provide a domain name to be appended to the authentication
server.

IP Address or hostname — Provide the IP Address or FQDN of the MyID
Authentication Server.

For example:

192.168.0.254

Shared secret — Enter the shared secret as specified in the RADIUS Client.
For example:

Thisisasecret

Port — Provide the port number on which RADIUS is operating.

For example:

1812

5. Click OK.

6. Create an Authentication Profile.

In

the Palo Alto Networks Administration console, select Device > Authentication

Profiles, then click New.

Authentication Profile

Hame |PINGRID_auth|

Lockout
Lockout Time {rmin}

Failed Atkempts

Palo Alto Integration Guide
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(H)add [=]Delets
Authentication  RADIUS -
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7. Set the following options:
« Name - Provide a descriptive name for the MyID Authentication Server Profile.
For example:
PINgrid Auth
« Authentication — Select the authentication type.
For example:
RADIUS
« Server Profile — Select the MyID Authentication Server Profile created above.
For example:
PINgrid
8. Click OK.

222 Configuring the GlobalProtect Portal

To configure the Palo Alto GlobalProtect Portal to use the above created MyID Authentication
Server Authentication Profile for authentication, carry out the following:

1. Start the Palo Alto Networks Administration console.
2. Onthe Network tab, select Global Protect.

3. Either select an existing GlobalProtect Portal, or click New to create a new one.

GlobalProtect Portal

Portal Configuration
Mame  PINGRID

Client Configuration Network Settings

Satellite Configuration
Interface ethernetl)s

IF Address 41, .155/29

Server Certificate  PINGRID

Authentication
Authentication Profile  PINGRID_Auth
Authentication Message | Enter login credentials

Client Certificate  PINGRID

Certificate Profile |

Appearance
Cuskorn Login Page  MNaone

Custam Help Page  Mane

4. From the Authentication Profile drop-down list, select the MyID Authentication Server
Authentication Profile that you created.

See section 2.2.1, Configuring the RADIUS server for details.
5. Click OK.
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223 Configuring GlobalProtect Gateway

To configure the Palo Alto GlobalProtect Gateway to use the above created MyID
Authentication Server Authentication Profile for authentication, perform the following steps:

1. Open the Palo Alto Networks Administration console.
2. Select the Network tab, then select Global Protect.

3. Either select an existing GlobalProtect Gateway, or click New to create a new one.

GlobalProtect Gateway

General
Mame  PINGRID

Client Configuration Network Settings

Satellite Configuration

Interface ethernetl)3 -
1P Address 41, .155/23 -
Server Certificate  PINGRID -

Authentication

Authentication Profile SIS0

Authentication Message  Enter login credentials

Certificate Profile Mone -

4. From the Authentication Profile drop-down list, select the MyID Authentication Server
Authentication Profile that you created.

See section 2.2.1, Configuring the RADIUS server for details.
5. Click OK.
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3 Testing your authentication profile

To test your Palo Alto Authentication Profile:

1.

Log in to the Palo Alto Server and run the following PAN-OS CLI command:
test authentication authentication-profile "<RADIUS Profile name>"
username "<username>" password
Where:
* <RADIUS Profile name>—the name you set for the RADIUS Server Profile.

e <username> —the username of an MFA user.

Enter authentication credentials for the MFA user.

This may be the Active Directory password or an OTP, depending on how you have set
up your RADIUS client. MylD MFA and PSM supports the standard RADIUS return
Access-Challenge response. For more information, see the 2-step logons (Access-
Challenge) section in the MyID Authentication Server Installation and Configuration
Guide.

If you provide valid credentials and you have set up your RADIUS client to take only one form
of authentication credential, the return from the test CLI command includes:

Authentication succeeded for user "<username>"
While MyID MFA and PSM supports RADIUS Access-Challenge response, the test CLI

command does support this feature. If you have set up your RADIUS client for this, the return
from the test CLI command includes:

Got challenge response, which is regarded as failed auth since "test auth

.." CLI command does not support it.

This is a successful test.
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