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Copyright
© 2001-2024 Intercede Limited. All rights reserved.

Information in this document is subject to change without notice. The software
described in this document is furnished exclusively under a restricted license or non
disclosure agreement. Copies of software supplied by Intercede Limited may not be
used resold or disclosed to third parties or used for any commercial purpose without
written authorization from Intercede Limited and will perpetually remain the property of
Intercede Limited. They may not be transferred to any computer without both a service
contract for the use of the software on that computer being in existence and written
authorization from Intercede Limited.

The software or web site referred to in this manual may utilize or contain material that is
© 1994-2000 DUNDAS SOFTWARE LTD., all rights reserved.

No part of this publication may be reproduced, stored in a retrieval system or
transmitted in any form or any means electronic or mechanical, including photocopying
and recording for any purpose other than the purchaser's personal use without the
written permission of Intercede Limited.

Whilst Intercede Limited has made every effort in the preparation of this manual to
ensure the accuracy of the information, the information contained in this manual is
delivered without warranty, either express or implied. Intercede Limited will not be held
liable for any damages caused, or alleged to be caused, either directly or indirectly by
this manual.

Licenses and Trademarks

The Intercede® and MyID® word marks and the MylD® logo are registered trademarks of
Intercede in the UK, US and other countries.

Microsoft and Windows are registered trademarks of Microsoft Corporation. Other
brands and their products are trademarks or registered trademarks of their respective
holders and should be noted as such. All other trademarks acknowledged.
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Conventions

Lists:

¢+ Numbered lists are used to show the steps involved in completing a task when
the order is important.

+ Bulleted lists are used when the order is unimportant or to show alternatives.

Bold is used for menu items and for labels.
For example:
. “Record a valid email address in 'From' email address"

¢+ Select Save from the File menu.

Italic is used for emphasis and to indicate references to other sections within the
current document:

For example:
+  "Copy the file before starting the installation”

¢+ "See Issuing a Card for further information”

Bold and Italic are used to identify the titles of other documents.
For example: “See the Release Notes for further information.”

Unless otherwise explicitly stated, all referenced documentation is available on the
product media.

A fixed width font is used where the identification of spaces is important,
including filenames, example SQL queries and any entries made directly into
configuration files or the database.

Notes are used to provide further information, including any prerequisites or
configuration additional to the standard specifications.

For example:

Note: This issue only occurs if updating from a previous version.

Warnings are used to indicate where failure to follow a particular instruction may
result in either loss of data or the need to manually configure elements of the
system.

For example:

Warning:

You must take a backup of your database before making any changes to it.
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1.1

1.2

1.3

Introduction

Note: MyID MFA and MyID PSM were previously known as Authlogics products.
Authlogics is now an Intercede Group company and the products have been rebranded
accordingly. The term ‘Authlogics’ may still appear in certain areas of the product.

This guide provides an overview of the steps required to set up MylD Multi-Factor
Authentication (MFA) in a new environment. For detailed information about a specific
feature or deployment scenario, see the MyID Authentication Server Installation and
Configuration Guide.

Considerations

MyID Multi-Factor Authentication requires a Windows Server and an Active Directory
domain to be available before installation.

You require a Domain Administrator / Enterprise Administrator account to perform the
installation.

You must add Active Directory accounts of MylD administrators to the Authlogics
Administrators AD security group.

After the installation, you must reboot the server.

The MyID MFA software requires Internet access to:
https://*.authlogics.com

Required information

Before you install the software, make sure you have the following information available:
e Active Directory administrator credentials.

e  SMTP server details: name, port, authentication requirements.

e  The DNS name for the server.

e Understanding of which authentication technology to use.

e For FIDO and passkey tokens, MylD MFA requires a trusted certificate to be bound
to MyID web sites; self-signed certificates do not work.

This document includes the steps required to create your own Certificate Authority
on the MyID Server and generate trusted certificates if a public trusted certificate is
not available.

Change history

Version Description

INT2058-01 Reformatted and released with MylD MFA and PSM version 5.0.7.
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2 Installing the Authentication Server
To install the MyID Authentication Server:
1. Download the Authentication Server installer from:

https://www.intercede.com/support/downloads

2. Extract the files from the zip archive.
Run the setup file in the Instal1 folder.

4. Follow the Installation Wizard instructions to install the product binaries.

£ MyID Authentication Server - InstallAware Wizard - X

Installing MyID Authentication Server
The program features you selected are being configured

Please wait while the Instalation Wizard installs MyID Authentication
) Server, This may take several minutes.

Status:
2CF.bin, 34% complete

5. Follow the Directory Configuration Wizard to setup the Active Directory for use with
MyID MFA.

) Directory Configuration Wizard x
.
Directory configuration
MyID Authentiation Server is being updated wih the sefings. ( fj
Update Progress

- Saving Intialise settings... Done.

- Commiting settings to the diectory... Done.

‘ - Creating AD Password Reset OTC storage... Done.
|- Creating IdP Grant storage... Done

- Looking for domains and realme.

2 Domains found.

- Checking hash database for domain authiogicsdemo com.. Skipped

- Checking hash database for domain child authlogicsdemo com . Skipped.
- Storage version: 10

The Directory Configuration Wizard is complete

Back Finish Canoel

6. Follow the Licence Wizard to configure a license for MylD MFA.

If you do not have a license key the wizard can request a 30-day evaluation license
for you.

) Licence Wizard b

Licence corfiguration

5
Licence Wizard is requesting a licence. @Z’)

Update Progress.

Frocessing online licences. ~
- Reading licence file C-\Licences\Authlogics Demo VM - MFA (Orline) ic .. Done

- Licence detals...

Product Name: Mult-Factor Authertication

(Company Name: Authlogics Demo VM

Number of Users: 1500

Licence Key: Q5 XN -t 7|
Expiry Date: Never

Days remaining: Unlimited

v

<Back Cancel

7. Reboot the server after the MylD Management Console loads to complete the
initial setup.
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3 Configuring the Authentication Server

To begin the configuration of the MyID Authentication Server:
1. Launch the MyID Management Console.
2. Right-click MyID MFA and select Properties.

3.  Onthe SMTP Delivery tab, configure the SMTP Server settings to be able to
deliver alerts and new user emails.

3.1 Adding MFA users
To add MFA users:
1.  Expand the domains and open the domain into which you want to add MFA users.
2. Click the Add User Account action.
The Add User Account Wizard starts.

3. Select all the Active Directory users you want to configure for MylD MFA.

() Add User Account Wizard P4
Add Active Directory users £
Add Active Directory accounts for use with MylD. i

Active Directory user accounts i this it will be configured for use with MylD.
To include user accounts from Active Direcory Click Add. To remove user acoourts from the
list tick the accounts and click Remove.

[] AUTHLOGICSDEMO\Becky Shandro becky shandro@autl »
[] AUTHLOGICSDEMO"\Belinda Coomey {belinda coomey@at
[] AUTHLOGICSDEMO\Bellanca Chiszar (bellanca chiszar@a
[] AUTHLOGICSDEMO\Bellina Zehring (bellina.zehring@authl
[ AUTHLOGICSDEMO'Bemartina Weems bemardna neem
[] AUTHLOGICSDEMO\Bemardine llr bemerdne er@atthi
[] AUTHLOGICSDENO\Bemetta Cuingtan bemetts.cumigt
[ AUTHLOGICSDEMO\Beny Mesko feny mesko@authloge
< > Remove

< Back Next > Cancel

Complete the wizard.

Select all the users to provision an MFA technology.

For example, Grid, One Time Code, or YubiKey.

Click the Management option for the required technology to start the wizard.

7. Configure the technology settings for the selected users:

() Add User Account Wizard P4
Directory update: £
The directory s being updated with the new user account detals i

Update Progress...

Sending emai to "bery mesko@authlogicsdemo com”... Sert
- Adding user accourt authogicsdeme. combering camanza
bertina.camanza@aihlogicsdemo com)..

Sending emai to “bertina camanza@authlogicsdemo com”... Sert

Sending email to “bertina.camanza@authlogicsdemo.com”... Sent.
one

‘The Add User Account Wizard is complete
v

Back Cancel

8. Complete the wizard.
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ame.threats Properties
FIDO Fush Grd
General AD Password Devices Emergency Ovenide

Devices

Device: Google Android - Galaxy 59

Name: |Galaxy 53

Device Enabled
Device ID:  6115320811031112
Type Google Andoid
Lastsync: 08 January 2024 11:26:38

Last used: 08 January 2024 12:17:32

Authenticator App Securty

[ Require Bometric Seed

Cane

Syme Now Bemove

*x

10. Test the user login using the Self Service Portal:

Double click a user account to view account properties.

https:// <servername>:14443/

Where <servername> is the name of your server.

Setting up RADIUS
To set up RADIUS:

1. Launch the MylD Management Console.

2. Right-click MyID MFA and select Properties.

3. On the RADIUS tab, configure the RADIUS settings as required.
4

Click Open Network Policy Server and add the local server as a RADIUS client

using the local IP address and a shared secret.

New RADIUS Client

Sefiings | Advanced
[ Enable this RADIUS client

Select an existing template:

Name and Address
Friendly name

[localhost

Agdress (IP or DNS);

[192.168.255.155

Shared Secret
Select an existing Shared Secrets template
None

secret entered here. Shared secrets are case-sensitive.

@ Manyal O Generate
Shared secret

Verify...

To manually type a shared secret, cick Manual, To autematically generate a shared
secret. cick Generate. You must corfigure the RADIUS dlient wih the same shared

X

5. Start the MyID RADIUS test client from:

C:\Program Files\Authlogics Authentication Server\
ResKit\RadiusClient\Radius Client UI.exe

a) Enter the local server IP address and shared secret you configured above.

b) Enter the test user account name.

c) Click Grid to show a grid if you are using a Grid.

Multi-Factor Authentication Quick Start Guide

Page 8 of 25



intercede

6. Enter the One Time Passcode and click Send Request

MFA
PSM

() RADIUS Client

Authentication Server Details Deviceless OTP
Primary Name / IP Address: [192.168.255.1 | Gid | Phisse
Primary RADIUS Shared Secret: [Password |
Secondary Name / [P Address: [ | nnn
Secondary RADIUS Shared Secret: | nnn
HTTPS Port (TCP): 12443 = nnn

e o felals
Account Name: [smethrests |

Time out (secs): 0 |2

One Time Passcode:

Ignere Server Failover

Authenticating user ame.threats - 11/03/2024 14:31:11

Setting timeout to 10 seconds.
RADIUS response  : ACCESS_REJECT

Sending RADIUS request to server 192.168.255.1 on UDP port 1812

Get Grid

Call response completed in 1901.3672 ms
Call Complete 11/03/2024 14:31:13

Close

The RADIUS result is shown.

3.3

Monitoring MFA usage

The MyID Authentication Server includes a dashboard to display the state of your MFA

deployment.

1. Launch the MyID Web Management Portal.

This is available at:

https://<servername>:14443/admin

Where <servername> is the name of your server.

2. Under System > Dashboards, select Multi-Factor Authentication.

This dashboard reflects contains information on:

e Authentication Requests

Authentication Requests
Last 30 Days

(ally

16 Apr

v | Last30Days

24 Apr
WVvalid @ invalid

May ‘22

08 May

Multi-Factor Authentication Quick Start Guide
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e Authentication Requests By Type

Authentication Requests By Type
Last 7 Days

(al) v | Last7Days v
50
40
30
20
10
0 | —
& B feﬁ . & 3 5 ; & Q:?\S’ a@,ﬁv . & 3 5
& S & & o & & & &
g v, & < & & & &
& < &

e  Users By Authentication Type

Users By Authentication Type
Latest

(all) v

30

24

0 _ 2 | 2 |

PINgrid PlMNpass FiMNphrase Emergency Override
B znabled @ disabled [0 locked

e Users By Device

Users By Device
Latest

(all) v

@ Android
®ios

@ YubiKey
@ windows
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34 Configuring the Windows Desktop Agent

/f- MFA

This section assumes that you are using a separate workstation test PC which is
domain joined. You can deploy the MyID Windows Desktop Agent on non-domain
joined PCs; however, you must apply the Group Policy Objects to these PCs manually.

Perform these actions on the server:
1. Download the Windows Desktop Agent installer from:

https://www.intercede.com/support/downloads

R

+ Disabled Windows Username and Password logons.

Extract the files from the zip archive.

Configure the following settings (assuming you are using Grid):
+ Authentication Provider Ul: Enabled, Grid.

Import the GPo\AuthlogicsWDA. admx file into a new Group Policy object.

Group Paiicy Management Editor

Timing
Control Panel
Network
Printers
Server
Start Menu and Taskbar
System
Windows Components
AllSeitings
Preferences
~ 4 User Configuration
Policies
Preferences

17 setting(s)

Server Configuration
Timing

] Active Directory Account Expiry Notice

ind Password logons for nan-MFA users
ovider Ul

5.  Apply the GPO to an OU containing the workstation computer account.

Perform these actions on the workstation:

1. Ensure the GPO settings are applied to the PC by running:
GPUPDATE /FORCE

2. Install the Agent from the install folder.

3. Log off and log on with MFA.

Multi-Factor Authentication Quick Start Guide
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Ame Threats
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3.5

1. On the Domain Properties dialog, enable the MylD Password Vault:

Configuring Passwordless Windows logons

Domains Properties
Active Directory

AD Options

Enable MylD Password Vault

Randomise AD Passwords every: (0 < days
[ Require private mobile phone numbers

AD Passthrough Authentication

[] Enable Active Directory Passthrough Authertication

AD Custom Attribute Lookups
[ Additional Usemame:

[] Secondary email address:

Cancel Apply

X

2. Update the group policy settings.

3. Enable the Enable Passwordless logons setting.

(=] Group Policy Management Editor
File Action View Help

e am=zHE T

=] Desktop Agent Policy [PRIMARY.AUTHLOGICSDEMO.COM] Policy
~ {8 Computer Configuration

Windows Desktop Agent

pl it Enable Passwordless logons Setting State Comment
) Software Settings 7| Offline Logon
| Windows Settings it | Security
v @ Templates: Policy definitions (ADMX files) ret | Server Configuration
v [ Authlogics Windows Desktop Agent 4,1 I Timing
v (] Password Security Management N Active Directory Account Expiry Notice Not configured No
escription:
5 Exception Password Policy ) A Active Directory Password Expiry Notice Not configured No
] Primary Password Policy Active Directory pasaword from the Allow Username and Password logons for non-MFAusers  Not configured No
| Windows Deskiop Agent Windows logon screen allowing users =] Authentication Provider Ul Not configured No
- Offline Logon e logpsiafionhya et Sod Disable Change Multi-Factor options Not configured No
3 Security ne lime Passcods Disable Multi-Factor Authentication Nt configured No
o f’“’cu"f‘g”"“”” If you enable this poli Security Not configured No
I Timing Desktop Agent will not ask for an AD | Enable Password Reset via Email Not configured No
s E:W"“‘:“E‘ 5:55‘”“'“ hena == ‘“?55"4 “:LE” Enable Password Reset via SMS Not configured No
9 Networ ereis no password available in the i
poes Passward Vault or the Pasaword Vault 2] Enble Pessword Reset via Web Sign-in Not configured No
3 sever is not enabled Enable Password Vault (Local Only) Not configured No
- | Enable Passwordless logons Enabled No
Sl Start Menu and Taskbar If you disable or do not configure thi b Sor e s Tok e N
 System policy then users will be required to S LT e R e ot configuIc i
Windows Components enter their AD password together Enable Temporary Access Code for FIDO2 Not configured No
. AllSetings with MFA at each logon. Ignore Web Sign-in certificate errors Not configured No
% Preferences Password Reset OpeniD Connect Client ID Not configured No
v & User Configuration Web Sign-in OpeniD Connect Client ID Not configured No
| Policies
| Preferences
< > |\ Extended [ Standard
17 seting(s)

4. Ensure the GPO settings are applied to the PC by running:

GPUPDATE /FORCE

Multi-Factor Authentication Quick Start Guide
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5. Reboot the workstation and log on as the test user.

Note: There is no password option available:

o)

SPAWN\administrator

6. Onfirst attempt the login fails if there is no password in the vault. The password
option automatically appears the second time.

SPAWN\administrator

7. After the login, the password is saved to the vault, and you can view this on the
user account on the server:

ame.threats Properties H
FIDO Push Grid
General AD Password Devices Emergency Ovemide

Reset Password

Reset the user's password in Active Directory and update it in the
Password Vault, if enabled.

New Password: ||

Confimn Password:
[] User must change password at next logon

Server Password Vault

AD Password stored in Server Password Vault: Yes

Remaove

Randomise Password

Randomise Password every 0 days

Cancel Apply

Multi-Factor Authentication Quick Start Guide Page 14 of 25
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4 Configuring a Certificate Authority

This section details the steps required to set up a Certificate Authority on the MyID
server to allow administrators to generate valid trusted certificates required for FIDO
and passkey tokens.

4.1 Installing the Certificate Authority

Perform these actions on the server:

1. Open Server Manager.

WELCOME TO SERVER MANAGER

e st

AT N

LEARN MORE
ROLES AND SERVER GROUPS

H 2 = File and Stor:
W a00s 1| |2 sors 1 Fie and Storage

UL ™ orions 1B ! 1
® Manageaoiny ®

© Manogestiey

i
©
e
=

2. Under Manage, select Add Roles and Features.

= Add Roles and Features Wizard - [m] X

DESTINATION SERVER

Before you begin v auttiogicsdemacom

Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing decuments, or
hosting 3 website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
= Network settings, such as static |P addresses, are canfigured
= The most current security updates from Windows Update are installed

I you must verify that any of the precading prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

Insta Cancel
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3. Click Next.

i Add Roles and Features Wizard - [m] pe

Select installation type

DESTINATION SERVER
server.authlogicsdemo.com

Before You Begin

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

N (®) Role-based or feature-based installation
Server Selection

Configure a single server by adding roles, role services, and features.
() Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

4. Select Role-based or feature-based installation and click

= Add Roles and Features Wizard — [m] ple

Select destination server

DESTINATION SERVER
server suthiogicsaemo.com

Before Vou Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Ty

Select a server from the server pool
Select a virtual hard disk

r ction

Server Roles Server Pool

Features

Name 1P Address Operating System

192.168.255.

Microsoft Windows Server 2019 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or & newer release of Windows Server,
2nd that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

Next.

5. Select the local server as the server pool and click Next.

6. Enable Active Directory Certificate Services.

= a X

Select server roles

DESTINATION SERVER
server.authlogicsdema.com

x

Select one or more roles to install on the selected server.

Roles Description
Active Directory Certificate Services
h D C5) is used to create
iz Add Roles and Features Wizard rtification authorities and related
le services that allow you to issue
d manage certificates used in a

Add features that are required for Active Directory e e

| Certificate Services?

The following teals are required to manage this feature, but da not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
4 Active Directory Certificate Services Tools
[Tools] Certification Authority Management Tools

Install
Include management tools (i applicable) "

TErToTT TErTOTITanCE

BPA res|

BPA results

MFA
PSM

Multi-Factor Authentication Quick Start Guide
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7. Click Add Features to add the features required for Active Directory Certificate

Services.

Before You Begin

Installation

Server Selection

K

es

ADCS
Role Services

Confirmation

= Add Roles and Features Wizard

Select server roles

- [m] x

DESTINATION SERVER
server.authiogicsdemo.com

Select one or more roles to install on the selected server,

Roles Description

"~ Active Directory Certificate Services
(AD CS) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in 2
variety of applications.

tive Directory Certificate Services

/| Active Directory Domain Services (Installed)

/| Active Directory Federation Services (Installed)
[] Active Directory Lightweight Directory Services
[ Active Directory Rights Management Services
[[] Device Health Attestation

] DHCP Server

/| DNS Server (Installed)

[] Fax Server

[®] File and Storage Services (2 of 12 installed)

[ Host Guardian Service

[ Hyper-v

/| Network Policy and Access Services (Installed)
[] Print and Document Services

[ Remote Access

] Remote Desktop Services

[[] Volume Activation Services

(] Web Server (IS) (27 of 43 installed)

[ Windows Deployment Services

[] Windows Server Update Services o

8. Click Next.

= Add Roles and Features Wizard

Select features

Before You Begin

Installation Ty,

Server Selection
Server Role:
Feat

ADCS
Role Services

Confirmation

- [m) X

DESTINATION SERVER
server suthiogicsaemo.com

Select one or more features to install on the selected server.

Features Description

Network Load Balancing ~|  Provides services to collect and
Network Virtualization archive Windows Server system data.
Peer Name Resolution Protocol

Quality Windows Audio Video Experience

RAS Connection Manager Administration Kit (CM#

Remate Assistance

Remote Differential Compression

Remate Server Administration Tools (8 of 43 instal

RPC over HTTP Proxy (Installed)

Setup and Boot Event Callection

Simple TCP/IP Services

SMB 1.0/CIFS File Sharing Support

SME Bandwidth Limit

SMTP Server

SNMP Service

Storage Migration Service

Storage Migration Service Proxy

Storage Re a
System Data Archiver (Installed .

JO0OO00000xEOO0O00O0C

9. Click Next.

[ Add Roles and Features Wizard

Before You Begin

Installation Ty

Server Selection

Server Roles

Role Services

Confirmation

Active Directory Certificate Services

- o x

DESTINATION SERVER
server authlogicsdemo.com

Active Directory Certificate Services (AD CS) provides the certificate infrastructure to enable scenarios
such as secure wireless netwarks, virtual private networks, Intemet Protocol Security (IPSec), Network
Access Protection (NAP), encrypting file system (EFS) and smart card log on.

Things to note:

* The name and domain settings of this computer cannot be changed after a certification authority
(CA) has been installed. If you want to change the computer name, join a domain, or promote this
server to a domain controller, complete these changes before installing the CA. For more
information, see certification authority naming.

10. Click Next.

Multi-Factor Authentication Quick Start Guide
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11.

12.

13.

i Add Roles and Features Wizard - [m] pe

Se\ect role SEF\”CQS DESTINATION SERVER

semver.authlogicsdemo.com

aefore Vou Begin Select the role services to install for Active Directory Certificate Services
Role services Description

Certification Authority Certification Authority Web
[] Certificate Enrollment Policy Web Service Enrollment provides a simple Web
[] Certificate Enrollment Web Service e i)
Certfication Authority Web Enrollment perform tasks such as request and
EI Network Device Enrollment Service renew certificates, retrieve certificate
] Online Responder revocation lists (CRLs), and enrall for

smart card certificates.

Confirmation

Install

options.

= Add Roles and Features Wizard — [m] ple

DESTINATION SERVER
server suthiogicsaemo.com

Confirm installation selections

Before Vou Begin To install the following roles, role services, or features on selected server, click Install.

Installatien Ty Restart the destination server av if required

Opticnal features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Certificate Services
Certification Authority
Certification Authority Web Enrollment

Remote Server Administration Toals
Role Administration Toals
Active Directory Certificate Services Tools
Certification Authority Management Tools

Web Server (II5)
Web Server

Application Development

Export configuration settings
Specify an alternate source path

MFA
PSM

Enable the Certificate Authority and Certificate Authority Web Enrollment

Enable the Restart the destination server automatically if required option and

click Install.

[ Add Roles and Features Wizard — [m] X
: DESTINATION SERVER
Installation progress servraiogicdema com

View installation progress

@ Festure installation

Installation started on server.authlogicsdemo.com

Active Directory Certificate Services
Certification Authority
Certification Authority Web Enrollment
Remote Server Administration Tools
Role Administration Tools
Active Directory CoricateSerices Tools

Certification Authority Management Tools

Web Server (IIS)
Web Server
Application Development
ASP

You can close this wizard without interrupting running tasks. View task progress or open this
Bl page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Next >

When the installation is complete, click Close.
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4.2
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1. Select your Active Directory administrator credentials and the role to configure role
services.

[ AD CS Configuration — [m] pe

. DESTINATION SERVER
Credentials serverauthlogicsdemo.com

Specify credentials to configure role services

To install the following role services you must belong to the local Administrators group:

+ Standalone certification authority
+ Certification Authority Web Enrollment
+ Online Responder

To install the following role services you must belong to the Enterprise Admins group:
* Enterprise certification authority
* Certificate Enrollment Policy Web Service
* Certificate Enrollment Web Service
* Network Device Enrollment Service

Credentials: AUTHLOGICSDEMO\Administrator

More about AD CS Server Roles

2. Inthe list of role services, enable the Certification Authority and Certification
Authority Web Enrollment options.

T AD CS Configuration - O X

. DESTINATION SERVER
Role Services S —

Select Role Services to configure

rtification Authority

‘ertification Authority Web Enroliment
Online Responder

Network Device Enrollment Service
Certificate Enrollment Web Service

Certificate Enrollment Palicy Web Service

More about AD CS Server Rales
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3.

Select Enterprise CA and click Next.

[ AD CS Configuration - [m] he

DESTINATION SERVER
Setup Type serverauthlogicsdemo.com

Credentials Specify the setup type of the CA

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
certificates.

Private Kay
. Enicrprise CA
Cryptography Enterprise Cs must be domain members and are typically online ta issue certificates or
CA Name certificate policies.

Validity Period

) Standalone CA
Certificate Database Standalone CAs can be members or a workgroup or domain, Standalone CAs do not require AD
Confirmation DS and can be used without a network connection (offline)

More about Setup Type

Configure

Select Root CA and click Next.

[ AD CS Configuration — [m] pe

DESTINATION SERVER

CA Type server.authlogicsdemo.com

Cradentials Specify the type of the CA

Role Services

Setup When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hicrarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
Private Kay hierarchy.
Cryptography Root CA
CA Name Root CAs are the first and may be the only CAs configured in a PKI hierarchy.
validity Period \
o ) Subordinate CA
Certificate Database Subordinate CAs require an established PKI hierarchy and are sutharized to issue certificates by
Confirmation the CA above them in the hierarchy.

More about CA Type

[a)
)

nfigure

MFA
PSM
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5. Create a new private key and click Next.

[ AD CS Configuration - [m] he

DESTINATION SERVER

Private Key serverauthlogicsdemo.com
Credentials Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, 2 certification authority (CA) must have a private key.
CATyp= | Create a new private key
P Use this opticn if you do not have a private key or want to create a new private key.
Cryptography
yptograpny Use existing private key
CA Name Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Velidity Period Select a certificate and use its associated private key
Certificzrs Database Select this option if you have an existing certificate on this computer or if you want to

i import a certificate and use its associated private key.
Confirmation

Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

More about Private Key

Configure

6. Click Next.

[ AD CS Configuration — [m] pe

DESTINATION SERVER

Cryptography for CA serverauthloglesdemo.com

Cradentials Specify the cryptographic options

Role Services

Setup Ty Select a cryptographic provider: Key length:

CAType RSA#Microsoft Software Key Storage Provider v || 2048 v

Private Key Select the hash algorithm for signing certificates issued by this CA:

£SHAZ56
SHA384
validity Period SHAS12
Certificate Database SHAT
MDS -

Confirmation
] Allow administrator interaction when the private key is accessed by the CA,

More about Cryptography

Configure
T AD CS Configuration - O X
DESTINATION SERVER
CA Name server.authlogicsdemo.com
Credentials Specify the name of the CA
Role Services
Setup Type Type a comman name to identify this certification authcrity (CA). This name is added to all
B certificates issued by the CA. Distinguished name suffix values are automatically generated but can
A Pe be modified.
Private Key
Common name for this CA:
Cryptography
authlogicsdemo-SERVER-CA
A Name
Validity Period guished name suffie:
Certificate Database DC=authlogicsdemo,DC=com
Confirmation
Preview of distinguished name:
CN=authlogicsdemo-SERVER-CA DC=authlogicsdemo, DC=com
More about CA Name
Configure
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8. Click Next.

T AD CS Configuration

Validity Period

Credentials

Role Services

Setup Type
CA Type
Private Kay

Cryptography

CA Name

Certificate Database

Confirmation

Specify the validity per

iod

= ] bt

DESTINATION SERVER

server.authlogicsdemo.com

Select the validity period for the certificate generated for this certification authority (CA):

5 Years
CA expiration Date: 08/01/2029 1

2:00:00

The validity period configured for this CA certificate should exceed the validity period for the

certificates it will issue.

More about Validity Period

Configure

9. Click Next.

[ AD CS Configuration

CA Database

Credentials

Role Services

Setup Type

CA Type

Private Key
Cryptography
CA Name
validity Period

ate Databa:

rif

Confirmation

Specify the database locations

Certificate database location:

lr ertlog

Certificate database log location:
CAWindows\system32\CertLog

More about CA Database

- [m) e

DESTINATION SERVER

serverauthlogicsdemo.com

[a)
)

nfigure

10. Click Configure.

T AD CS Configuration

Confirmation

Credentials
Role Services
Setup Type
CA Type

Private

ey
Cryptography
CA Name

Validity Period

Certificate Database

- o X

DESTINATION SERVER

serverauthlogicsdemo.com

To configure the following roles, role services, or features, click Configure.

(') Active Directory Certificate Services

Certification Authority
CA Type:

Cryptographic provider:

Hash Algarithm:

Key Length:

Allow Administrator Interaction:
Certificate Validity Period:
Distinguished Name:
Certificate Database Location:

Certificate Database Log
Location:

Certification Authority Web En:

Enterprise Root

RSA#Microsoft Software Key Starage Provider

SHA256

2048

Disabled
09/01/2029 12:00:00

CN=authlogicsdemo-SERVER-CA,DC=authlogicsdemo, DC=com

CAWindows\system32\Certlog
C\Windows\system32\Certlog

rollment

Next >

MFA
PSM
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[ AD CS Configuration

Progress

- [m] X

DESTINATION SERVER
serverauthlogicsdemo.com

The following roles, rale services, or features are being configured:

Canfiguring...

Active Directory Certificate Services

Certification Authority

Certification Authority Web Enroliment

< Brevious Next > Configure

11. Click Close.

[ AD CS Configuration

Results

DESTINATION SERVER

serverauthlogicsdemo.com

The following roles, rale services, or features were configured:

() Active Directory Certificate Services

Certification Authority @ Configuration succeeded
More about CA Configuration
Certification Authority Web Enroliment @ Configuration succeeded

More about Web Enrollment Configuration

< Previous Next > Cancel

MFA
PSM

At this stage, the server is now a Certificate Authority and available to issue trusted

certificates.
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5

5.1

PSM

Requesting a trusted certificate

This section details the steps required to request a trusted certificate from an on-
premises certificate authority.

You can use the following methods to request a privately trusted certificate:
e  Through the MyID provided PowerShell script.
e Using lIS.

This section describes the PowerShell script. For information on using IIS, consult your
Microsoft documentation.

Create a certificate request using the MyIlD PowerShell script

Within the MyID Authentication Server installation folder, navigate to the following
subfolder:

ResKit\Scripts\

Open a PowerShell ISE window using administrator credentials and run the following
script:

RequestTrustedCert.psl
The RequestTrustedCert PowerShell script requires the following inputs:

. ServerName

This is the FQDN for the MyID Authentication Server or public name for
Authentication Server web site.

[ CompanyName
[ Department
. City

U State

[ Country

For example:

PS C:\Program Files\Authlogics Authentication Server\ResKit\Scripts>
.\RequestTrustedCert.psl -serverName dc.authlogicsdev.com -companyName
"Intercede" -department "IT" -city "Bracknell" -state "Berkshire" -
country "UK"

When you run the script, it creates a Web Server certificate and applies it to the Local
Computer Personal Certificate Store, issued to the server name specified by the
ServerName parameter.

Ensure that the serverName parameter matches the Authentication Server’s publicly
accessible web site name.

Multi-Factor Authentication Quick Start Guide Page 24 of 25
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