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Copyright
© 2001-2024 Intercede Limited. All rights reserved.

Information in this document is subject to change without notice. The software
described in this document is furnished exclusively under a restricted license or non
disclosure agreement. Copies of software supplied by Intercede Limited may not be
used resold or disclosed to third parties or used for any commercial purpose without
written authorization from Intercede Limited and will perpetually remain the property of
Intercede Limited. They may not be transferred to any computer without both a service
contract for the use of the software on that computer being in existence and written
authorization from Intercede Limited.

The software or web site referred to in this manual may utilize or contain material that is
© 1994-2000 DUNDAS SOFTWARE LTD., all rights reserved.

No part of this publication may be reproduced, stored in a retrieval system or
transmitted in any form or any means electronic or mechanical, including photocopying
and recording for any purpose other than the purchaser's personal use without the
written permission of Intercede Limited.

Whilst Intercede Limited has made every effort in the preparation of this manual to
ensure the accuracy of the information, the information contained in this manual is
delivered without warranty, either express or implied. Intercede Limited will not be held
liable for any damages caused, or alleged to be caused, either directly or indirectly by
this manual.

Licenses and Trademarks

The Intercede® and MyID® word marks and the MylD® logo are registered trademarks of
Intercede in the UK, US and other countries.

Microsoft and Windows are registered trademarks of Microsoft Corporation. Other
brands and their products are trademarks or registered trademarks of their respective
holders and should be noted as such. All other trademarks acknowledged.
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Conventions

Lists:

¢+ Numbered lists are used to show the steps involved in completing a task when
the order is important.

+ Bulleted lists are used when the order is unimportant or to show alternatives.

Bold is used for menu items and for labels.
For example:
. "Record a valid email address in 'From' email address"

¢+ Select Save from the File menu.

Italic is used for emphasis and to indicate references to other sections within the
current document:

For example:
+  "Copy the file before starting the installation"

¢+ "See Issuing a Card for further information”

Bold and Italic are used to identify the titles of other documents.
For example: "See the Release Notes for further information."

Unless otherwise explicitly stated, all referenced documentation is available on the
product media.

A fixed width font is used where the identification of spaces is important,
including filenames, example SQL queries and any entries made directly into
configuration files or the database.

Notes are used to provide further information, including any prerequisites or
configuration additional to the standard specifications.

For example:

Note: This issue only occurs if updating from a previous version.

Warnings are used to indicate where failure to follow a particular instruction may
result in either loss of data or the need to manually configure elements of the
system.

For example:

Warning:

You must take a backup of your database before making any changes to it.
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1 Introduction

Note: MyID MFA and MyID PSM were previously known as Authlogics products.
Authlogics is now an Intercede Group company and the products have been rebranded
accordingly. The term 'Authlogics' may still appear in certain areas of the product.

Microsoft supports federated access to Microsoft 365 resources through SAML 2.0 and
WS-Fed federation protocols. This document details the steps required to configure
MyID MFA 5.0 federation with Microsoft 365 using SAML 2.0.

MyID MFA natively supports multi-domain SAML 2.0, and does not require ADFS for

integration.
1.1 Change history
Version Description

INT2058-01 Reformatted and released with MylD MFA and PSM version 5.0.7.

Updated to reflect MS Graph PowerShell and multi-domain
configurations.

Federation with Microsoft 365 Page 5 of 26



intercede (o) 424

2 Prerequisites

This document does not detail how to set up a hybrid environment with Microsoft 365 or
Entra ID; this must already be in place. Specifically, you must have already set up the
following:

e A Microsoft 365 tenant in "Managed" state (that is, not currently federated).
e The Microsoft.Graph PowerShell module.

e  Directory synchronization with Microsoft Entra Connect (Azure ID Connect), or
other management method for the Entra Immutable ID.

See section 6, Federation without directory synchronization.
e  Entra ID admin logon.
e  Adeployed MyID MFA Server, with:
+ MFA users configured and tested (for example, using the Self Service Portal).
¢  Public DNS entry for the IdP.
+ Public SSL certificate configured on the MFA server matching the DNS entry.

¢ Inbound SSL access to the MyID MFA server from the Internet.

2.1 PowerShell

You require the Microsoft Graph PowerShell module for steps in this document.

To check if you already have this module installed, run the following command at an
administrator PowerShell prompt.

PS C:\> Get-Module -Name Microsoft.Graph -ListAvailable

If you do not have the module installed, to install the module, run the following
commands at an administrator PowerShell prompt.

PS C:\> Install-Module Microsoft.Graph -Scope AllUsers -Repository
PSGallery -Force

PS C:\> Import-Module Microsoft.Graph.Identity.DirectoryManagement

Federation with Microsoft 365 Page 6 of 26
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To execute a Microsoft Graph PowerShell command, you must authenticate with Entra.
You are recommended to use an Entra ID administrator account, not a hybrid account,
while configuring federation settings.

Run the following command:

PS C:\> Connect-MgGraph -Scopes
'User.ReadWrite.All, Group.ReadWrite.All,Directory.ReadWrite.All,Director
y.AccessAsUSer.All"

You are prompted to authenticate using the appropriate method configured on the Entra

B Microsoft B Microsoft
Pick an account & admin@federationdemo.onmicrosoft.com
i Enter password
@ ‘admin@federationdemo.onmicrosoft.com :
Signed in Password
Forgot my password
+ Use another account
Back
Termsofuse  Privacy & cookies - Termsofuse  Privacy & cookies -

Select the Consent on behalf of your organization option:

B Microsoft
admin@federationdemo.onmicrosoft.com

Permissions requested
Microsoft Graph Command Line Tools
Microsoft Corporation £

This app would like to:

v Read and write all users' full profiles

s Read and write all groups

s Read and write directory data

\/ Access directory as the signed in user

~/ Maintain access to data you have given it access to
BB consent on behalf of your organization

1 you accept, this app will get access to the specified resources for all
users in your organization. No one else will be prompted to review these
permissions

Accepting these permissions means that you allow this app to use your
data as specified in their terms of senvice and privacy statement. You can
change these permissions at hitps://myapps.microsoftcom. Show details

Does this app look suspicious? Report it here

Termsofuse  Privacy & cookies  «..

Federation with Microsoft 365 Page 7 of 26
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2.2

2.3

2.4

2.5

PSM

Verify the current federation configuration

Ensure that the Office tenant is not already set up to use another federation server.
Connect to MS Online and check the domain status is verified and Managed by
running the following commands:

PS C:\> Get-MgDomain | select Id, IsVerified, AuthenticationType

Id IsVerified AuthenticationType
federationdemo.onmicrosoft.com True Managed
federationdemo.com True Federated
federationdemo.mail.onmicrosoft.com True Managed

Removing an existing federation configuration

To remove an existing federation configuration and set the authentication in Entra back
to Managed, run the following command:

PS C:\> Update-MgDomain -DomainId 'federationdemo.com' -
AuthenticationType 'Managed'

Note: This may take up to two hours to take effect fully in Entra ID, even if the
PowerShell commands show that the configuration has been changed.

Verify the Entra default domain

Microsoft Entra does not allow the default domain to be federated. To verify that the
domain you want to federate with is not the default domain, run the following command:

PS C:\> Get-MgDomain | select Id, IsDefault

1d IsDefault
federationdemo.onmicrosoft.com True
federationdemo.com False
federationdemo.mail.onmicrosoft.com False

If the domain with which you want to federate has the 1sDefault value of True, you
can set the xxx.onmicrosoft.com (or another) domain as the default by running the
following command:

PS C:\> Update-MgDomain -DomainId 'federationdemo.onmicrosoft.com' -
IsDefault

Switching from WS-Fed to SAML2

Microsoft 365 supports both SAML2 and WS-Fed federation protocols. To change from
WS-Fed to SAML2 you must first disable federation for the domain by making it
"Managed" (see section 2.3, Removing an existing federation configuration) and then
create a new SAML2 configuration following the instructions in this guide.
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DNS and SSL

The MyID MFA server requires a publicly trusted SSL certificate. The DNS name in the

SSL certificate must match the MylD MFA-configured IdP Host and Domain

configuration; for example:

idp.federationdemo.com

Applications Properties
Identity Provider SAML 2.0

Server Settings

1dP Host: figp

IdP Domain:  [federationdemo.com

TCF Port 443

OpenlD Connect Information

Authorty URI  [htps://idp federationdema com/idp

Muttiple DNS Domains

Enabled federstiondema com
acme.inc
otherdomain net|

Cacs

Apply

The DNS A or CNAME record must resolve to the MylD MFA server through any
firewalls or load balancers. Firewalls must allow TCP port 443 from the Internet to the

MyID MFA server.

Federation with Microsoft 365
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Adding the Microsoft 365 application

Open the MyID MMC to add an Application.
1.

Start the Add Application Wizard.

) Add Application Wizard

Welcome to the Add Application
Wizard

This Wizard wil alow you to add a new federated Application for
strong authertication and authorisation

To continue, click Next

< Back Newt > Cancel

Click Next.

) Add Application Wizard

Provide a name and select the type of Application. You can choose a built in Appication, or
setup 2 generic OpenlD connect or SAML 2.0 Appiication.

J-"%% 7l [Vicrosof: 36! v

Name: [Microsaft 365 |

Enabled

x

Application Information
General information for the new Application

<Back Next > Cancel

Select Microsoft 365 from the list and enter a custom name if required.

Click Next.

) Add Application Wizard

Intemal Authentication

Logon technolagy: [Automatic =

Allow Deviceless MFA
Enable Passwordiess MFA
] Allow any user MFAtechnology

Password reset via. SMS / Text [ Email

X

Authentication Options
Select the requied authentication options.

< Back Neat > Cancel

Select the required logon technology and authentication options.

MFA
PSM

Federation with Microsoft 365
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6. Click Next.

() Add Application Wizard

Apply the configuration?
Are you ready to apply the settings?

Microscft 365 Application
Click Next to apply the canfiguration changes

SAML 2.0 Summary

The Add Appiication Wizard has gathered all the infomation required to add the new

X

=)

Host: https://idp federationdema .comlidp

IdP Signing Certficate
Copy Base64

< Back Dest > Cancel

Confirm the Host configuration information.

MFA
PSM

8. Click Copy Base64 to copy the Base64 signing certificate information to the

clipboard.
9. Click Next.

) Add Application Wizard

Add Application Configuration

Update Progress

X

Authertication Serveris updating the Application data @

| ‘Adding new Application.. Done

< Back Cancel

10. Click Finish.

The MyID side of the Microsoft 365 configuration is now complete.

Federation with Microsoft 365
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4

4.1

PSM

Configuring federation

You perform the Microsoft 365 side of the configuration using PowerShell commands.
To simplify the process, configure a custom PowerShell script with the settings for your
environment. When you run the PowerShell script, it configures Microsoft 365 to use the
MyID MFA Server for federated authentication.

Enable single domain federation using PowerShell

Configure the yellow highlighted variables in the following sample script with the values
of your domain and MyID MFA server.

e sdomain — The DNS domain to federate, which must already be set up in Microsoft
365.

. $display — The friendly name shown to users when signing in to Microsoft 365.
You are recommended to use something that is familiar, like your company name.

e  SissuerUri — The Issuer URI from the SAML 2.0 tab in the Applications
Properties dialog. The default value will be a derivative of your IdP host and
domain name; for example:

'urn:uri:ipdfederationdemocom’

e $signinUrl — The SAML 2.0 IdP sign-on page URL. The path is fixed; however,
the DNS name must match the public DNS name of the IdP.

. $signoutUrl — The SAML 2.0 IdP logout page URL. The path is fixed; however,
the DNS name must match the public DNS name of the IdP.

e Scertificate — The Base64 representation of the IdP signing certificate. You can
obtain this value by clicking the Copy Base64 link on the Applications Properties
tab or at the end of the Add Application Wizard.

1. Copy the text from the sample below to a new plain text document and save it as a
.ps1 file.

2. Configure the yellow highlighted variables in the following sample script with the
values of your domain and MyID MFA server.

3. Run the script at a PowerShell command prompt to apply the configuration.

$domain = 'federationdemo.com'

$display = 'Federation Demo'

SissuerUri = 'urn:uri:idpfederationdemocom'
$signinUrl =

'https://idp.federationdemo.com/idp/SAML/SingleSignOnService"

$signoutUrl =
'https://idp.federationdemo.com/idp/SAML/SingleLogoutService"

$certificate =
'MIIDGDCCAgQCgAWIBAQIQFaTIAImMLiLtJ+wsZtI9M2ejANBgkghkiGOwOBAQsFADAE

MROwGwYDVQODDBQQLmMZ1ZGVyYXRpb25kZW1vLmNvbTAeFw0yNDAzMDUXNDIONTZa
Fw0zNDAzMDUXNDMONTVaMB8xHTAbBgNVBAMMEFCouZmVkZXJhdGlvbmR1bW8uY29t
MIIBIJANBgkghkiGIwOBAQEFAAOCAQS8AMI IBCGKCAQEANYIMO1KPv3y4DUiKYpTH
DT9Gi4c/EGOU6bs87h0Mke8T)TVWUHG1iD98M]j4gLlbb/yhk4LHemt58gtjxdj 9+p7]
gG380U3dFOn7RMXES6EWK4K1s01l6nrXEG6YtP6EelJPkCNXzzSeoeHPCTSMxplgF
mY/z8f0yI//x/8AmMRI2JfGr43exXCbM]jYx4sgr85HOCVdw2 7uHEK9wOhAPPHt2vqg
7BMDAfYj2IisbpVekasIDmXtyhvRFptESJ80qvmmyTLD85iHMO7aMEL/7vYnl1RQ

CgbZbhtriWY14VBAiy/ySngddcadT3KCOVIZOKZxurjXXNIbTHe813s0%0dP2poJZ

Federation with Microsoft 365 Page 12 of 26
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tQIDAQABO1AWT JAOBgNVHQS8BAf8EBAMCBaAwWHQYDVRO1BBYWFAY IKwYBBQUHAWEG
CCsGAQUFBWMCMBOGA1UdDgQWBBR2d84eaCTxgzIeXnY41uMia8DkJDANBgkghkiG
9wOBAQsFAAOCAQEACOEInC4t1V80Kgs9MXu843e0UgLseOkoC1INZbhxM4n3Y9cTP
boQYQLO699g8Q2d6tG+DzTCANJIeTdM2A9QWpePNuGce SW1FHHXHV/ZuzixA2SS2mn
AVvs9GgP1W/11anMD1mhd4p9F+UOE/KMnn8yo2pYGI/wlwYmOyW3uaDdAQIWS+L7Z
ev2n5WeDbQ6WGk10L5jJOJPvkiXcXmzhPclogsCvsWCLOOGhEFxy3buLTplN3Rk4d]
Z2hWyoeU8W]jYax2436rfQx2qYJvgtAD4MDAZz1 95N28kzGBWr+e00460NzDJ20Gc0

rrI1ZUyol9Uqg]jje31NPPyVAzGp+cyrgqeRQWpMjg=="

New-MgDomainFederationConfiguration -DomainId $domain -DisplayName
$Sdisplay -IssuerUri $issuerUri -PassiveSignInUri $signinUrl -SignOutUri
$signoutUrl -SigningCertificate S$certificate -
PreferredAuthenticationProtocol saml -federatedIdpMfaBehavior
enforceMfaByFederatedIdp | Format-List

Sample output:

ActiveSignInUri

DisplayName : Federation Demo
FederatedIdpMfaBehavior : enforceMfaByFederatedIdp
Id : 523dd120-113b-480a-af4d-
853fdee26510

IsSignedAuthenticationRequestRequired

IssuerUri : urn:uri:idpfederationdemocom
MetadataExchangeUri

NextSigningCertificate

PassiveSignInUri
https://idp.federationdemo. com/1dp/SAML/SlngleSlgnOnSeerce

PreferredAuthenticationProtocol : saml
PromptLoginBehavior

SignOutUri
https://idp.federationdemo. com/1dp/SAML/SlngleLogoutServ1ce

SigningCertificate
MIIDGDCCAgCgAwIBAgIQFaTIAlleLtJ+wsZt9MZejANngqhklG9wOBAQsFADAfMROwGwYD
VQODDBOgLmMZ1ZGVyYXRpb25kZW1vLmNvbTAe Fw0yNDAzMDUXNDIONTZaFw0zNDAzMDUxNDMO
NTVaMB8xHTAbBgNVBAMMEFCouZmVkZXJhdGlvbmR1bW8uY29tMIIBIjANBgkghkiGOwOBAQEF
AAQOCAQ8AMIIBCgKCAQEANYjMO1KPv3y4DUiKYpTHDT9G14c/EGOU6bs8Jh0Mke8TJTVWuHGL
D98Mj4gLbb/yhk4LHemt58gtjxd]j9+pjgG380U3dFOn7RMXES6EWK4K1sO1l6nrXEG6YtP6Ee
1JPkCNXzzSeoeHPCTSMxplgFmY/z8£f0yI//x/8AmMRI2JfGr43exXCbMjY¥x4sgr85HOCVdw27
UHEK9wOhAPPHt2vg7BMDAfYj2IisbpVekasIDmXtyhvRFptESJI80gvmmyTLD851HMO7aME]L /
7vY¥nllRQCgbZbhtrWY14VBAiy/ySngJddcadT3KCOVIZOKZxurjXXNJbTHe813sQzZ0dP2poJz
tQIDAQABO1AWTJAOBgNVHQSBAf8EBAMCBaAwWHQYDVRO1BBYWFAYIKwYBBQUHAWEGCCsGAQUF
BwMCMBOGA1UdDgQWBBR2d84eaCTxgzIeXnY41uMia8DkJDANBgkghkiGOwOBAQsFAAOCAQEA
COEinC4t1V80Kgs9IMXu843e0UgLse0OkoCINZbhxM4n3Y9cTPbIQYQLO69g802d6tG+DzTCAN
JeTdM2A9QWpePNuGceSW1FHHXHV/ZuzixA2SS2mnAVvs9GgP1W/11anMD1mhd4p9F+UOE /KM
nn8yo2pYGI/wlwYmOyW3uaDdAQIWS+fZev2n5WeDbQ6WGk10L5j0JPvkiXcXmzhPclogsCvs
WCL90GhFxy3buLTplN3Rk4d]Z2hWyoeUs8W]Yax2436rfQx2qYJvgtADAMDAZ]1 95N28kzGBWr
+e00460NzDJ20GcO0rrIZUyol9Uq]je31NPPyVAzGp+cyrgeRQWpM]g==

SigningCertificateUpdateStatus
Microsoft.Graph.PowerShell.Models. MlcrosoftGraphSlgnlngCertlflcateUpdate
Status

Federation with Microsoft 365 Page 13 of 26
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4.2

AdditionalProperties : {[Q@Qodata.context,
https://graph.microsoft.com/v1.0/$metadata#domains ('federationdemo.com')
/federationConfiguration/$entity]}

For further information relating to the New-MgDomainFederationConfiguration
PowerShell command, see:

https://learn.microsoft.com/en-
us/powershell/module/microsoft.graph.identity.directorymanagement/new-
mgdomainfederationconfiguration

Verify the configuration

To verify the configuration, run the following command.

PS C:\> Get-MgDomainFederationConfiguration -DomainId
'federationdemo.com' | Format-List

ActiveSignInUri
DisplayName : Federation Demo
FederatedIdpMfaBehavior

Id : dbb35c60-4dc7-4396-86df-
5985564224ff

IsSignedAuthenticationRequestRequired

IssuerUri : urn:uri:msp:federationdemocom
MetadataExchangeUri

NextSigningCertificate

PassiveSignInUri
https://idp.federationdemo. com/1dp/SAML/SlngleS1gnOnServ1ce/federatlonde
mocom

PreferredAuthenticationProtocol : saml
PromptLoginBehavior

SignOutUri
https://idp.federationdemo. com/1dp/SAML/SlngleLogoutSeerce/federatlonde
mocom

SigningCertificate :
MIIDATCCAemgAwIBAGIQAPDr/iI1jbhDMT? 5VYya+TANngqhk1G9wOBAQsFADAWMRQwEgYD
VQODEwt3d3cuaWRwLmNvbTAeFw0xMzExM] IwODIWNTJaFw00OTEyMzExXxNDAwWMDBaMBY xFDAS
BgNVBAMTC3d3dy5pZHAuY29tMIIBIjJANBgkghkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEALOXJ
RLDrcbSyqUd8XG4BgxObOMYLAKENIMJOsAEpl1xMabUiqglX4v0Fc8Z2aCpUE3fFGENMEWgBjn
QUUEOWtVUh5JPMsukolf9qljbJkCkvHXH304Uen7vA20NQWt4bKO6SpXADPpZKEvpk4D7btKO
gU/NamjigwHI4fI8kFJIJKwKBJChRPUQAC41JRRMGIrSnpY+t25/d3KGXwbe 9Z2MGGy2hyAOtyg
OWuchIK+1vAKKBUhINDEXfr80+xW680wSTqHyDeqbWvQsXXhHOyZLEINKNS6/IojHPsBy 7t £
36Ck9H5Pw+1PPubNzBFSz5Z2kC8KzrSovuzXc/ImYrnheMQsqgqQIDAQABoOswSTBHBgNVHQEE
ODA+gBD4dY4MCPEMG4sxZrcni8vtoRgwFjEUMBIGALIUEAXMLA3d3LmlkcC5jb22CEHTW6 /41
NY24QzE4+VWMmvkwDQYJKoZIhvcNAQELBQADggEBABhak2aR84MCdyX04AKOQvZybsCMdhRg
2i1110WhD4/xe7Ry5haC6TeXIp8Q4cC3MzsrDal74xHI714BW0loafpHASXfd9EVKKTVaJ+12z
pel6+SsTL4upSlcGydigqwUzsdpGekdwIlmoJd94770+46I1f2gF27u9Cdk70nxe/5dwLIxWmk
VRAbQIH5GsKUeAjOdROmy+X1MX6KyRoaCwWGYwxi5Sa+r+3AtDvD4ABX0EJGKFZeeM3J/yMpY
h/75aN0cFQfDEdJ7C5NEOvonidEOQtIFvsoWtZUtur2fiW7yBxse38TPQsi2r6A6¢c/TZsZ5b
g31yh3gr3kSN62H81VKLQLA=

SigningCertificateUpdateStatus
Microsoft.Graph.PowerShell.Models. MlcrosoftGraph51gnlngCertlflcateUpdate
Status

AdditionalProperties : {1}

Federation with Microsoft 365 Page 14 of 26
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4.3 Testing the federation setup

1. To test the federation setup, go to the following URL and sign in:

https://portal.office.com

2% Microsoft
Sign in

stevenhi@federationdemo.com

Back Next

2. Enter your Account name.

B8 Microsoft

Taking you to your
organisation's sign-in page

3. Wait while Microsoft redirects you to the MylD MFA logon page.

Login

stevenh@fegerationdema com

Federation with Microsoft 365 Page 15 of 26
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4. Confirm your account name.

Login

5. Enter your MFA details based on the configuration.

This example uses Passwordless & Deviceless Grid authentication.

@ Welcome to Microsoft 365 Install and more
B -

i O e -

8]

J w (8] Reocatiy opened. 1 2% Shoed 1 £ Roraaites It f Uploasd = 3
B
&

. e
&

| : )
- A
o I

L |

No recent content

sicad ng 1o get started,

Once validated, you are redirected back to Microsoft 365 and are signed in.

Federation with Microsoft 365 Page 16 of 26
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5.1

Multi-domain configuration

/—\ MFA

!D/ PSM

Microsoft Entra (Azure AD) requires a unique SAML IssuerUri for each DNS domain
across all Azure tenants. The IssuerUri is a federation server value, and not a Microsoft

365 application specific value.

Note: If you only have one DNS domain to federate, this configuration is not required.

Adding additional domain names

To support multiple domains, the actual domain names to be federated must be
specified. You must add, remove, and view the names through the MMC or through the

Rest API.

To specify the names through the MMC, in the Multiple DNS Domains section, set the

Enabled option, then list the domains in the text box.

Applications Properties X
Identity Provider SAML 2.0

Server Settings

IdP Host: figo |

IdP Domain:  [federationdemo com |

TCP Port 443

OpenlD Connect Information

Authority LRI https //idp federationdemo.com/idp

Multiple DNS Domains

Enabled federationdemo com
acme inc
otherdomain net|

Cancel Aol

To specify the names through the API, use the following calls:
[ AddIdpDnsName
[ RemoveIdpDnsName

o GetIdpDnsNames

When calling AddIdpDnsName Of Remove IdpDnsName YOU must:

o  Specify the full DNS name of the domain; for example:

acme.com
e Runiisreset for the IdP to read the new configuration.

Note: These API calls require administrator rights.

Federation with Microsoft 365
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5.2

5.3

IssuerUri format impact

The default IssuerUri format for the MyID Authentication Server is:
urn:uri:{idp-fgdn-without-dots}

For example:

urn:uri:idpfederationdemocom

Applications Properties X
identity Provider SAML 2.0
Identity Provider (idF)
Description: MylD Idenity Provider

Issuer Uniz um i idpfederationdemocom

Issuer URI:

um i fedesationdemocom ~

Logn URI:
https //idp federationdemo com/idp/SAML/SingleSignOnService 4

Logout URI:
hitps //idp federationdemo com/idp/SAML/Snglel ogout Service fe

Adifact URI:
htips://idp federabiondemo com/idp/SAML/Artifact Resolution Servi

Sgning Certficate:
Froperties Copy Basefd

o] e

This ensures that each MyID MFA deployment has a unique IssuerUri for each MyID
MFA customer. However, when multiple domains are required to be federated, multiple
unique IssuerUri values are also required.

The Authentication Server automatically generates unique IssuerUri names using the
configured IssuerUri name appended with the specified DNS domains you want to
federate. The resulting format is as follows:

urn:uri:{idp-fgdn-without-dots}:{federated-domain-without-dots}

For example, if acme . com and contoso.com are federated domains with an
Authentication Server having a configured IssuerUri of
urn:uri:idpfederationdemocom, the resulting domain specific URIs are:

. urn:uri:idpfederationdemocom:acmecom

. urn:uri:idpfederationdemocom:contosocom

You must use these domain specific URIs during each Microsoft 365 configuration.

Enable multi-domain federation using PowerShell

Configure the yellow highlighted variables in the following sample script with the values
of your domain and MyID MFA server.

e  Sdomain — The DNS domain to federate, which must already be set up in Microsoft
365.

e sdisplay — The friendly name shown to users when signing in to Microsoft 365.
You are recommended to use something that is familiar, like your company name.

. $issuerUri — The Issuer URI from the SAML 2.0 tab in the Applications
Properties dialog. The default value will be a derivative of your IdP host and
domain name. This is then appended with a colon and the federated domain name
without dots; for example:

'urn:uri:ipdfederationdemocom:customdomaincom'

. $signinUrl — The SMAL 2.0 IdP sign-on page URL. The path is fixed; however,
the DNS name must match the public DNS name of the IdP.
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e SsignoutUrl — The SMAL 2.0 IdP logout page URL. The path is fixed; however,
the DNS name must match the public DNS name of the IdP.

. Scertificate — The Base64 representation of the IdP signing certificate. You can
obtain this value by clicking the Copy Base64 link on the Applications Properties
tab or at the end of the Add Application Wizard.

1. Copy the text from the sample below to a new plain text document and save it as a
.ps1 file.

2. Configure the yellow highlighted variables in the following sample script with the
values of your domain and MyID MFA server

3. Add the domain name to the MFA Server using the AddIdpbnsName API call.

4. Run the script at a PowerShell command prompt to apply the configuration.

Sdomain = 'federationdemo.com'

Sdisplay = 'Federation Demo'

$issueruri = 'urn:uri:idpfederationdemocom: federationdemocom'
$signinUrl =

'https://idp.federationdemo.com/idp/SAML/SingleSignOnService/federationd
emocom'

$signoutUrl =
'https://idp.federationdemo.com/idp/SAML/SingleLogoutService/federationd
emocom'

Scertificate =
"MIIDGDCCAGCGAWIBAGIQFaTIAImMLiLtJ+wsZt9M2ejANBgkqhkiGOwOBAQSFADAL

MROwGwWYDVQODDBQOQLmMZ1ZGVyYXRpb25kZW1vImNvbTAeFw0yNDAzMDUxXNDIONT Za
Fw0zNDAzMDUXNDMONTVaMB8xHTALbBgNVBAMMECouZmVkZXJhdGlvbmR1bW8uY29t
MIIBIJjANBgkghkiGOwOBAQEFAAOCAQ8AMIIBCGKCAQEANYjMO1KPv3y4DUiKYPTH
DT9Gi4dc/EGOU6bs87h0Mke8TjTVWuUHGiD98Mj4gLlbb/yhk4Lhemt58gtjxdj9+p]
gG380U3dFOn7RMXES6EWK4K1sO0l 6nrXEG6YtP6EelJPkCNXzzSeoeHPCTSMxplgF
mY/z8f0yI//x/8RAmMRI2JEGr43exXCbMjYx4sgr85HOCVdw2 7uHEK9wOhAPPHt2vqg
7BMDAfYj2IisbpVekasIDmXtyhvRFptESJ80gvmmyTLD85iHmO7aMEL/7vYnl11RQ
CabZbhtrWY14VBAiy/ySngddcadT3KCOVIZOKZxurjXXNJbTHe813sQZ0dP2poJZ
tQIDAQABO1AWT jAOBgNVHQ8Baf8EBAMCBaAwWHQYDVRO1BBYWFAYIKwYBBQUHAWEG
CCsGAQUFBwWMCMBOGA1UdDgQWBBR2d84eaCTxgzIeXnY41uMia8DkJDANBgkghkiG
9wOBAQsFAAOCAQEACOEinC4t1V80Kgs9IMxu843e0UgqLse0koCINZbhxM4n3Y9cTP
b9QYQLO699g802d6tG+DzTCANJeTdM2A9QWpePNUGce SW1FHHXHV/ZuzixA2SS2mn
Avvs9GgP1W/11anMD1mhd4p9F+UOE/KMnn8yo2pYGI/wlwYmOyW3uaDdAQIWS+£7Z
ev2n5WcDbQ6WgklOL5j0JPvkiXcXmzhPclogsCvsWCLIOghFxy3buLTplN3Rk4d]
Z2hWyoeU8W]jYax2436rfQx2qYJvgtAD4MDAzZz195N28kzGBWr+e00460NzDJ20gc0

rrIzZUyol9Uqg]je31NPPyVAzGp+cyrgeROWpMjg=="

New-MgDomainFederationConfiguration -DomainId $domain -DisplayName
Sdisplay -IssuerUri $issuerUri -PassiveSignInUri $signinUrl -SignOutUri
$signoutUrl -SigningCertificate S$certificate -
PreferredAuthenticationProtocol saml -federatedIdpMfaBehavior
enforceMfaByFederatedIdp | Format-List

Changing from a single to multi-domain configuration

To change from a single domain to a multi-domain configuration:
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1.  Remove the existing federated connection to Entra.
See section 2.3, Removing an existing federation configuration.
2. Add the federated domain names to the MFA server.
See section 5.1, Adding additional domain names.
3. Add the new multi-domain federation configuration.
See section 5.3, Enable multi-domain federation using PowerShell.
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6

6.1

6.1.1

Federation without directory synchronization

For federation to work with Entra ID (Microsoft 365 / Azure AD) there must be a specific
mapping between the MFA user account and the Entra ID user account.

In a typical Microsoft hybrid configuration, the Microsoft Entra Connect (Azure ID
Connect) synchronizes the required fields to link the accounts. If Entra Connect is not in
place (for example, in a Managed Service Provider environment) you must map the
account attributes manually.

The following user specific attributes must match in both MFA and Entra ID:
[ NameID
The Entra user's Immutable ID (OnPremisesImmutableId).

If Microsoft Entra Connect is deployed, the Entra Immutable ID property contains
the Base64 equivalent value of the Active Directory objectGUID property.

Important: Once you have set the Immutable ID value, you cannot change it; that
is the defining feature of immutable IDs.

If Microsoft Entra Connect has not been deployed, the Entra Immutable ID property
is empty and must be populated before federation will work for the user.

o IDPEmail

The User Principal Name (UPN) value in Entra; not the email address field (despite
the attribute name being 1DPEmail). The UPN is typically the same as the email
address, although this may vary.

For further information, see:

https://learn.microsoft.com/en-us/entra/identity/hybrid/connect/how-to-connect-fed-sami-
idp

Checking the Entra ID values for a user

You can check the Entra ID values for a user with PowerShell or using the Microsoft
Entra admin center.

Using PowerShell

To view the values stored in Entra for a user, run the following PowerShell script,
replacing the highlighted values for $tenantId and $accountUpn:

StenantId = 'federationdemo.com'
SaccountUpn = 'Jjohnd@federationdemo.com'

Connect-MgGraph -TenantId S$tenantId -Scopes 'User.ReadWrite.All' -
NoWelcome

Get-MgUser -UserId SaccountUpn -Property UserPrincipalName,
OnPremisesImmutableId | fl UserPrincipalName, OnPremisesImmutableId

The PowerShell script outputs the user details as follows:
UserPrincipalName : johnd@federationdemo.com

OnPremisesImmutableId : X1vAuhkd70KAAfnfxA6DyA==
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6.1.2

6.2

6.3

6.3.1

Using the Microsoft Entra admin center
To view the values stored in Entra for a user using a browser:
1.  Open the Entra ID Users page:

https://entra.microsoft.com/#blade/Microsoft AAD UsersAndTenants/UserManage
mentMenuBlade/menuld/

Select the user.
Select the Properties tab near the top.

Locate the User principal name value.

o kb w DN

Locate the On-premises immutable ID value.

Creating an Immutable ID value in Entra

If you have not deployed Microsoft Entra Connect, the user account does not have an
Immutable ID value. If your intention is to configure a hybrid deployment, you must
configure Microsoft Entra Connect to set the Immutable ID value. If you do not intend to
configure a hybrid deployment (that is, you want to remain cloud-only) you must
generate and configure an Immutable ID value in both MFA and Entra.

To generate a new Immutable ID value and view the results in Entra for a user, run the
following PowerShell script, replacing the highlighted values for $tenant1d and
SaccountUpn:

StenantId = 'federationdemo.com'
SaccountUpn = 'johnd@federationdemo.com'
SnewGuid = [system.guid]::newguid ()
Sbase6d =

[system.convert]::ToBase64String (([GUID] $newGuid) .ToByteArray())

Connect-MgGraph -TenantId S$tenantId -Scopes 'User.ReadWrite.All' -
NoWelcome

Update-MgUser -UserId S$accountUpn -OnPremisesImmutableId S$base64

Get-MgUser -UserId S$accountUpn -Property UserPrincipalName,
OnPremisesImmutableId | fl UserPrincipalName, OnPremisesImmutableId

Important: Once you have set the Immutable ID value, you cannot change it; that is the
defining feature of immutable IDs.

Adding the Immutable ID value to the MFA user account
Use the MFA Server Rest API to get and set the user account EntraID property.

You can specify the value as Base64 or a GUID formats when setting it. When reading
the value, the Base64 version is always returned to allow you to match the value
displayed in Entra.

Note: This API call requires administrator rights.

Active Directory user

An MFA user created on an Active Directory user account automatically has an
EntralD property, as this is derived from the objectGuID property and cannot be
changed. You can only get the value using the MFA server Rest API; you cannot set it.

If you are using an Active Directory user account that is not synchronized with Entra,
extract the value from the MFA server and configure it on the Entra user account. Do
not generate a random GUID (as above) as the account will never match.
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6.3.2 External / Realm user

An MFA user created on an External / Realm based user account has an empty
EntraID property by default. As it is not an actual Active Directory user account, the
objectGUID value is not used. Instead, you can get and set the user's EntraID property
using the MFA server Rest API, and you can change it if required.
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7

7.1

7.2

Troubleshooting

This section contains troubleshooting information for situations that may occur when
working with federated access.

Browser redirect loop between Microsoft 365 and the IdP

Microsoft Entra (Azure AD) and 365 are regularly adding features, changing settings,
and updating security defaults. This may cause problems with federated connections
from time to time.

The security defaults of Entra may interfere with third-party federated access, as Entra
tries to apply Entra MFA security policies which are not being used. This may result in
the inability to access the 365 website after a successful federated logon, including a
browser redirect loop.

To resolve this problem:
1. Go to the following URL:

https://entra.microsoft.com/#view/Microsoft AAD |AM/TenantOverview.ReactView
?Microsoft AAD IAM legacyAADRedirect=true

Select the Properties tab.

Scroll down to the bottom and click Manage security defaults.

Select Disabled (not recommended).

o &M b

Save the settings.

 Security defouits - Microsolt Ent: X

Microsoft Entra admin o

| & Home Security defaults
Federation Demo

>

Unique IssuerUri values

Microsoft requires a unique IssuerUri for each DNS domain registered in Entra; this
applies across all tenants, not just your own tenant. If you attempt to federate a domain
in Entra using an IssuerUri that has previously been used, may see a PowerShell error
similar to:

Unable to complete this action. Try again later.

If you wait and try again as stated, this has no effect. You must make sure your
IssuerUri is unique, or make use of the MyID multi-domain configuration; see section 5,
Multi-domain configuration.
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7.3

Signing certificate error

If, after the MFA login as the browser is redirected back to Microsoft 365, an error
occurs similar to the following:

Sorry, that didn't work.
Please go back to Office.com and try again.
Thanks.

This error is caused by the IdP signing certificate being incorrectly configured.

v I} Somy, that didn't work. X+ = @ X

= (€] 25 microsoft365.com/landingv2 S & Incognito (2)

Sorry, that didn't work.
Please go back to Office.com and try again.
Thanks.

To resolve this issue:

1. On the Applications Properties dialog, select the SAML 2.0 tab, then click Copy
Base64 to get the Base64 value of the |dP signing certificate.

Applications Properties X
Idenity Provider SAML 2.0

Iderily Provider (4P}

Description: MylD Ideniity Provider

Issuer Uri: um wriidpfederationdemocom

Issuer URL:

Lm L B v
Login URI:

https://idp. fidp/SAML/ OnService i
Logout URI:

hitps_//idp federationdemo com/idp,/SAML/SingleLogout Sesvice fe

Adifact URI:
hitps://idp federationdemo. comy/idp/SAML/Artifact Resohution Servix

Signing Cedificate:
Properties Copy Baseb4

[ o |

2. Run the following PowerShell command:

PS C:\> Get-MgDomainFederationConfiguration -DomainId
'federationdemo.com' | select SigningCertificate

The PowerShell returns the signing certificate:
SigningCertificate

MIIDGDCCAgCgAWIBAgIQFaTIAImLiLtJ+wsZt9M2e]jANBgkghkiGOwOBAQsFADAEMROW
GwYDVQQDDBQQLmMZ1ZGVyYXRpb25kZW1vImNvbTAe Fw0yNDAzZMDUXNDIONTZaFw0zNDAzZ
MDUxNDMONTVaMB8xHTAbBgNVBAMMFCouZmVkZXJhdGlvbmR1bW8uY29tMIIBIJANB. . .
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3. Check that the result returned from the PowerShell script is the same as the
Base64 you obtained from the Applications Properties dialog.

If the results are not the same, this means that Entra is configured to use a
different certificate to the IdP. Ensure the IdP is using the correct signing certificate
(not to be confused with the SSL certificate), then configure Entra to use the
correct Base64 value.

Federation with Microsoft 365 Page 26 of 26



	Federation with Microsoft 365
	Copyright
	Conventions
	Contents
	1 Introduction
	1.1 Change history

	2 Prerequisites
	2.1 PowerShell
	2.2 Verify the current federation configuration
	2.3 Removing an existing federation configuration
	2.4 Verify the Entra default domain
	2.5 Switching from WS-Fed to SAML2
	2.6 DNS and SSL

	3 Adding the Microsoft 365 application
	4 Configuring federation
	4.1 Enable single domain federation using PowerShell
	4.2 Verify the configuration
	4.3 Testing the federation setup

	5 Multi-domain configuration
	5.1 Adding additional domain names
	5.2 IssuerUri format impact
	5.3 Enable multi-domain federation using PowerShell
	5.4 Changing from a single to multi-domain configuration

	6 Federation without directory synchronization
	6.1 Checking the Entra ID values for a user
	6.1.1 Using PowerShell
	6.1.2 Using the Microsoft Entra admin center

	6.2 Creating an Immutable ID value in Entra
	6.3 Adding the Immutable ID value to the MFA user account
	6.3.1 Active Directory user
	6.3.2 External / Realm user


	7 Troubleshooting
	7.1 Browser redirect loop between Microsoft 365 and the IdP
	7.2 Unique IssuerUri values
	7.3 Signing certificate error


