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Introduction

|Zf Note

MyID MFA and MyID PSM were previously known as Authlogics products.
Authlogics is now an Intercede Group company and the products have been
rebranded accordingly.

The term ‘Authlogics’ may still appear in certain areas of the product.

This guide provides an overview of the steps required to setup MyID Multi-Factor
Authentication in a new environment. For detailed information about a specific feature or
deployment scenario please see the MylID Authentication Server Installation and
Configuration Guide.

Considerations

(1) MyID Multi-Factor Authentication requires a Windows Server and an Active
Directory domain to be available prior to installation.

(2) A Domain Administrator / Enterprise Administrator account is required to perform
the installation.

(3) Add AD accounts of MyID administrators to the Authlogics Administrators AD
security group.

(4) After the installation the server will require a reboot.

(5) Internet access to https://*.authlogics.com is required.

Required information

(1) AD administrator credentials.

2) SMTP Server details: name, port, authentication requirements.

3) The DNS name for the server.

4) Understanding of which authentication technology to use.

5) For FIDO and passkey tokens, MyID requires a trusted certificate to be bound to
MyID web sites, self-signed certificates will not work. This document includes the
steps required to create your own Certificate Authority on the MyID Server and
generate trusted certificates if a public trusted certificate is not available.

P —
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Installing the Authentication Server

(1) Download the Authentication Server installer from
https://www.intercede.com/support/downloads and extract the ZIP.

(2) Run the setup file in the /nstall/folder.

(3) Follow the Installation Wizard instructions to install the product binaries.

G MylD Authentication Server - InstallAware Wizard - x

Installing MyID Authentication Server
The program features you selected are being configured,

Please wait while the Installation Wizard installs MyID Authentication
o Server, This may take several minutes.

Status:
2CF.bin, 34% complete

Follow the Directory Configuration

©) Directory Configuration Wizard %
ey
Directory configuration o
MylD Authenication Server is being updated with the ssrings. (0
Update Progress...

- Saving Inttialise settings... Done.
- Committing settings to the directory... Done.
- Creating AD Password Resat OTC storage... Done.
- Creating |dP Grant storage... Dons.
- Looking for domsins and realm.
2 Domains found.
- Checking hash database for domain authiogicsdeno com.. Skipped
- Checking hash database for domain chid authiogicsdern com.. Skipped
- Storage version: 10

The Directory Configuration Wizard is complete

Wizard to setup the AD for use with MyID.

(5) Follow the Licence Wizard to configure a licence for MylD MFA. If you do not have a
licence key the wizard can request a 30 day evaluation licence for you.

) Licence Wizard x

Licence configuration 75
Licence Wizard is requesting a licence fr)

Update Progress

Processing online licences. ~
- Reading icence file C: Licences'Authlogics Demo VM - MFA (Online) i ... Done

- Licence detalls...
Product Name: Multi-Factor Authertication
(Company Name: Athlogics Demo VM
Number of Users: 1500
Licence Key: G5 XN Attt 7|
Expiy Date: Never
Days remaining: Unlimted
v

< Back Cancel

(6) Reboot the Server after the MylD Management Console loads to complete the initial

setup.
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Configuring the Authentication Server

(1) Launch the MyID Management Console, right click “Authlogics MFA” and select
properties.

(2) Configure the SMTP Server settings to be able to deliver alerts and new user emails.

Adding MFA Users

(1) Expand domains and open the domain to add MFA users to.
(2) Click “Add Authlogics User Account” from the actions on the right to start the wizard.

(1) Select all the AD user which must be configured for MyID.

) Add User Account Wizard X
Add Active Directory users
Add Active Directory accounts for use with MylD

Active Directory user accounts in this lst wil be configured for use with MyID.
T include user accounts from Active Directory Click Add. Ta remove user accounts from the
list tick the accounts and click Remove.

[[] AUTHLOGICSDEMO"Becky Shandro fbecky shandro@atl a
[] AUTHLOGICSDEMO\Belinda Coomey (belinda coomey @at
[] AUTHLOGICSDEMO\Bellanca Chiszar (bellanca chiszar@s
[] AUTHLOGICSDEMO"Bellina Zehring (belina.zehring @authl
[] AUTHLOGICSDEMO"\Bemardina Weems (bemardina weem
[] AUTHLOGICSDEMO"Bemardine ller bemardine iler@auithlc

[ AUTHLOGICSDEMO' Bemetta Cumington (bemetta curmingtc

"] AUTHLOGICSDEMO'Bey Mesko (bery mesko@athiogic ¥
< >

Remove

< Back Net > Cancel

(3) Complete the Wizard.

(4) Select all the users to provision an MFA technology, e.g. Grid, One Time Code,
YubiKey, then click “{ Technology} Management” to start the wizard.

(5) Configure the technology settings for the selected users:

) Add User Account Wizard X
Directory update
The directory is being Updated with the new user account details }

Update Progress...

Sending email to "beny mesko @authlogicsdema.com”... Sert.
- Adding user aceount authlogicsdemo.com'bertina camanza
bertina.caranza @avthlogicsdemo. cam)..
Sending email to "bertina.camanza@authlogicsdemo com”... Sent
Sending email o "bertina.cananza@authlogicsdemo com”.. Sert.

‘The Add User Account Wizard is complete.
v

<Back Cancel
(6) Complete the Wizard.

(2) Double click a user account to view account properties.

ame.threats Properties x
FIDO Fush Grd
General AD Password Devices Emergency Ovenide
Devices
Device

Name:  [Galawy 53

Device Enabled
Device ID:  6115320811031112
Type Gaogle Andaid
Last sync: 08 January 2024 11:26:38

Last used: 08 January 2024 12:17:32
Syno Now Remove

Authenticator App Security

[ Require Biometric Seed

G [
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(7) Test the user login using the Self Service Portal via
https://{server.authlogicsdemo.com}:14443/

Setting up RADIUS

(1) Launch the MyID Management Console, right click “Authlogics MFA” and select
properties.

(2) Configure the RADIUS settings on the RADIUS tab as required.

(3) Click the “Open Network Policy Server” and add the local server as a RADIUS client
using the local IP address and a shared secret.

New RADIUS Client X

Seffings | Advanced
[ Enable this RADIUS client

Select an existing template:

Name and Address
Frendly name
[locathost |

Address (IP or DNS):
[192.168.255.155 || very.

Shared Secret
Select an existing Shared Secrets template:
None v

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive

@® Mangal O Generate
Shared secret:

==

(4) Start the MyID RADIUS test client from: c:\pProgram Files\Authlogics

Authentication Server\ResKit\RadiusClient\Radius Client UI.exe
a. Enter the local server IP address and shared secret from step 3
b. Enter the test user account name. Click “Grid” to show a grid if Grid is being
used.

(3) Enter the One Time Passcode and click “Send Request”.

) RADIUS Client x
Authentication Server Details Deviceless OTP
Primary Name / IP Address: [192.168.255.1 Gid  Phrase
Primary RADIUS Shared Secret: [PasSwird

|
|

Secondary Name / IP Address: [ | nnn
|

Secondary RADIUS Shared Secret: |

HTTPS Port (TCP): 14443 5

RADIUS Request

Account Name: [meshreats |

Time out (secs) 10 Ignore Server Failaver nnn nnﬂ

One Time Passcode: IC' [ Show Passcode Send Request

Authenticating user ame.threats - 11/03/2024 14:31:11

Sending RADIUS request to server 192.168.255.1 on UDP port 1212
Setting timeout to 10 seconds. pp—
RADIUS response  : ACCESS_REJECT

Call response completed in 1901.3672 ms
Call Complete 11/03/2024 14:31:13

< > Close
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C. The RADIUS result is shown.
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Monitoring MFA Usage

MyID Server includes a Dashboard to graphically display the state of your MFA deployment.

Launch the MyID Admin portal via https://{servername}:14443/admin.

Select System - Dashboards - Multi-Factor Authentication.
The dashboard reflects MFA actions for:

e Authentication Requests

e Authentication Requests By Type
e Users By Authentication Type

e Users By Device

Authentication Requests
Last 30 Days

(all) v Last 30 Days v
50
40
30
20
. I I I
0 — ] | -— —mB -— — -
16 Apr 24 Apr May '22 08 May
B \valid @ Invalid
Authentication Requests By Type
Last 7 Days
(all) ~ | Last7Days v
50
40
30
20
10
o | —
& & @B';: “g? 'bﬁé: ‘éﬂ? 'aé\\{: ’ﬁv $29‘= @E\s’
o S & & & & & i &
& & s & o« & s o &
& & < i ¢ S & & $
& ) < & < & <5
;5 F ¢
& < =
<
Users By Authentication Type Users By Device
Latest Latest
(al) v (all) v
o ® 4ndroid
™ ®ios
YubiKey
18 ® windows
12
6
o _ o | 2 |

PINgrid PINpass FINphrase Emergency Override

M enabled [ disabled locked
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Configuring the Windows Desktop Agent

This section assumes a separate workstation test PC is being used which is domain joined.

MyID Windows Desktop Agent can be deployed on non-domain joined PCs however, the
Group Policy Objects will need to be applied to these PCs manually.

Configuring the Windows Desktop Agent

Perform these actions on the server:

(1) Download the Windows Desktop Agent installer from
https://www.intercede.com/support/downloads and extract the ZIP.

(2) Import the GPO\AuthlogicsWDA.admx file into a new Group Policy object

(3) Configure the following settings (assuming Grid):
a. Deviceless OTP Authentication Provider: Enabled, Grid
b. Disabled Windows Username and Password logons

el
File Action View Help

LI EE TR 4

Group Policy Management Editor

- o EE

L] PSMv4.1 [SUB-DC.SPAWN AUTHLOGICSDEMO.COM] Palicy
4 & Computer Configuration
4 [ Policies
1 [ Software Settings
b [] Windows Settings

4[] Authlogics
+ [ Wi Do ]
i [] Contral Panel
> [ Network
[ Printers
7 Server
[ Start Menu and Taskbar
o [ System
» L] Windows Components
[ Al Settings
&[] Preferences
4 4% User Configuration
[ Policies
1 [ Preferences

<

4 [ Administrative Templates: Policy definitions (ADMX files) ref

-

| Windows Desktop Agent
Select an item to view its description,  Setting
[ offline Logon
[ Security
[ Server Configuration
[ Timing

] Allow Username and Password logons for non-Authlogics u..

2] Deviceless OTP Authentication Provider
2] Disable Multi-Factor Authentication

52| Disable Password Security Management

[££] Enable Passwardless logons

] Enable Password Reset via Email

££] Enable Password Reset via SMS.

1] Enable Send me a Token

2] Active Directory Account Expiry Notice

2] Active Directory Password Expiry Notice

2] Use legacy version 3x Authlogics Authentication Servers

State

Mot configured
Not configured
Not configured
Not configured
Not configured
Mot configured
Mot configured
Mot configured
Mot configured
Not configured
Not configured

Comment

MNo
No
No

No
No
MNo
MNo
MNo
No

Extended A Standard

11 setting(s)

(4) Apply the GPO to an OU containing the workstation computer account.

Perform these actions on the workstation:

(1) Ensure the GPO settings are applied to the PC by running GpuPDATE /FORCE

(2) Install the Agent from the install folder.
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(3) Log off and log on with MFA

Ame Threats
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Configuring Passwordless Windows logons
(1) On the Domain - Properties tab, enable the MyID Password Vault:

Domains Properties X

Active Directory

AD Clgd

Enable MylD Password Vault

Randomise AD Passwords every: 0

[[] Require private mobile phone numbers
AD Passthrough Authertication

[] Enable Active Directory Passthrough Authentication
B.

AD Custom Attribute Lookups
[ Additional Usemame:

[] Secondary email address:

Cancel Apply
(2) Update the group policy settings:

(4) Enabled Passwordless functionality to remove the Active Directory password for logon:
Enabled

1] Group Policy Management Editor

Fle Action View Help
e xm 2 HE P
=] Authlogies Desktop Agent [SERVER AUTHLOGICSDEMO.COM] Policy || Authlogics Windows Desktop Lagon Agent

v i Computer Configuration ._
v [ Policies Enable Passwordless functionality to  Setting State
: remove the Active Directory s,
5 [ Software Settings d Tor logon [ Security

[l Offline Logen
A [ Server Configuration
[ Timing

» [ Windows Settings
v [ Administrative Templates: Policy definitions (ADMX files) r|| Edit policy setting

> [ Control Panel
> 1 Network i?q':l‘fﬁmw\':;‘ o et 2] Deviceless OTP Authentication Provider Enabled
7 Printers L“t ogics Hindows Deskiop ] Enable the 'Send me a Token' link Mot configured
- ogon Agent 3.1
[0 Server ££] Allow Username and Passward logans for nan-Authlogics u... Mot canfigured
» [ Start Menu and Taskbar Description: ] Enable Passwardless functionality to remove the Active Dire... Enabled
> [ System This policy setting removes the ] Use legacy version 3x Authlogics Authentication Servers Not configured

Active Directory password from
the Windows logen screen
allowing users te logon with only

5 7] Windows Components
v [ Classic Administrative Templates (ADM)

~ [ Authlogics 2 Username and One Time
+ | Authlogics Windows Desktop Logon Agent Passcode.
[ All Settings

If you enable this policy the

5 [ Preferences
Windows Desktop Logon Agent

User Confi it

vt User Canfiguration will not ask for an AD password
» [ Policies when 2 user logs on; unless there
5 [ Preferences is no password available in the

Password Vault.
v

If you disable or do not configure
< > | Extended { Standard /

5 setting(s)

(3) Ensure the GPO settings are applied to the PC by running GPUPDATE /FORCE
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(5) Reboot the workstation and logon as the test user - note that there is no password option
available:

SPAWN\administrator

(6) On first attempt the login will fail if there is no password in the vault. The password option
will automatically appear the 2" time around.

N
P

SPAWN\administrator
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(7) After the login the password will be saved to the vault and can be seen on the user account
on the server:

ame.threats Properties X
FIDO Push Grid
General AD Password Devices Emergency Ovemide

Reset Password

Reset the user's password in Active Directory and update it in the
Passward Vault, if enabled.

New Password: ||

Corfirm Password:

[ User must change password at nest logon |~ Fes

Server Password Vault
AD Password stored in Server Passwc

Remove

Randomise Password

Randomise Password every 0 days Randomise Now

Cancel Epoly

Configuring a Certificate Authority

This section details the steps required to set up a Certificate Authority on the MyID server to
allow for administrators to generate valid trusted certificates required for FIDO and passkey
tokens.

Installing the Certificate Authority

Perform these actions on the server:

(8) Open Server Manager

T Server Manager

WELCOME TO SERVER MANAGER
i Server
X " Configure this local server
i Aops =
2¢ ADFs
2 ons 2 Add roles and features
W File and Storage Services b ed e & ne
o s
WHATS NEW
1\ NPas e 3 s€ J
LEARN MORE

ROLES AND SERVER GROUPS

Fil
f§ apos 1] | 2 aors 1 2 ONs 1 | g S:;:ZS“""Q“ 1 o s 1| I\ neas 1
@ Manageabilty ® Wanagestiny @ Managestity ® Mansgeatity ® Managesbaty ® Wanagestity
Erents Events Events - 6

Services Services
Performance Performance Performance
8PA results BPA results BPA results BPA results BPA results BPA results

(9) Select Manage
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[ Add Roles and Features Wizard

Before you begin

- [m) X

DESTINATION SERVER
senersuthiogicsaemo.com

This wizard helps you install roles, role services, or features. You determine which roles, role services, ar
festures ta install based on the computing needs of your organization, such as sharing documents, or
hosting a website

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by default

Install

(10) Select Role-based or feature-based installation

Before You Begin

Installation

Server Selection

[ Add Roles and Features Wizard — [m] X
- - DESTINATION SERVER
Select installation type servrauthogisdama com

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

) Role-based or feature-based installation
Configure a single server by adding roles, role services, and festures.

) Remote Desktop Services installation
Install required role services for Virtual Deskiop Infrastructure (VDI] to create a virtual machine-based
or session-based desktop deployment.

Install

(11) Select the local server as the server pool

Before You Begin

T Add Roles and Features Wizard _ o x
Select destination server e

Select a server or a virtual hard disk on which to install roles and features.

clect a server from the server pool
) Select a virtual hard disk

Server Pool

Fifter: |

Name 1P Address Operating System

192.168.255.1,...  Microsoft Windows Server 2019 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incamplete are not shown,

Install

(12) Enable Active Directory Certificate Services and Add Features required for AD
Certificate Services
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(14)

Roles and Features W

Select server roles

Select one or more roles to install on the selected server.

Roles

Add Roles and Features Wizard

Add features that are required for Active Directory
Certificate Services?

The following tools are required to manage this feature, but da not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
4 Active Directory Certificate Services Tools
[Tools] Certification Authority Management Taols

Include management toals (if applicable)

TerToTnT

BPA res|

— o X

DESTINATION SERVER
server.authlogicsdeme.com

X

Description

Active Directary Certificate Services
D CS) is used to create

reification authorities and related
le services that allow you to issue
d manage certificates used in a
riety of applications.

Install

TEroTmanG

BPA results

[ Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

Server Selection

.
/| Active Directory Domain Services {Installed)

/| Active Directory Federation Services (Installed)

[C] Active Directory Lightweight Directory Services

[] Active Directory Rights Management Services

[[] Device Health Attestation

] DHCP Server

/| DNS Server (Installed)

[ Fax Server

(W] File and Storage Services (2 of 12 installed)

[ Host Guardian Service

[ Hyper-v

/| Network Policy and Access Services (Installed)

[] Print and Document Services

[ Remote Access

[] Remote Desktop Services

[] Volume Activation Services

(W] Web Server (1I5) (27 of 43 installed)

[] Windows Deployment Services

] Windows Server Update Services v

Features
AD CS

Role Services

Confirmation

- [m] X

DESTINATION SERVER
semver.authlogicsdemo.com

Description

Active Directory Certificate Services
{AD C5) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used ina
variety of applications.

Select Next

[ Add Roles and Features Wizard

Select features
Before You Begin Select one or more features to install on the selected server.

Installation Type Features

Server Selection Network Load Balancing 2

Network Virtualization

Peer Name Resolution Protocal

Quality Windows Audio Video Experience

RAS Cennection Manager Administration Kit (CM2
Remote Assistance

Remote Differential Compression

Remote Server Administration Tools (8 of 43 instal
RPC over HTTP Proxy (Installed)

Setup and Boot Event Collection

Simple TCP/IP Services

SME 1.0/CIFS File Sharing Support

SMB Bandwidth Limit

SMTP Server

SNMP Service

Storage Migration Service

Storage Migration Service Praxy

Storage Replica
iystem Data Archiver (Installcs .

ac

Server Roles
Feat,

ADCE

Role Services

JOO0O00000~EOO000

Confirmation

- o x

DESTINATION SERVER
senersuthiogicsaemo.com

Description

Provides services to collect and
archive Windows Server system data.

Install

Select Next
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[ Add Roles and Features Wizard

Before You Begin

Installation Ty,
Server Selection

Server Roles

Role Services

Confirmation

Active Directory Certificate Services

[m)

X

DESTINATION SERVER
senersuthiogicsaemo.com

Active Directory Certificate Services (AD CS) provides the certificate infrastructure to enable scenarios
such as secure wireless networks, virtual private networks, Internet Protocol Security (IPSec], Network
Access Protection (NAP), encrypting file system (EFS) and smart card log on.

Things to note:

* The name and domain settings of this computer cannot be changed after a certification authority
(CA) has been installed. If you want to change the computer name, join a domain, or promote this
server to a domain contraller, complete these changes before installing the CA. For more
information, see certification authority naming.

(15)
Enrollment

Select Next and enable Certifcate Authority and Certificate Authority Web

T Add Roles and Features Wizard

Select role services

Before You Begin

Installation Type
Server Selection

Server Roles

Confirmation

o X

DESTINATION SERVER
semver suthlogicsdemo.com

Select the role services to install for Active Directory Certificate Services

Role services Description

Certification Authority Web
Enrollment provides a simple Web
interface that allows users to
perform tasks such as request and
renew certificates, retrieve certificate
revocation lists (CRLS), and enroll for
smart card certificates.

Certification Autharity
[ Certificate Enroliment Policy Web Service
[ Certificate Enrollment Web Service

[] Network Device Enroliment Service

] Online Responder

(16) Enable

Restart the destination server automatically if required and select Install

[ Add Roles and Features Wizard

Before You Begin

Installation Type

Server Selection

Server Roles

Confirm installation selections

[m] X

DESTINATION SERVER
senverauthlogicsdemo.com

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server aL if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directery Certificate Services
Certification Authority
Certification Authority Web Enrollment
Remote Server Administration Tools
Role Administration Toals
Active Directory Certificate Services Tools.
Certfication Authority Management Toals

Web Server (IIS)
Web Server

Application Development

Export configuration settings
Specify an alternate source path

Next >
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[ Add Roles and Features Wizard

Installation progress

[m)

DESTINATION SERVER
senersuthiogicsaemo.com

View installation progress

@ Festure installation

Installation started on s

authlogicsdemo

Active Directory Certificate Services

Remote Server Administration Tools

Web Server (IIS)

Certifi

ion Authority
Certification Autherity Web Enrollment

Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

Web Server

Application Development
ASP

You can close this wizard without interrupting running tasks. View task progress ar open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

(17) Click Close when complete
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Configure Active Directory Certificate Services

B AuthlogicsDemma VS sting - Vhbware Warlstation

-}
Eile Edt View VM Tobs Hep || - | & neEss HE -
3 Authlogies Dema 2022  Authlogicsemo VS Testing
Bu Server Manager - 8 X

Server M r » Dashboard

WELCOME TO SERVER MANAGER

@ aoos M

2 ADFS Add roles and feature
& ons id other serve ge Ak Roles and Festures
File and Storsge Services b
5 File and Storage Services B -
o s eate 3 server g ask Details
T neas
tide
LEARN MORE
ROLES AND SERVER GROUPS
- File and Storage
% apcs 1 i Aapos 1 2 aDFs 1 & DNS 1 L = 1 e s 1
Services
@ Manageabilty @ Manageabilty @ Managesbity @® Manageabilty @ Managesblity @ Manageabity
Events Events. Events. Events Events. Events
Services Services Services Services Senvices Sarvices
Perfarmance Performance Performance Performance Perfarmance Performance
89K results BPA results BPA resuits BPA results BPA results BPA results

. neas 1

(@ Managesbility (@ Managesbility

B e

Events

this VM, press Ctri~G.

(1) Select your Active Directory administrator credentials and the role to configure role
services

T AD CS Configuration - m] X

DESTINATION SERVER

serverauthlogicsdemo.com

Credentials

Specify credentials to configure role services

Toinstall the fallowing role services you must belong to the local Administrators group:
+ Standalone cartification autharity
* Certification Authority Web Enroliment
+ Online Respander
To install the following role services you must belong to the Enterprise Admins group:
* Enterprise certification authority
* Certificate Enrollment Policy Web Service
+ Certificate Enrollment Web Service
* Network Device Enroliment Service

Credentials: |AUTHLOGICSDEMO\Administrator

More about AD CS Server Roles

(2) Enable the roles Certification Authority and Certification Authority Web Enrollment options
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(3)

[ AD CS Configuration - [m] X

; DESTINATION SERVER
Role Services serverauthlogicsdemo.com

Cregentials Select Role Services to configure

Certification Authority

W Ty
T tion Autharity, Web
Orline Responder
Erkatelksy) Network Device Enrollment Service
Cryptography Certificate Enroliment Web Service
CA Name Certificate Enrollment Policy Web Service

Validity Period
Certificate Database

Confirmation

More about AD CS Server Roles

Configure

Select Enterprise CA and select Next
T AD CS Configuration - m] X
DESTINATION SERVER
Setup Type serverauthlogicsdemo.com

Credentials Specify the setup type of the CA
Role Services

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
certificates.

. nterprise CA
Cryptography Enterprise CAs must be domain members and are typically online to issue certificates or
CA Name certificate policies.

Ratcivisece ) Standalone CA

Certificate Database Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD

Confirmation DS and can be used without a network connection (offline).

More about Setup Type

Configure

Select Root CA and Select Next

[E AD CS Configuration — [m] X

DESTINATION SERVER

CA Type server.authlogicsdemo.com

Credentizls Specify the type of the CA

Role Services

When you install Active Directory Certificate Services (AD €S}, you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
hierarchy.

Cryptography
CA Name Root CAs are the first and may be the only CAs configured in a PK! hierarchy.
Validity Period
’ ubordinate CA
Certificate Database Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by

Confirmation the CA above them in the hierarchy.

More about CA Type

(=)
)

nfigure
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(5) Create a new private key and Select Next

[ AD CS Configuration — [m] pe

DESTINATION SERVER

Private Key serverauthlogicsdemo.com
Credentizls Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, a certification autharity (CA) must have a private key.
CA Type ) Create a new private key

Private Key Use this option if you do not have a private key or want to create  new private key.

Cryptography Use existing private key
Calblan S Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Vvalidity Period Select a certificate and use its associated private key

Certificate Database Select this option if you have an existing certificate on this computer or if you want to

import a certificate and use its associated private key.
Confirmation
Select an existing private key on this computer
Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

More about Private Key

Configure

(6) Select Next

T AD CS Configuration - [m] he

DESTINATION SERVER

Cryptography for CA serverauthlogicsdama.com

Credentials Specify the cryptographic options

Role Services

Setup Type Select a cryptographic provider Key length:

caType RSA#Microsoft Software Key Storage Provider ~|[ 2048 -

Select the hash algorithm for signing certificates issued by this CA:

e -

CA Name SHA384
Validity Period SHA512
Certificate Database SHAT
[¥h ] -

Confirmation
[] Allow administrator interaction when the private key is accessed by the CA.

More about Cryptography
Configure
[ AD CS Configuration — [m] x
DESTINATION SERVER
CA Name server.authlogicsdemo.com
Credentials Specify the name of the CA
Role Services
Setup Type Type  common name to identify this certification authority (CA). This name is added to all
~ certificates issued by the CA. Distinguished name suffix values are automatically generated but can
AP be modified.

Private
Comman name for this CA:
Cryptography
authlogicsdemo-SERVER-CA
A Name
Validity Period Distinguished name suffix:
Certificate Database DC=authlogicsdemo,DC=com

Confirmation
Preview of distinguished name:

'CN=authlogicsdemo-SERVER-CA, DC=authlogicsdemo DC=com

More about CA Name

Configure
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(8) Select Next

[ AD CS Configuration — [m] pe

R R DESTINATION SERVER
Validity Period T mmy—

Cradentizls Specify the validity period

Role Services

Setup Ty Select the validity period for the certificate generated for this certification authority (CA):
CAType 5 Years v
Private Key CA expiration Date: 09/01/2029 12:00:00
Cryptograghy The validity period configured for this CA certificate should exceed the validity period for the
€A Name certificates it will issue.

Validity d
Certificate Database

Confirmation

More about Validity Period

Configure
(9) Select Next
f& AD CS Configuration - a X
DESTINATION SERVER
CA Database serverauthlogicsdemo.com

Credentials Specify the database locations
Role Services

Setup Ty Certificate database location:

CA Type E ertlog

Private Key Certificate database log location:
Cryptography C\Windows\system32\CertLog
CA Name

Validity Period

Certificate Database

Confirmation

More about CA Database

Configure
(10) Select Configure
[E AD CS Configuration — [m] X
. . DESTINATION SERVER
Confirmation T a—

Credentials To canfigure the following roles, role services, or features, click Configure.

Role Services {#) Active Directory Certificate Services

setup Type
Certification Autharity
CA Type -
CAType: Enterprise Root
Private fey Cryptographic provider: RSA#Micrasoft Software Key Storage Provider
Cryptography Hash Algorithm: SHA2S6
CA Name Key Length: 2048
Validity Period Allow Administrator Interaction: Disabled
Certificate Validity Period: 09/01/2029 12:00:00
Certificate Database .
: Distinguished Name: CN=authlogicsdemo-SERVER-CA, DC=authlogicsdemo, DC=com
onfirmation Certificate Database Location:  CAWindows\system32\Certlog
Certfficate Database Log C\Windows\system32\Certlog

Location:

Certification Authority Web Enrollment

www.intercede.com | info@intercede.com | +44(0)1455 558 111| +1 888 646 6943

Page 19



intercede

[ AD CS Configuration - [m] X
DESTINATION SERVER
Progress serverauthlogicsdemo.com

The following roles, role services, or features are being configured:

Configuring.

Active Directory Certificate Services
Certification Authority
Certification Authority Web Enroliment

< Previous Next > Configure Cancel

(11) Select Close

T AD CS Configuration - m] X
DESTINATION SERVER
Results serverauthlogicsdemo.com

The following roles, role services, or features were configured:

(~) Active Directory Certificate Services

Certification Authority @ Configuration succeeded
More about CA Configuration

Certification Authority Web Enroll @c
More about Web Enrollment Configuration

At this stage, the server is now a Certificate Authority and available to issue trusted
certificates.
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Requesting a Trusted Certificate

This section details the steps required to request a trusted certificate from the on-premises
certificate authority.

There are 2 methods to request a privately trusted certificate. The first being through the
MyID provided PowerShell script or secondly, by using IIS.

Create a Certificate Request using MyID PowerShell script

Within the MyID Authentication Server installation folder, ResKit\Scripts folder, using
administrator credentials run the RequestTrustedCert.ps1 through PowerShell ISE.

The RequestTrustedCert PowerShell script requires 6 inputs:

e ServerName
This is the FQDN for the MyID Authentication Server or public name for
Authentication Server web site.

e CompanyName

e Department

e City
e State
e Country

ogics Authentication Server\ResKit\Scripts>

\RequestTrustedCert psl -serverName dc.authlogicsdev.com -companyName
—department -city -state -country

When executed, a Web Server certificate will be created and applied to the Local Computer
Personal Certificate Store Issued to the server name specified by the ServerName parameter.
Ensure that the ServerName parameter matches the Authentication Server's public accessible
web site name.

Perionst hce contais 10 conicmes
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