
Intercede.com/MyID PSM
Web: www.intercede.com   or call: +44 (0) 1455 558111 
Email: info@intercede.com    +1 888 646 6943

Book your MyID MFA Demo now

Over 80% of data breaches are caused by weak or stolen 
credentials, opening your business to data-loss and reputational 
and financial damage.  

By deploying high-quality multi-factor authentication (a 
combination or something you have, know or are) your 
organisation significantly strengthens its security position giving 
compliance to regulations such as GDPR and ISO27001.

MyID MFA provides a comprehensive range of secure, cost-
effective, and simple to deploy MFA options to meet your 
organisational needs now and in the future.  

MULTI-FACTOR AUTHENTICATION

 • Wide range of included MFA solutions such as FIDO, Mobile, 
OTP, and Deviceless 

 •  Uses corporate and person Mobile phones as cryptographically 
secure tokens.

 •  Customisable Mobile application with push fatigue protection.

 •  High-security device bound FIDO passkeys (such as YubiKeys)

 •  On and off-line authentication.

 •  Integrated Windows 10 and 11 workstation logon.

 •  Use of existing credentials (such as National Identity) to 
authenticate to corporate applications.

 •  Simple Self-Service portal, reducing help-desk costs.

 •  Frictionless user experience. 

MyID MFA is easy to deploy and manage, integrating with your 
existing infrastructure:

 •  Cloud or on-premise deployment.

 •  Active Directory integration (no additional database required).

 •  Comprehensive Administration and security Policy settings.

 •  Easy to use portal and desktop management application.

 •  Inbuilt roles-based security

 •  SIEM compatible secure Auditing

Modern Authentication that's easy to use and deploy
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MyID MFA works seamlessly with the MyID Password Security Management solution, giving customers a single 
integrated solution as they implement stronger authentication at a pace that best suits their needs.

Delivers high level authentication 
security.

Provides user authentication from 
their mobile phone. Clear contextual 
information such as request origin 
and map are displayed to enhance 
security. MFA fatigue (push-
bombing) protection is built in. 
Unlike typical push notification apps 
MyID MFA works both on and offline. 

Presents users with a grid of 
numbers, the user enters a One 
Time Password from those numbers 
based on a previously chosen pattern.  
The pattern is kept secret and 
never divulged, while the number 
change minute-to-minute. This gives 
deviceless, zero footprint, easy to use 
MFA experience.

Using partial responses to a known 
security question (an ‘n’ of ‘m’ 
approach), authentication can be 
provided without revealing the 
entire security question. 

OATH-compliant security provide 
one-time codes on a separate 
device without the cost and 
complexity of dedicated hardware 
token. One-time codes are 
generated via MyID's  included 
Mobile Application or delivered, by 
SMS/TEXT or email. 

MyID MFA supports the use of third-
party authenticators (Microsoft 
and Google) enabling users to 
use apps they are already familiar 
with. Support for federated identity 
enables credentials issued by third 
parties (such as Microsoft and 
Google) to be used to authenticate 
to MyID MFA protected applications.  
This can be extended to support use 
of National Identity credentials to 
protect corporate applications.

Provides passwordless logon to 
Windows 10 and 11, supporting the 
full range of MFA authentication 
options such as Pattern Grid, push 
notifications and FIDO.

Device Bound FIDO Passkeys

Mobile Push Notifications App

Pattern Authentication

FIDO passkeys are cryptographic, 
standards based, phishing resistant 
authentication.   MyID MFA enables 
you to use a user’s own phone 
to host FIDO passkeys for secure 
access to Windows and other 
applications. 

Syncable FIDO Passkeys Security Questions

One Time Passwords

Third Party Apps

Windows Desktop Logon


