Intercede

Leading world-class educational organisation enhances
MFA in line with Government ’s Vision 2030.

KFUPM, situated in Dhahran, KSA, plays an active role in achieving the Government's Vision
2030 that stresses on the development of a knowledge-based economy and on scientific
research which are the core areas of the University.

THE CHALLENGE

With there being so many MFA vendors in the market, KFUPM was looking for a solution that would secure their
resources and protected them from cybersecurity threats and phishing attacks in particular.

Having reviewed and compared the possibilities of using software solutions from Gemalto, LinQ2, Google
Authenticator, WSO2 and MS (cloud-based) multi-factor authentication systems, the KFUPM Projects Appraisal
Committee were referred to Authlogics.

THE SOLUTION

The Director of the Digital Risk and Information Security department at KFUPM, Yasser Ghaleb
Alothman explained their decision to invest. “Pattern authentication stays secure even if the device is
hacked as the passcode is based on a dynamic code combined with human knowledge (a pattern or a
PIN)."

MyID MFA is a complete and easy to deploy Multi-Factor Authentication, password replacement, and
single sign-on solution for on-premises and Cloud Applications.

“Other MFA systems rely on the security of the device through the generation of a One-Time Passcode
(OTP), but we couldn’t depend on the mere generation of OTP for older devices. This has been
addressed, with the help of Pattern authentication technology.” continued Alothman. This technology
secures existing passwords as well as provide MFA that does not require a PIN or password at all with
their award winning technologies.
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THE BENEFITS

RAPID DEPLOYMENT

The rapid deployment has allowed the users
to be setup quickly with secure access to
KFUPM's information systems.

IMPROVED PRODUCTIVITY

KFUPM has already seen from the recent
implementation that cyberthreats have been
resolved therefore creating a positive impact
on user productivity.

EASY INSTALLATION

Video tutorials, webinars, downloads and the
self-service portal have all provided
comprehensive technical support and ease of
installation.

NIST COMPLIANT

It delivers NIST compliance, works 100% offline
and offers multiple tokens per user while

also integrating seamlessly with the Active
Directory.

ABOUT INTERCEDE

Intercede is a cybersecurity software company specialising in digital identities, and its innovative
solutions enable organisations to protect themselves against the number one cause of data

breach: compromised user credentials.

The Intercede suite of products allows customers to choose the level of security that best fits their
needs, from Secure Registration and ID Verification to Password Security Management, One-Time
Passwords, FIDO and PKI. Uniquely, Intercede provides the entire set of authentication options
from Passwords to PKI, supporting customers on their journey to passwordless and stronger
authentication environments. In addition to developing and supporting Intercede software, the
Group offers professional services and custom development capabilities as well as managing the

world’'s largest password breach database.

CONTACT US TO FIND OUT MORE

Contact us now to discover what MyID can do for your organisation:

info@intercede.com

intercede.com

+44 (0)1455 558 111

+1 888 646 6943
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