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Copyright

© 2001-2025 Intercede Limited. All rights reserved.

Information in this document is subject to change without notice. The software described in
this document is furnished exclusively under a restricted license or non-disclosure
agreement. Copies of software supplied by Intercede Limited may not be used resold or
disclosed to third parties or used for any commercial purpose without written authorization
from Intercede Limited and will perpetually remain the property of Intercede Limited. They
may not be transferred to any computer without both a service contract for the use of the
software on that computer being in existence and written authorization from Intercede
Limited.

No part of this publication may be reproduced, stored in a retrieval system or transmitted in
any form or any means electronic or mechanical, including photocopying and recording for
any purpose other than the purchaser's personal use without the written permission of
Intercede Limited.

Whilst Intercede Limited has made every effort in the preparation of this manual to ensure the
accuracy of the information, the information contained in this manual is delivered without
warranty, either express or implied. Intercede Limited will not be held liable for any damages
caused, or alleged to be caused, either directly or indirectly by this manual.

Licenses and Trademarks

The Intercede® and MyID® word marks and the MyID® logo are registered trademarks of
Intercede in the UK, US and other countries.

Microsoft and Windows are registered trademarks of Microsoft Corporation. Other brands
and their products are trademarks or registered trademarks of their respective holders and
should be noted as such. All other trademarks acknowledged.
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Conventions used in this document

+ Lists:
* Numbered lists are used to show the steps involved in completing a task when the
order is important.
» Bulleted lists are used when the order is unimportant or to show alternatives.
» Bold is used for menu items and for labels.
For example:
» Record a valid email address in ‘From’ email address.
» Select Save from the File menu.
« [talic is used for emphasis:
For example:
» Copy the file before starting the installation.
» Do not remove the files before you have backed them up.
» Bold and italic hyperlinks are used to identify the titles of other documents.
For example: "See the Release Notes for further information."

Unless otherwise explicitly stated, all referenced documentation is available on the
product installation media.

* A fixed width fontis used where the identification of spaces is important, including
filenames, example SQL queries and any entries made directly into configuration files or
the database.

» Notes are used to provide further information, including any prerequisites or
configuration additional to the standard specifications.

For example:
Note: This issue only occurs if updating from a previous version.

« Warnings are used to indicate where failure to follow a particular instruction may result in
either loss of data or the need to manually configure elements of the system.

For example:

Warning: You must take a backup of your database before making any changes to it.

Web Management Portal User Guide Page 3 of 42



intercede (1) e

Contents

Web Management Portal User Guide ... ... .. .. 1
CoPYIGNt . 2
Conventions used inthisdocument ... 3
CON NS .. 4
TIntrodUcCtion . ... 5
2 Accessing the Web Management Portal ............... ... .. .. . ... 7
3 Web Management Portal dashboards ... 8
3.1 Sy em S atUS .l 8

3.2 Multi-Factor Authentication ... . ... . 9

3.3 PassWOrd SeCUItY ... . 11

A R EPOI S 16
4.1 Authentication Servers rePOrt . .. 16

4.2 Domain Controllers rePOrt ... . 17

4. 3 DOMAINS TEP O . 17

44 LICENCES TOPOM . . 17

4.5 Provisioned Devices SUMMary repOrt ... .. . . 17

4.6 Provisioned Users Summary report ... ... 18

4.7 Public Breach Data report ... o 19

4 B USEIS TP T . 20

4.9 Browser Password Reports repOrt ... .. .. 21
4.0 EXPOrtiNg rePOr S 21
SManaging @ USer ... ... 22
5.1 Updatinga user's accountdetails ............... ... 23
5.1.1 Updating a user's basicaccountdetails .......................... ... 24
5.1.2Resetting a user's passWord ... ... ... 25

5.2 Assigning a temporary access code to @ USEr ... ... ... 26
5.2 1 KNOWN ISSUES ... .. e 27

5.3 Viewing all events fora USer ... ... ... ... 28

5.4 Viewing and disabling devices forauseraccount ... ... 29

5.5 Managing Grid Patterns ... . 31
5.5.1 Managing the Grid Pattern settings ... 31

5.5.2 Changing the pattern . ... . 32

5.6 Managing Phrase authentication ... ... .. . ... 33
5.6.1 Managing a user's Phrase authentication ... ... 33

5.6.2 Resettingauser's Codeword ... ... ... . 34
5.7Managing One Time COES ............cooiiii e 35
5.7.1 Managingauser'sOne Time Code ... ... ... . 35
5.7.2Changing auser's PIN 36

5.8 Managing @ User's eVICES ... ... . ... 37
5.8.1 Removing a device fromauseraccount ... ... 37

5.8.2 Changing deviCe NamMeS ... ... .. .. .. ... 38

5.8.3 Enabling and disabling devices ..................... . 40

5.9 Two-way identification .. ... . . . . 41

Web Management Portal User Guide Page 4 of 42



Intercede

1 Introduction

MFA
PSM

The MyID Web Management Portal provides operational staff with an easy-to-use web-
based interface to perform common administrative tasks. The Web Management Portal Ul is

well suited to tablets and other touch-based devices.

The Operators role gives you access to the Web Management Portal.

The Web Management Portal includes dashboards to provide a high-level overview of core
Password Security and Multi-Factor Authentication events. The dashboard also provides
administrators with the ability to generate reports.

~ ) WebManagement Portal x4+

<«

—

(0)

G © Notsecure  hutpsy/serverauthlogicsdemo.com:14443/admin#/users
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Day-to-day user management functions available through the Web Management Portal
include:

Viewing all MyID events for the selected user.
Enabling or disabling an account.

Unlocking an account.

Updating a Mobile / Cellular phone number.
Resetting user passwords.

Configuring Temporary Access Codes.

Viewing, enabling, and disabling MFA devices.

Configuring MFA settings.
Resetting a Grid Pattern.
Resetting Phrase answers.
Resetting a One Time Code PIN.
Verifying a One Time Code.

Performing two-way identification.
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The Web Management Portal does not allow the following actions:

» Modification of the global settings.
« Adding new user accounts.
» Provisioning MFA technologies.
« Changing the Pattern size.
« Changing logon times.
For these operations, you must use the MylD Management Console instead.

The Web Management Portal is compatible with multiple web browsers including Microsoft
Edge, Google Chrome, Firefox, and Safari. Internet Explorer may function but is no longer
recommended or supported.
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2 Accessing the Web Management Portal

You can access the Web Management Portal using Forms-based authentication with MFA or
passwords, or Windows-based authentication.

There is a start menu shortcut on the MyID server for easy access. Alternatively, you can use
the following URL from any remote location:

https://<servername>:14443/admin
Where <servername> is the name of your MyID Authentication Server.
You can access the portal using HTTPS on port TCP:14443.

The installation process configures a self-signed SSL certificate for use with the MyID
Authentication Server. You can replace this certificate with one from an internal or third-party
trusted root when needed.

The methods available for logging in are determined by the Web Management Portal's
internal authentication settings. For information on this, see the Web Management Portal
Properties section in the MyID Authentication Server Installation and Configuration
Guide.

To access the Web Management Portal, you must have the Administrators, Operators, or
Auditors role.

Users with the Administrators or Operators role have full access to the Web Management
Portal. Users with the Auditors role have read-only access to the Web Management Portal —
this allows them to view dashboards, reports, and individual user's settings but does not allow
them to change user settings.

For information on setting user roles, see the Roles section of the MyID Authentication
Server Installation and Configuration Guide.

Web Management Portal User Guide Page 7 of 42


MyID Authentication Server Installation and Configuration Guide.pdf
MyID Authentication Server Installation and Configuration Guide.pdf
MyID Authentication Server Installation and Configuration Guide.pdf
MyID Authentication Server Installation and Configuration Guide.pdf

intercede (vi) e

3 Web Management Portal dashboards
Web Management Portal dashboards give you a visual overview of MylD MFA and PSM on
your system.

To use the Web Management Portal dashboards, in the System section of the Web
Management Portal, click Dashboards.

The dashboards are broken into the following categories:
« System Status.
See section 3.1, System Status.

« Multi-Factor Authentication — the availability of this is dependent on your applied MFA
and PSM licenses.

See section 3.2, Multi-Factor Authentication.

« Password Security — the availability of this is dependent on your applied MFA and PSM
licenses.

See section 3.3, Password Security.

3.1 System Status

The System Status dashboard shows all the MyID Authentication servers, Domain
Controllers, and applied licenses through the deployment.

Each server listing shows the role of the server in the environment (whether it is a MyID
Authentication Server and/or a Domain Controller), the server's availability state, and lists
MyID’s ability to access the server’s Windows Event Logs.

The license components show the applied licenses, the validity of the licenses, the quantities
of the license assigned and used, as well as the license’s expiry date.

v () WebManagement Portal x o+ - o x
« G O Notsecure  hitpsy/server.authlogicsdemo com:14443/admin#/system-dashboard * 0O :
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System
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Remote Eventlog (Version)
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Expires; Expires;
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« IKB-452 - Authentication servers appear inactive in the System Status dashboard
when using a load balancer

The reporting service polls the web REST APIs on port 14443 for the server version to
determine if the respective authentication server is online; however, if the web server is
configured to another port (for example, 443, the default SSL port) this call fails to
resolve, resulting in the server appearing inactive.

To resolve this, set the following registry key:
HKLM\SOFTWARE\Authlogics\Authentication Server\AuthlogicsServerPort
to the port being used; for example, 443.

You can check the AuthenticationServerManager. log file for the
AuthenticationServerManager.load call to see the exact server port configuration
being loaded.

3.2 Multi-Factor Authentication

The Multi-Factor Authentication dashboard shows a near-live view of:

« Authentication Requests — displays all valid and invalid MFA authentication requests
over the selected period.

AUTHENTICATION REQUESTS

Last 7 Days

(all) v | Last7Days v

6
? I
06 Feb 07 Feb 08 Feb 09 Feb 10 Feb 11 Feb 12 Feb 13 Feb 14 Feb
Valid @ Invalid

« Authentication Request By Type — breaks down successful authentication requests by
MyID MFA authentication type.

AUTHENTICATION REQUESTS BY TYPE

Last 12 Months

(all) v Last 12 Months v
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« Users By Authentication Type — displays the total number of users who are
provisioned to each MyID MFA authentication type.

USERS BY AUTHENTICATION TYPE
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« Users By Device — displays the percentages of device types that are provisioned to
users.

USERS BY DEVICE
Latest

(all) v

@ Android

®ics

@ YubiKey

® Windows

@ Synced Passkeys

@ Device Bound Pazskeys

Multi-Factor Authentication dashboards reflect the information across the Active Directory
forest or for each domain over the selected period.
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To download a dashboard report:

1. Inthe top right hand corner of the dashboard report, click the options ... button.

Reset Chart
Download SVG

Download CSV

2. Select the format that you want to download the dashboard report as.
This is either Download SVG or Download CSV.
3. The dashboard report is downloaded through your browser.

3.3 Password Security

The Password Security dashboard shows a near-live view of:

- External Breaches — shows the password breaches for the organization according to
the MyID Password Breach database.

External Breaches

acme.com v

o @t

e | —— m—
e pa— T L @ "
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2013 2014 2015 2018 2017 2018 2019 2020 2021

« Total Accounts at Risk — shows the number of accounts using breached or shared
passwords as detected over the specified period.

Total Accounts At Risk
Last 12 Months

(all) v Last 12 Months v
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—
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» Failed Password Changes — shows the failed password changes and the reason for the
password rejection over the selected time period.

Failed Password Changes
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(all) ~ Last 12 Months

0

e o

& 5

& &
N 3 <

& ) & @ o £ 5 & © e S e
& o 5 & o & S0 & & s
o & & & & & E & & & o &
T I R I A A A
& & R < PO & # & & F P
28 4 ® & s & & *
& < o ¢ &

Web Management Portal User Guide Page 12 of 42



intercede (vi) e

PSM

« Users Accounts at Risk — shows all the accounts with passwords that are shared,
breached, blank, or soon to expire. This dashboard also shows dormant accounts.

Accounts At Risk
Latest

(all)

Shared
@ Shared

Account Name
@ Breached

Blank carrottop
@ Expiring .
@ pormant carmynation

carygrant

caseykasem
caseystengel

If you click View All, all the accounts that fall under the highlighted category are
displayed.
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« Browser Reports Monthly — shows where your users are using breached passwords
over time.

BROWSER REPORTS MONTHLY

Z.\\:\“ /.\\./: /’:\\./:/ /\/

0

Jui'24 Aug 24 Sep 24 Oct'24 MNov ‘24 Dec'24 2025 Feb 25 Mar ‘25 Apr'25 WMay 25

@ boc.com @ amazon.co.uk ticketmaster.co.uk

Note: Only the domains specified in the Domain Whitelist on the Browser Password
Domain Monitoring screen of the Password Security Management Wizard are displayed.
For more information, see the Starting the Password Security Management Wizard
section of the MyID Authentication Server Installation and Configuration Guide.

« External Vulnerable Password Reports — shows which users are repeatedly
attempting to use breached passwords on which websites.

EXTERNAL VULNERABLE PASSWORD REPORTS
Latest

browser-pwd-reports

Last 12 Months

bbc.com
@ amazon.co.uk

Account Name Reports
@ bbc.com

Administrator 7

‘ = View All ‘

Note: Only the domains specified in the Domain Whitelist on the Browser Password
Domain Monitoring screen of the Password Security Management Wizard are displayed.
For more information, see the Starting the Password Security Management Wizard
section of the MyID Authentication Server Installation and Configuration Guide.

Password Security dashboards reflect the information across the Active Directory forest or for
each domain over the selected period.
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To download a dashboard report:

1. Inthe top right hand corner of the dashboard report, click the options ... button.

Reset Chart
Download SVG

Download CSW
2. Select the format that you want to download the dashboard report as.

This is either Download SVG or Download CSV.

3. The dashboard report is downloaded through your browser.
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4 Reports

You can view reports through the Web Management Portal.

The following reports are available:

The Authentication servers report.

See section 4.1, Authentication servers report.

The Domain Controllers report.

See section 4.2, Domain Controllers report.

The Domains report.

See section 4.3, Domains report.

The Licences report.

See section 4.4, Licences report.

The Provisioned Devices Summary report.

See section 4.5, Provisioned Devices Summary report.
The Provisioned Users Summary report.

See section 4.6, Provisioned Users Summary report.
The Public Breach Data report.

See section 4.7, Public Breach Data report.

The Users report.

See section 4.8, Users report.

The Browser Password Reports report.

See section 4.9, Browser Password Reports report.

You can export reports. For information on exporting reports, see section 4.10, Exporting
reports.

4.1 Authentication servers report

The Authentication Servers report lists the following information about each MyID MFA and
PSM authentication server in the system:

Name — the name of the authentication server. You can sort the results by this field.
version —the version of MyID MFA and PSM installed on the authentication server.

valid —is the server available on the network and is it running a compatible version of
the authentication server?

Is Primary—Whether this is the primary MyID MFA and PSM authentication server.

Rpc available —whether the Remote Procedure Call service is available.
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4.2 Domain Controllers report

The Domain Controllers report lists the following information about each Domain Controller
in the system:

Name — the name of the Domain Controller. You can sort the results by this field.
Rpc Available —whether the Remote Procedure Call service is available.

Connected —Whether the Domain Controller is currently reachable from the
authentication server through which you are viewing the report.

Agent Version —the version of the MylD Domain Controller Agent installed on the
Domain Controller.

4.3 Domains report

The domains report lists the following information about each domain in the system:

Name — the name of the domain. You can sort the results by this field.

4.4 Licences report

The Licences report contains the following information on your current licenses.

product — the product that this license is for — MFA or PSM.

Percentage Used —the percentage of the licenses used in this set.

Used — the number of the licenses used in this set.

Quantity — the total number of licenses in this set.

Used Grace Exceeded— Whetherthe number of licenses used is over the allowed grace
limit.

Expiry Date —the date that this set of licenses expires.

4.5 Provisioned Devices Summary report

The Provisioned Devices Summary report contains the number of provisioned devices of
each of the following device types:

Android

i0s

YubiKey

Windows Synced Passkeys

Device Bound Passkeys

You can generate this report for each domain on your system.
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4.6 Provisioned Users Summary report

The Provisioned Users Summary report contains the number of users provisioned for each of
the following authentication types:

Pattern-enabled —the number of users with Grid Patterns enabled.
OTC-enabled —the number of users with One Time Codes enabled.
Phrase-enabled —the number of users with Phrases enabled.
pPush-enabled — the number of users with Mobile Push enabled.

Temporary Access-enabled—the number of users with temporary access codes
enabled.

Passkey-enabled —the number of users with Passkeys enabled.

YubiKey OTP-enabled—the number of users with YubiKey One Time Pins enabled.
Pattern-disabled —the number of users with Grid Patterns disabled.
0TC-disabled —the number of users with One Time Codes disabled.
Phrase-disabled —the number of users with Phrase disabled.

push-disabled —the number of users with Mobile Push disabled.
pPasskey-disabled —the number of users with Passkeys disabled.

YubiKey OTP-disabled—the number of users with YubiKey One Time Pins disabled.
pPattern-locked —the number of users with Grid Patterns locked.

OTC-locked — the number of users with One Time Codes locked.

Phrase-locked —the number of users with Phrase locked.

Push-locked —the number of users with Mobile Push locked.

Passkey-locked —the number of users with Passkeys locked.

YubiKey OTP-locked —the number of users with YubiKey One Time Pins locked.

You can generate this report for each domain on your system.

Web Management Portal User Guide Page 18 of 42



intercede (vi) e

4.7 Public Breach Data report

The Public Breach Data report contains the following information on the breaches that
contain breached data relating to the selected report:

« Name — the name of the website that was breached or the collection in which the breached
data was found. You can sort the results by this field.

» Description—a description of the breached data.
» Date —the date that the data was breached.
» Status — how reliable the breached data is. This is one of the following:
» Verified—the data shown to be accurate when verifying with real life users.
» Unverified—we have no proof that the data is legitimate.
» Type — the type of data breach. This is one of the following:
« Breach —adirect breach of a website
« Combo — a collection of compiled breached and/or hash cracked data.

« Total —the total number of known credentials from your domain found in the breached
data.

« Additions —the number of credentials in the breached data for which this is the oldest
known breached location of the credential.

The domains that you generate this report on do not have to be local domains; this report
uses the domains configured on the Public Email Domain Breach Monitoring page of the
Password Security Management Wizard. For more information, see the MyID Password
Security Management Wizard section in the MyID Authentication Server Installation and
Configuration Guide.
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4.8 Users report
The Users report provides the following information for each user on the system:
» Account Name —the user's account name. You can sort the results by this field.
» First Name —the user's first name.
* Last Name —the user's last name.
« status —if the user is provisioned for MylD MFA or MyID PSM.
» Enabled—if the useris enabled in the Active Directory.
» Locked —if the user's account is locked.
» Password Not Required —ifthe user does not require a password.
* Password Never Expires —ifthe user's password is set to never expire.
» Password Last Set —the date when the user's password was most recently set.
» Last Logon—the date when the user last logged on.

* Mobile Private —is the user's mobile phone number kept private? If it is kept private, it
is encrypted in the Active Directory.

» Valid From-the date thatthe user account starts or started being valid.

» valid To —the date that the user account stops being valid.

» Randomise Ad Password—is the user's Active Directory password randomized?
» Pattern Enabled— are Patterns enabled for this user?

* Otc Enabled—are One Time Codes enabled for this user?

* Phrase Enabled— are Phrases enabled for this user?

* YubiKey Enabled—is YubiKey enabled for this user?

e EmergencyOverride Enabled—are Temporary Access codes enabled?

e Pattern MIP Must Change — does the user need to change the Grid Pattern on their
nextlogin?

» Pattern MIP Never Expires —isthe Grid Pattern setto have no expiry date?

e« Pattern Enable 2FA-—does the user have Grid Patterns enabled for Multi-Factor
Authentication?

e Phrase Enable 2FA—does the user have Phrases enabled for Multi-Factor
Authentication?

* Phrase Require 2FA—is the userrequired to use a device when authenticating with
Phrases?

* Phrase Answers Must Change — does the user need to change their Phrases on their
nextlogin?

You can generate this report for each domain on your system.

Note: This is different from the Users search. You cannot click through to manage a user
from this report.
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4.9 Browser Password Reports report

The Browser Password Reports report provides the following information on each user
account that has been reported as attempting to use a breached password in a browser:

e Account — The user's account name.

« For each website on which a breached password has been used, a column is included in
the report containing the number of times the user has attempted to use a breached
password on that website.

* Total Reports — The total number of times that the user has been reported as
attempting to use a breached password on an external website.

You can search for a specific user on this report. You cannot click through to manage a user
from this report.

410 Exporting reports
You can export all reports as either JSON or CSV files.
To export a report:

1. Run the report that you want to export.

If the report can be run on multiple domains, ensure that it is being run on the desired
domain.

2. Inthe top right hand corner of the report, click the options ... button.

Download JSON

Download CSV

3. Select the format that you want to download the report as.
This is either Download JSON or Download CSV.

The report is downloaded through your browser.
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5 Managing a user

To locate a user to manage through the Web Management Portal:

1.
2.

In the System section of the Web Management Portal, click Users.

Select the domain in the forest that contains the user that you want to administer. If there
is only a single domain then it is selected automatically.

Enter some or all of the user's first name, last name, or account name.
Press Enter.
Click on a user, then use the subsections under the User section to manage them.

The options available for managing the user depend on the technologies for which the
user is enabled.

This section contains information on:

Updating a user's account details.

See section 5.1, Updating a user's account details.

Assigning a temporary access code to a user

See section 5.2, Assigning a temporary access code to a user.
Viewing user events.

See section 5.3, Viewing all events for a user.

Viewing and disabling devices.

See section 5.4, Viewing and disabling devices for a user account.
Managing a user's Grid Patterns.

See section 5.5, Managing Grid Patterns.

Managing a user's Phrase authentication.

See section 5.6, Managing Phrase authentication.

Managing a user's One Time Codes.

See section 5.7, Managing One Time Codes.

Managing a user's devices.

See section 5.8, Managing a user's devices.

Performing two-way identification.

See section 5.9, Two-way identification.
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5.1 Updating a user's account details

MFA
PSM

To make changes to a user's basic account details, select the user account for which you

want to edit the details. This brings you to the Account section for that user.

~ ) WebManagement Portal X+

<« c © Notsecure  hitpsi//server.authlogicsdemo.com:14443/admin#/user/ame.threats

System Account Ame Threats (ame.threats)

ACCOUNT DETAILS

Account is Disabled

Mobile Number

User

8, Account

RESET PASSWORD

Password
New password

Confirm

You can change the user's details, their password, and enable temporary access for the user
from this page. For more information on assigning a temporary access code to a user, see

section 5.2, Assigning a temporary access code to a user.

A record of changes made to user accounts is kept in the MyID Server Application Event Log.
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5.1.1 Updating a user's basic account details

To update the user's basic account details, in the Account Details section of the Account
section for the user:

1. Todisable a user's account, select Account is Disabled.
2. Tolock auser's account, select Account is locked out.
3. Tochange the user's mobile phone number, enter a new Mobile Number.

4. If you have added a mobile phone number, you can select Keep Mobile Private to
ensure that the mobile phone number is encrypted in the Active Directory.

If you do not select this option, the mobile phone number is stored as clear text in the
default mobile phone field in the Active Directory.

5. If you have made changes to a user's basic account details, click Save.

A notification at the top of the section displays if the update is successfully saved.

ACCOUNT DETAILS

Updated user details successfully. x

Account is Disabled

Mobile Number
07888 838888

Keep Mobile Private
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5.1.2 Resetting a user's password

Note: If you cannot reset a user's password, your administrator may have disabled this
functionality. For more information, see the Disabling password changing section in the MyID
Authentication Server Installation and Configuration Guide.

To set a new password for the user:

1. Inthe Reset Password section of the Account section for the user, type the new
Password.

A pop-up balloon may appear that helps guide you through choosing a new password for
the user that meets your company policy and is secure.

2. Repeat the password to Confirm it.

3. Click Reset.

If the password was successfully updated, a notification tells you that. If the password
reset was not successful, the notification tells you why.

RESET PASSWORD

Password updated successfully. x

Password
New password
Confirm

Confirm password
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5.2 Assigning a temporary access code to a user

Note: To use this feature, you must ensure that Allow Temporary Access Codes is
enabled on the global settings General tab of the MMC. For more information, see the

General tab section of the MyID Authentication Server Installation and Configuration
Guide.

To enable temporary access for the user:
1. Select the user account to which you want to assign a temporary access code.
This brings you to the Account section for that user.

If you are already editing the user to whom you want to assign a temporary access code,
in the User section, click Account.

2. Inthe Temporary Access section of the Account section for the user, select Enable
Temporary Access Code.

TEMPORARY ACCESS

Enable Temporary Access Code
Expiry

Number of logins or time period ~
Access Code Type

Use static PIN / Password v

Code

| Random Code | Save ‘

3. Select the Expiry type.

This is what causes the temporary access code to expire — whether the temporary
access code is disabled after the preset Number of logins, Time period, or whichever
runs out first — the Number of logins or time period.

4. Selectthe Access Code Type:

« Use Active Directory password — the temporary access code is the user's Active
Directory password.

« Use static PIN / Password — the temporary access code is code set by you.
You can either:

« Type a code in the Code field.

« Click Random Code. A randomly generated temporary access code is now
displayed in the Code field.
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5. Click Save.

TEMPORARY ACCESS

Updated emergency override access successfully. X

Enable Temporary Access Code
Expiry

Number of logins or time period ~
Access Code Type

Use static PIN / Password ~

Code

1750637773

Random Code

521 Known issues

« IKB-441 — Unable to carry out an offline logon after using a temporary access
code

When the Manage the Windows password option is enabled on the FIDO2 tab of the
global settings, if you use a temporary access code before going offline, all cached
credentials are cleared, preventing you from carrying out an offline logon with either
biometric or non-biometric FIDO devices, even if you have successfully logged in with
FIDO devices before.
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5.3

Viewing all events for a user

MFA
PSM

Every user-related event is registered in the Windows Events log on the MyID Authentication
Server or Domain Controller that processed the request. In environments containing multiple
MyID Authentication Servers and Domain Controllers, it can be challenging to locate the

server containing the required log data.

The Web Management Portal Events view consolidates events from all servers into a single

view for each user.

To view a user’s events:

1. Select the user account for which you want to access events.

2. Inthe User section, click Events.

~ ) WebManagement Portal x 4

<« c

System

© Notsecure  httpsi//server.authlogicsdemo.com:14443/admin#/user/ame.threats/events

Events (ame.threats)

Last 7 Days v
Created ~ Id Message Computer
2/13/2024 The user account authlogicsdemo.com\ame.threats (ame.threats@authlogicsdemo.com)
1800 serverauthlogicsdemo.com
2:3429PM has been successfully updated
2/13/2024 The user account authlogicsdemo.com\ame.threats (ame.threats@authlogicsdemo.com)
1800 server.authlogicsdemo.com
2:32:25PM s
2/9/2024 0.com\ame.threats (ame threats@authlogicsdemo.com)
1800 serverauthlogicsdemo.com
9:46:47 AM has been successfully updated
The YubiKey OTP PIN up for user acc it authlo 0.com\ame threats
R Evens 1770 ) i serverauthlogicsdemo.com
mo.com) has complet fully.
ym\ame.threats (ame threats@authlogicsdemo.com)

9:23:34 AM

2/9/2024
9:23:34 AM

2/9/2024
9:20:14 AM

1800

2800

The One Time Code PIN update for user account authlogicsdemo.com\ame.threats

(amethreats| mo.com) has corr

Unable to create user acc
(ame.threats

server.authlogicsdemo.c

serverauthlogicsdemo.c

serverauthlogicsdemo.c

The following information is displayed for each event:

« Created—the time and date of the event.

« 1d-the ID of the event type.

* Message — a description of the event.

« Computer — the server that the user was connected to or authenticated against during the

event.
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5.4 Viewing and disabling devices for a user account

A user account can be linked to up to ten devices running a soft token app. These can be
assigned through the Web Management Portal, the MyID Management Console, or the User
Self Service Portal.

To view or disable a device:
1. Select the user account that owns the device.

2. Inthe User section, click Devices.

System Devices (ame.threats)
Device Credential Enabled Status
[m) Apple ios 1681 8921 1245 2374 Yes paired
(] Yubico YubiKey wev juvk nlle Yes

[ Devices

3. Select the device to modify.

~ ) WebMenagement Portal X+ = o x

<« G © Notsecure  hitpsy/serverauthlogicsdemo.com:14443/admin#/user/ame threats/devices * 00

= 2, administrator~

Devices (ame.threats)

Device Credential Enabled Status
Apple i0S 1681 8921 1245 2374 Yes paired
a ‘Yubico Yubikey wvev juvk nlle Yes
‘ Edit Device Remove Device

[ Devices
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4. Click Edit Device.

MFA
PSM

~ ) WebManagement Portal x 4

<« C  © Notsecure hitss/fserver.authlogicsdemo.com:14443/admin#/user/ame.threats/devices/edit/1681892112452374

Edit Device (ame.threats)

EDIT DEVICE

Device

Apple i0S

Credential

1681892112452374

Enabled

[ Devices

- O x

* 00 :

2, administratorv

You are now viewing the details of the device.
5. Tochange the enabled status of the device:

« Todisable the device, set Enabled to No.
« Toenable the device, set Enabled to ves.

6. To confirm the enabled status of the device, click Save.

Miznagement Portal x o+

< (¢} © Notsecure  httpsi//ser uthlogicsdem: m:14443 i ‘ame.thre

Devices (ame.threats)

- o x
* 00O :

2, administrator~

Device updated successfully. X
Multi-F
Device Credential Enabled Status
m) Apple i0S 1681 8921 1245 2374 No paired
[m) ‘Yubico Yubikey wvey juvk nile Yes
[J Devices
The enabled status of the device is now changed.
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5.5 Managing Grid Patterns
System Pattern (saloma.imdieke)

PATTERN SETTINGS

@ Accountis enabled for Pattern authentication
Must change Pattern at next login
@ Pattern never expires
Enable Multi-Factor authentication

Require Multi-Factor authentication

EDIT PATTERN

Current Grid Size

6x6

Update Pattern

5.5.1 Managing the Grid Pattern settings

To manage a user's Grid Pattern Settings:

1. Select the user account of the user that you want to manage.
2. Inthe User section, click Pattern.

3. Toenable the user account for Grid Patterns, ensure that Account is enabled for
Pattern authentication is selected.

4. Selectif the user Must change Pattern at next logon.
5. Selectif the Pattern never expires.

6. If you wantthe user to be enabled to use Grid Patterns for multi-factor authentication,
select Enable Multi-Factor authentication.

7. Ifyou have enabled the user to use Grid Patterns for multi-factor authentication, you can
force them to use Grid Patterns for multi-factor authentication only by selecting Require
Multi-Factor authentication.

8. Click Save.

Note: You cannot set the size of the user's Pattern Grid from the Web Management Portal.
To change the size of a user's Grid Pattern, run the Grid Management wizard against the
user. For more information, see the Setting up a user for Grid Pattern Authentication section
of the MyID Authentication Server Installation and Configuration Guide.
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5.5.2 Changing the pattern

To update the user's Grid Pattern:
1. Click Update Pattern.
Set Pattern (saloma.imdieke)

To set a new patiern, click the squares matching the pattern in the first box below, and again in the second.

Save Clear

2. Click the required number of squares in a pattern on the left-hand Grid.
3. Repeat the pattern on the right-hand Grid.
4. Click Save.
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5.6 Managing Phrase authentication
System Phrase (saloma.imdieke) B
@ Account is enabled for Phrase authentication
Must provide answers at next login
@ Enable Multi-Factor authentication
Require Multi-Factor authentication
Use full answer instead of One Time Code
0TC Code Length (3 to 10)
3
Reset Codeword
5.6.1 Managing a user's Phrase authentication

To manage a user's Phrase authentication:

1.
2.
3.

Select the user account of the user that you want to manage.
In the User section, click Phrase.

To enable the account for Phrases, select Account is enabled for Phrase
authentication.

To force the user to change their Phrase answers at next logon, click Must provide
answers at next login.

If you want the user to be enabled to use Phrases for multi-factor authentication, select
Enable Multi-Factor authentication.

If you have enabled the user to use Phrases for multi-factor authentication, you can force
them to use Phrase for multi-factor authentication only by selecting Require Multi-
Factor authentication.

If you want the user to use their full Phrase answers when authenticating with Phrases,
select Use full answer instead of One Time Code.

If the user is not using their full Phrase, you can select how many characters the user
must use from the user's Phrase. You can set this to a number from 1 to 10.

For example, if you select 3, on attempted log in, the user might be asked to:
Enter the 1lst, 2nd and last characters from your Codeword.

Where the Phrase question is what is... your Codeword.
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5.6.2 Resetting a user's Codeword

The default Phrase question is what is... your Codeword. If you have not added more
Phrases, you can reset this Codeword with the Web Management Portal. To change a user's

Codeword:
1. Click Reset Phrase.

Update Codeword X

Resetting the codeword will also remove all stored user answers.

New Codeword

Confirm Codeword

2. Type a New Codeword.
3. Confirm the codeword.

4. Click Save.
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5.7 Managing One Time Codes

System One Time Code (saloma.imdieke)

e ‘\‘
(wio)

= 2, dix.danielle v

@ Account is enabled for One Time Code Authentication

PIN Status
FIN On ~

Must change PIN at next logon

OTP Code Length (6 to 8)

6
Codes / message (1 to 10)

Update PIN

5.7.1 Managing a user's One Time Code

To manage a user's One Time Code (OTC):

1.
2.
3.

Select the user account of the user that you want to manage.
In the User section, click One Time Code.

To enable the account for One Time Codes, select Account is enabled for One Time
codes. Otherwise, deselect it.

Select a PIN Status.
This can be one of the following:

« PIN On-the user must additionally use their set MylD MFA OTC PIN to authenticate
when using One Time Codes.

« PIN Off —the useris only required to use their One Time Code when authenticating
with One Time Codes. Setting this option removes your ability to do further OTC
management.

* Use AD password as PIN-the user must additionally use their set Active Directory
password to authenticate when using One Time Codes.

Select if the user Must change PIN at next logon.

Setthe OPT Code Length. This is the length of the code sent to the user. This can be set
to a number from 6 to 8.

Set the Codes / Messages to the number of codes to be sent to the user at a time. This
can be set to a number from 1 to 10.

Click Save.
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5.7.2 Changing a user's PIN

To change the user's PIN:
1. Click Update PIN.

Update PIN X

New PIN

Confirm PIN

2. Type a New PIN.
3. Confirm the PIN.
4. Click Save.
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5.8 Managing a user's devices

You can use the Web Management Portal to remove devices from a user's account, change
the name of a user's device, or enable and disable a user's device.

5.8.1 Removing a device from a user account

To remove a device:

1. Select the user account from which you want to remove the device.

2. Inthe User section, click Devices.

System Devices (ame.threats)

Device Credential

Enabled Status

[m] Apple ios 1681 8921 12452374

] Yubico YubiKey wvey juvk nllc

[ Devices

ves paired

3. Select the device that you want to remove.

4. Click Remove Device.

Confirm Remove Device

Are you sure you wish to remove this device?

Cancel
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5. Click Remove to confirm that you want to remove the device.

Devices (ame.threats)

Device removed successfuly. X

Device Credential Enabled Status

The device is now removed.

5.8.2 Changing device names

To change the name of a device:

1. Select the user account with the device that you want to rename.

2. Inthe User section, click Devices.

= 2, dixdaniellev

Devices (ame.threats)

Device Credential Enabled Status

Pixel 7a 1342 1543 1501 7129 Yes paired
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3. Click the name of the device for which you want to change the name.

Alternatively, select the device and click Edit Device.

Edit Device (ame.threats)

EDIT DEVICE

Device Name

Pixel 7a

Credential

1342154315017129

Enabled

Yes

4. Type the new Device Name.

5. Click Save.

Web Management Portal User Guide

Devices (ame.threats)

Device updated successfully.

Device

2, dix.daniellev

o, div.daniellev

Credential Enabled Status

New Device Name

1342 1543 1501 7129 Yes paired

Page 39 of 42



intercede (1)

5.8.3 Enabling and disabling devices

To enable or disable a user's device:

1. Select the user account with the device that you want to enable or disable.

2. Inthe User section, click Devices.

P

/ N = 2, dixdanielle~
(MyiD )
\ /

S~

System Devices (ame.threats)

Device Credential Enabled Status

Pixel 7a 1342 1543 1501 7129 Yes paired

3. Click the name of the device that you want to enable or disable.

Alternatively, select the device and click Edit Device.

= o dixdaniellev

Edit Device (ame.threats)
EDIT DEVICE

Device Name

Pixel 7a

Credential

1342154315017129

Enabled

Yes ™

4. Setthe Enabled option to yes to enable the user's device. Set the Enabled option to No
to disable the device.

5. Click Save.
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5.9 Two-way identification

Note: The visible options for a user depend on what is enabled for the user. If you do not
have Grid patterns or One Time Codes enabled, this page is not visible.

To carry out two-way identification, you ask the user to prove their identity to you, and then
prove your identity to the user:

1. Select the user account for which you want to carry out two-way identification.

2. Inthe User section, click Two-Way ID

@ Web Management Portal

() https;//server.authlogicsdemo.com: 14443 /admin#/user/ame.threats/two-way-id [ 7= e @

(myio) MFa
MyiD)

System Two-Way ID (ame.threats)

PROVE USER IDENTITY BY ASKING FOR A ONE TIME GODE (OTG)

User's One Time Code

PROVE YOUR IDENTITY BY PROVIDING A GRID ROW

User Device
Google Android ~
Row Number To Use

2 M

& TwoWayID

User Device Time
10:52:52
———(

(UTC+00:00) Dublin, Edinburgh, Lisbon, London v

Generate Row

3. Inthe Prove user identity by asking for a One Time Code (OTC) section, if you want
to send an OTC through an SMS or e-mail, click Send Token.

To configure sending a token through SMS or email, set the Delivery Method on the
Multi-Factor Token Delivery Settings page of the Grid User Management Wizard to sms
/ Text Or Email. For more information, see Setting up a user for Grid Pattern
Authentication in the MyID Authentication Server Installation and Configuration
Guide.

If the user has a device with One Time Codes or Grid patterns configured, they can use
the OTC or Grid pattern from their device to verify themselves to you instead.

4. Type the user's token into the User's One Time Code text box.
5. Click Check OTC.

6. Ifthe user's One Time Code was correct, a message appears that the user account was
successfully validated.

The OTC for user account ‘aaren.marius' was successfully validated b4

This verifies the user's identity to you.
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7. Inthe Prove your identity by providing a Grid row section, select a User Device.
8. Select a row of the Grid pattern from the drop-down list.

9. Click Generate Row.
The selected row of the user's current Grid pattern is displayed.

10. Tell the user the generated row. This verifies yourself to the user.
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