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Introduction

|Z Note

MyID MFA and MyID PSM were previously known as Authlogics products.
Authlogics is now an Intercede Group company and the products have been
rebranded accordingly.

The term ‘Authlogics’ may still appear in certain areas of the product.

The MyID Self Service Portal is a website which allows the end user to perform simple tasks
without having to get help from the IT helpdesk. End users can:

¢ Add and manage their own mobile/cell phone, tablet or PC so that it can be used as a
Multi-Factor token - end users can add up to 10 of them.

e Update your Grid pattern, One Time Code, OATH and YubiKey PIN codes, answer the
Phrase security questions and manage their FIDO tokens.

e Change their Mobile / Cellular phone number.

e Reset and unlock their network (Active Directory) password.

Tip: Some of these features may have been disabled by your IT administrator.

Your Welcome

When you are first enabled to use MyID, you may receive a welcome email containing your
initial logon information and a link to the Self Service Portal. If you do not have the welcome
information, please contact your IT team.

(@ Ged login detalls - Profike 1 - Microsoft Edge = a X

H repya|v 0 Delete Junklv oo =
Grid login details

Q administrator@authlogicsdemo.com 5 Replyall | v

Ame Thrests ¥

* PRIVATE AND CONFIDENTIAL - PLEASE READ IN PRIVATE *

To: Ame Threats
Email ame threats@authiogicsdemo.com

AMyID user account has been created for you along With a Gnid Pattem, This Pattem
has been uniquely created specifically for you - much like your fiest password. You will
use your Pattem to prove your identity when you 10g 0nto web portais or appiications
which display the Grid

Your user account name Is: ame.threats@authiogicsdemo.com
Alogon gnid will be provided 10 you via an app on your mobile device.

Here Is your new Grid Pattem - please change It to something only you will know and
remember

Your first logon

Click the link in your welcome email to access the Self Service Portal.

Enter your Username and Passcode and click Sign in.
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Tip: You can get your login details by using the information in the welcome email.

~ ) Myl Authentication Server [P X+

SELF SERVICE PORTAL

Login

One Time Code

One Time Code

Signln

View user quide

- o

14443 /idp Login?returnUrl=3%2Fidp%2Feonnecti2Fauthorize%2Fcallback%3Fclient_id%3Dinternals.. ¥ 1 &

x

Updating your account

Changing your phone number

To change your Mobile / Cellular phone number, reset your password or unlock your

account, select Account from the menu.

~ @ seff Senice Portal x o+

€« > C @ Notsecure  https://server.authlogicsdemo.com:14443/ssp/

MFA SELF SERVICE PORTAL
Account

OPTIONS
m Enter the number used to deliver text / SMS messages to your phone.
Use international dialing code format, e.g. '+44 700 123 4567".
Grid Settings
Devices Mobile / Cellular Number
Number
MORE R
‘ Save ‘

View User Guide

Logout

To change your Windows password, enter your new Windows password in each box below.

Password Confirm
New password Confirm password
‘ Change |

To unlock your Windows account, click the Unlock button.

‘ Unlock ‘

Ame Threats (ame.threats) f&

To change your phone number, enter your new number and click Save, and if successful, the

following message will be displayed:
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Your Mabile / Cellular phone number was updated successfully.

Resetting your password

To reset your network password simply enter your new password in both password boxes.

A popup balloon may appear which help guide you through choosing a new password which
meets the company policy and is secure. Once all the items in the balloon have green ticks
you know your new password is safe to use.

If you choose a bad password:

T¢ iour new Windows password in each box below.
X Not previously compromised

Pa__.____ o Confirm

[ esssssee ssssseee

If you choose a good password:

Tc ) ) lour new Windows password in each box below.
v Nat previously compromised

P o Confirm

[ LA L L L L L] L] sessssse

Click Reset to save the new password, and if successful, the following message will be
displayed:

Your Password was updated successfully.

Unlocking your account

If your network account has been locked out you can unlock it yourself instead of waiting for
your IT team to do it for you.

To unlock your Windows account, click the Unlock button.

Simply click Unlock, and if successful, the following message will be displayed:

Your account was unlocked successfully.
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Changing your Grid pattern

To change your Grid pattern, select Grid Settings from the menu.

On the first grid, click the squares you will use for your new pattern. Then click the same
squares on the second grid to confirm your new pattern.

~ ) Self Service Portal X+ = o x
& 5 @  ©MNotsecure hips 5 mi1ddd Frem * O &
SELF SERVICE PORTAL
MFA . . Ame Threats (ame.threats) 2%
Grid Settings
OPTIONS
pecount To seta new pattemn, click the squares matching your pattem in the first box below, and again in the second

Devices
MORE
View User Guide

Logout

Click Save to apply the changes, and if successful, the following message will be displayed:

Your Pattern was updated successfully.
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Setting your Phrase answers

To answer the Phrase questions provided by your IT team, select Phrase settings from the

menu.

To add or update your answers, click Edit. Highlight the question you wish to answer and

type in your answer.

Tip: Spaces are not counted as a letter, so multiple word answers will be treated as a single

word.

~ ) seff Senice Portal x o+

OPTIONS
Account
Grid Settings

Phrase Settings

Devices
MORE
View User Guide

Logout

m:14443 fssp,

SELF SERVICE PORTAL

Phrase Settings

Question / Answer

What is your Codeword?

What is your mother maiden?

What is your favourite sports teams?

What is your favourite subject at school?

What is your spouses middle name?

| et |

‘Ame Threats (ame threats) &

gladify

Click Save to apply the changes, and if successful, the following message will be displayed:

PINphrase answers have been successfully updated.
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Changing your One Time Code Settings

To change your One Time Code PIN, select One Time Code Settings from the menu.

Enter your new PIN code in both PIN boxes.

v @ Self Serice Portal x  + - a X
€« 2> C © Not secure 5s://server.authlogicsdeme.com:1444 p/#pinp: ¥ o =
MFA SELF SERVICE PORTAL
N . ‘Ame Threats (ame.threats) 24
One Time Code Settings

OPTIONS

Account Enter your new PIN in each box below and click the Save button.

Grid Settings PIN

Phrase Seftings N

One Time Code Settings Confirm

Devices Confirm PIN

MORE ‘ Save ‘

View User Guide

Logout

Click Save to apply the changes, and if successful, the following message will be displayed:

Your PIN was updated successfully.
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Changing your YubiKey OTP Settings

To change your YubiKey OTP PIN, select YubiKey OTP Settings from the menu.

Enter your new PIN code in both PIN boxes.

v @ Self Serice Portal x  + - a X

€ 3 G ©Notscowe hiipsi//serverauthlogicsdemo.com:1444 /A yubi % O 2

SELF SERVICE PORTAL
MFA \/ub\Key OTP Settings Ame Threats (ame.threats) 24

OPTIONS

Account Enter your new PIN in each box below and click the Save button.

Grid Settings PIN

Phrase Seftings N

One Time Code Settings Confirm
YubiKey OTP Settings Confirm PIN

Devices
[se]

MORE
View User Guide

Logout

Click Save to apply the changes, and if successful, the following message will be displayed:

Your PIN was updated successfully.
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Setup your own device

MyID supports authentication technologies. These technologies include MylD MFA
technologies PUSH, One Time Code and Grid authentication, YubiKey OTPs and Fido tokens,
passkeys and standard OATH authenticators like Google and Microsoft Authenticator.The
following section details how to enable the various technologies supported within MyID
MFA.

MyID Authenticator

The first step is to install the Authlogics Authenticator app. The app is available on the
following online stores as a free download:

| GETITON #_ Available on the Get it from ﬂ!',_‘_e:m" Available at " EXPLORE IT ON
> Google Play | @ App Store | =m Microsoft (@)} amazon | == AppGallery

Tip: When installing the Authlogics Authenticator app please ensure that the device's clock
and time zone are correct otherwise you may not be able to logon with the app.

14:57 4 S
< search T
{ Search
Authlogics
an s
oo Authenticator
.-; ) Authlogics
——a u
4+
What's New Version History
‘ersion 2.1.3 2mo ago
Fixes an issue where some profile information
may not be saved correctly on creation.
Preview

- 263
outhisgics =

Alternatively, download the 3"-party OATH app from the relevant vendor. For example,
Microsoft or Google Authenticator

Adding your device to your account
To add a device to your account logon to the Self Service Portal and select Devices from the
menu.

Install the Authlogics Authenticator App from the relevant App Store using the buttons on
your device.
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~ () Self Service Portal X+ — o X
€ 3 € © Notseure Bsi 11444355 * O &
SELF SERVICE PORTAL
MFA - Ame Threats (ame.threats) 26
Devices
OPTIONS
pecount Download Authlogics Authenticator on your device, then click Add Device to et started
To modify a device, click the Device Name in the table below.
Grid Settings
Phrase Settings Device Credential Enabled status Last Used

One Time Code Settings

YubiKey OTP Settings

MORE

View User Guide

Logout

Click Add Device

~ ) Self Service Portal X+ = o x

€ 5 C©  ©MNotscawe hetps//serverauthlogicsdemo.com:14443/ssp/#devices * O &

Add Device

Authenticator App

Add a device running Authlogics app, or a standard icator such as
Google Authenticator / Microsoft Authenticator.

Select Authenticaticator App
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~ () Self Service Portal X+ — o X

€ 3 G ©Notsccwre hitpsi//serverauthlogicsdemo.com:14443/ssp/#devices * O &

Add Device

‘ Authlogics Authenticator (Android)

Authlogics Authenticator (Android)
Authlogics Authenticator (i0S)
Standard

Authlogics Authenticator Android and iOS relate to the Authlogics MFA app; Standard
Authenticator refers to 3-party OATH tokens. Choose the type of device you have and click
Next.

v @) seffSenice Portal X+ = o x

€ 9 @  ©Notseoure hpsy/serverauthlogicsdemo.com:14443/ssp/Fdevices * O =2

Add Device

1. Download Authlogics Authenticator for iPhone/iPad/iPod from the Apple App Store
and scan the QR Code below when prompted by the App.

Cancel

Scan the QR code with the Authlogics Authenticator App.
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1735 @~ » J & il 100% 8 1735 @~ » J & il 100% 8

&  Scan QR Code &  Complete Setup

Bihozt1 45 asTau e

Ada Device

1 Bownload Authlogics Authenticator for Android devices frorm

e 2 Gt below when prompled by the App. Device setup is complete.

FINISH

Tap Finish.

v ) seff Senice Portal x o+ - [u] X

<« C @ Notsecure hitpsi//serverauthlogicsdemo.com:14443/ssp/#devices * O &

Add Device

Your device was successfully added.

Click Close.
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Phrase Settings

v @ seifService Forta x4+ - o X
<« c © Notsecure  Hitps;//server.authlogicsdemo.com:14443/ssp/#devices b o 2
SELF SERVICE PORTAL
. Ame Threats (ame threats) 24
Devices

One Time Code Settings O iPhone

YubiKey OTP Settings

Download Authlogics Authenticator on your device, then click Add Device to get started
To modify a device, click the Device Name in the table below.

Status Last Used

Device Credential Enabled

2332 0862 25250152 Yes

Add Device

The new device will be visible under devices. Your device is now ready for use a multi-factor
authentication token for your MyID account.
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YubiKey OTP

To provision your YubiKey OTP hardware device, insert the YubiKey token into your system.

Adding your device to your account
To add a device to your account logon to the Self Service Portal and select Devices from the

~ ) Self Service Portal X+ = o x
€ 3 C  ©MNotsccure hetps; i m:1ddd : % O 2
SELF SERVICE PORTAL
MFA . Ame Threats (ame.threats) 4%
Devices
OPTIONS
Account Download Authlogics Authenticater on your device, then click Add Device to get started
To modify a device, click the Device Name in the table below.
Grid Settings
Phrase Settings Device Credential Enabled Status Last Used

One Time Code Settings

Add Device
YubiKey OTP Settings

MORE

View User Guide

Logout

Click Add Device

~ @ seff Senice Portal x o+ - [u] X

¢ 5 G  ©Notseawre hapsy/serverauthlogicsdemo.com:14443/ssp/édevices * O =2

Add Device

Yubikey OTP

Add a Yubico Yubikey that will generate one time codes

[ | Note

If this option is not available, then your user account has not been set up to
use YubiKey tokens. Please contact your administrator for assistance.
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Select YubiKey OTP. Click Next

~ () Self Service Portal X+

€ 3 G ©Notsccwre hitpsi//serverauthlogicsdemo.com:14443/ssp/#devices

Add Device

Use the button on your YubiKey to enter the 12 character device Id

Add

Cancel

Insert you YubiKey OTP and press the YubiKey button.

~ @ Self Senice Portal X+

<« > C © Notsecure  hittps://server.authlogicsdemo.com:14443/ssp/#devices

Add Device

Use the button on your YubiKey to enter the 12 character device Id.

Add

Cancel

Once the unique YubiKey ID is displayed in the edit box. Click Add
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~ () Self Service Portal X+

€« 2> C © Notsecure  hitpsy

MFA

OPTIONS
Account

Grid Settings

Phrase Settings

One Time Code Settings

YubiKey OTP Settings

MORE
View User Guide

Logout

SELF

Devices

‘Your device has been added successfully

Download Authlogics Authenticator on your device, then click Add Device to get started
To modify a device, click the Device Name in the table below.

ICE PORTAL
Ame Threats (ame.threats) &%

Device Credential Enabled Status Last Used

O Yubico YubiKey wovjuvknllc Yes Never

www.intercede.com | info@intercede.com | +44(0)1455 558 111| +1 888 646 6943

Page 17



intercede

Passkey / FIDO Token

Before adding your FIDO Security Key or a Passkey to your account, ensure that no other
MFA devices are attached to the workstation and that all Passkey / FIDO tokens have been
removed from the system.

Adding your FIDO / Security Key to your account
To add a FIDO Passkey Security Key to your account, logon to the Self Service Portal and
select Devices from the menu.

~ @ SelfService Portal X+

¢ > C %5 serverauthlogicsdemo.com:14443/ssp/#devices Ga o a :

MFA SELF SERVICE PORTAL
- Ame Threats (ame.threats) &
Devices

OPTIONS
Download Authlogics Authenticator on your device, then click Add Device to get started

Account
To modify a device, click the Device Name in the table below.
Grid Settings
Phrase Settings Device Credential Enabled Status. Last Used

One Time Code Settings

Add Device

MORE
View User Guide

Logout

Click Add Device

Add Device

Passkey

Add a security key or mobile device that will create a new passkey credential.

www.intercede.com | info@intercede.com | +44(0)1455 558 111| +1 888 646 6943
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4 | Note

If this option is not available, then your user account has not been set up to
use Passkeys. Please contact your administrator for assistance.

A maximum of 2 device-bound passkeys can be provisioned to one account.

If you have more than 2 device-bound passkeys already enabled, the option
to a more will not be available.

Select Passkey Click Next

~ @ self Senice Portal X+ = o x

Add Device

Security Key

Select Security Key. Click Next.

v ) seff Senice Portal

Add Der @

Follow ing

Use your security key with server.authlogicsdemo.com
Insert your security key and touch it Cancel

A record of your visit to this site will be kept on your security key.

Cancel

Insert your Security key and press the FIDO token’s button.
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Add De @

Follow ing

Allow this site to see your security key?

server authlogicsdemo.com wants to see the make and model of your  Cancel

K

security key

When prompted, Click Allow.

¥ Device is ready

The underlying system will notify you that the FIDO token is set up and ready for use.

v () Self Service Portal X+ = o o

€« > ¢ = i m:1 es % O =2

Add Device

Your device was successfully added.

The device has been successfully added. Click Close.
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~ () Self Service Portal X+ — o X
< 5 @ % serverauthlogicsdemo.com:14443/ssp/#devices * O &
SELF SERVICE PORTAL
MFA - Ame Threats (ame.threats) &%
Devices
OPTIONS
Account Your security key has been added successfully
Grid Settings
Phrase Settings Download Authlogics Authenticator on your device, then click Add Device to get started

To modify a device, click the Device Name in the table below.
One Time Code Settings

_ Device Credential Enabled Status Last used

MORE O YubiKey Bio Series passkey Yes Never
View User Guide

Logout Add Device

Adding a Synced Passkey to your account

To add a FIDO Passkey Security Key to your account, logon to the Self Service Portal and
select Devices from the menu.

v @) Self Service Portal X o+ - o X
&€ 2 C = senverauthlogicsdemo.com:14443/ssp/#devices o % O &
SELF SERVICE PORTAL
MFA . ‘Ame Threats (ame.threats) 4%
Devices
OPTIONS
pccount Download Authlogics Authenticator on your device, then click Add Device to get started.
To modify a device, click the Device Name in the table below.
Grid Settings
Phrase Setlings Device Credential Enabled Status Last Used

©One Time Code Settings

MORE
View User Guide

Logout

Click Add Device
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Add Device

Passkey

Add a security key or mobile device that will create a new passkey credential.

|Z Note

If this option is not available, then your user account has not been set up to
use Passkeys. Please contact your administrator for assistance.

Select Passkey Click Next

@ sl v At x4

€ 5 C @ primaryauthlogicsdemo.com 14423/ssp/¥devices = %« » 0@

Select Mobile Device. Click Next.
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@ St Servce o x4+ v - 8 x

€ C & serverauthiogicsdemo.com-14443/ssp/édevices w5 % 0@ ¢

onapl

Add Der 563N this QA code with a ca
create 3 passkey for serverz

T B
A ;’Effxﬁgg
" 2,

Follow ing

Ensure that BlueTooth is enabled on both the mobile device and your workstation. If
BlueTooth is NOT enabled on your workstation, the above QR Code will not be displayed.
Open you Mobile phone’s camera and scan the QR Code. Once you have scanned the QR
Code, follow the instructions on your mobile phone.

The underlying system will notify you that the FIDO token is set up and ready for use.

v () Self Service Portal X+ = o P

€ > C (s i m:1. i * O ® :

Add Device

Your device was successfully added.

The device has been successfully added. Click Close.
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Phrase Settings

One Time Code Settings

MORE
View User Guide

Logout

Download Authlogics Authenticator on your device, then click Add Device to get started
To modify a device, click the Device Name in the table below.

Device Credential Enabled Status Last Used

O YubiKey Bio Series passkey Yes Never

~ () Self Service Portal X+ (u]
< 5 € 2% serverauthlogicsdemo.com:14443/ssp/#devices * O &
SELF SERVICE PORTAL
MFA . Ame Threats (ame.threats) &
Devices
OPTIONS
Account Your security key has been added successfully
Grid Settings
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