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Introduction

|Z Note

MyID MFA and MyID PSM were previously known as Authlogics products.
Authlogics is now an Intercede Group company and the products have been
rebranded accordingly.

The term ‘Authlogics’ may still appear in certain areas of the product.

MyID Authentication Server is a multi-factor authentication system which is pre-integrated
with a RADIUS server which can process authentication requests from RADIUS aware
technologies including PALO ALTO firewall and VPN servers.

This guide outlines the basic prerequisites to complete a successful setup of integrating MyID
with Palo Alto servers using RADIUS.

Full product documentation, which includes step by step setup, is available here:
https://authlogics.com/download/authentication-server-installation-and-configuration-

guide/

Considerations

Requirements

The Palo Alto device AND a MyID Authentication Server should already be deployed and
functional using the standard username and password authentication mechanism prior to
configuring integration via RADIUS.

Language
MyID Authentication Server is only available in English. Product support and documentation
are only available in English.
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MyID Authentication Server Configuration

The MyID Authentication Server will require configuration for use with Palo Alto device. The
Palo Alto device will send authentication requests to the MylID Authentication Server via
RADIUS. To cater for this, the MyID Authentication Server must be configured to accept
RADIUS requests from the Palo Alto device.

Adding a RADIUS client on the Authentication Server

These steps are performed on the MyID Authentication Server.

|Z Note

This section of the installation process requires Local Administrator rights on
the server. Domain rights are not required at this stage.

(1) Open the Network Policy Server from the Administrative Tools start menu group.
(2) Select RADIUS Clients and Servers, then RADIUS Clients.
=10/ x|

File Action View Help
e« x[md
@ s Coca)

B[] RADIUS Clients and Servers

3 RADIUS clients allow you to specify the network access servers, that provide access to your network.
_ﬁ Remote RADIUS Server G ;!
I_E‘J' Policies
% Network Access Protection Friendly Name I IP Mdr&ssl Device Manufadurerl NAF'-CaEablel Status
B Accounting
! Templates Management

< | K1 | |

|
(3) Right-click RADIUS Clients and select New.
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x|
Settings | Advanced |
[V Enable this RADIUS client

™| Select an existing termplate;

| I

r~ Name and Address

Friendly name:

|VPN Server

Address ([P or DNS):

|VPNServer Verfy...
r~ Shared Secret

Select an existing Shared Secrets template:

INone j

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

' Manual " Generate
Shared secret:

Confirm shared secret:

OK I Cancel

(4) On the Settings tab, enter values for:

e “Friendly name” of the Palo Alto device;

e Address (IP address or DNS) of the Palo Alto device. Use the Verify option to
ensure that entered IP Address or DNS name is valid;

e Enter and Confirm your Shared Secret. Ensure that the shared secret matches the
secret entered later on the Palo Alto device. You can also use the Generate option
to generate a highly secure random secret.

Ensure that the Enable this RADIUS client checkbox is ticked.

(5) Select the Advanced tab.
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New RADIUS Client x|

| Settings  Advanced |

r~ Vendor

Specify RADIUS Standard for most RADIUS clients, or select the RADIUS client
wvendor from the list.

endor name:

r~ Additional Options
™ Access-Request messages must cortain the Message-Autherticator attribute

[~ RADIUS client is NAP-capable

OK I Cancel

(6) Ensure that the:

Vendor name is set to RADIUS Standard.

The Access-Request messages must contain the Message-Authenticator attribute
is optional but must be set the same as on the RADIUS client device.
e Ensure that RADIUS client is NAP-capable is NOT selected

Click OK

You may add as many Palo Alto RADIUS clients as required.
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Palo Alto Device Configuration

The Palo Alto device will require configuration for use with MyID Authentication Server. This
section should only be followed after MyID Authentication Server has been fully configured
and tested.

Configuring the RADIUS server
These steps are performed on the Palo Alto device.

(1) Start the Palo Alto Networks Administration console.
(2) Select the Device tab -> Server Profiles->RADIUS. Click Add.

RADIUS Server Profile

Mame  PINGRID
D Administr abor Use Only
Domain
Timeout 3
Retries 3

D Retrieve user group

Servers

Mame a | IP Address Secret Port

"PINGRID_Radius "192.168.0.254 "ttt 1812

add (=) Delete

Provide a descriptive name for the MyID PINgrid
Name ..

Authentication Server.

Optional d i ded to th Blank
Domain ptional domain name appended to the {Blank}

authentication server.

IP Address or Provide the IP Address or FQDN of the MyID 192.168.0.254

hostname Authentication Server

Shared secret Enter the shared secret as specified in the Thisisasecret
RADIUS Client
Provide the port number that RADIUS is 1812

Port .
operating on

(3) Click OK.
(4) Create an Authentication Profile. In the Palo Alto Networks Administration console,
select Device -> Authentication Profiles. Click New.

www.intercede.com | info@intercede.com | +44(0)1455 558 111| +1 888 646 6943

Page 7



intercede

Narme |PINGRID_suth] |

Lockout
Lockout Time {min} | [0 - £0]

Failed Attempts [0 - 10]

] Allov Lisk a

02,

add [=)Delete

Authentication  RADILS -
Server Profile  PINGRID -

Name Provide a descriptive name for the MyID PINgrid_Auth
Authentication Server Profile

Authentication | Select the authentication type. RADIUS

Select the MyID Authentication Server Profile PINgrid

S Profil
erver Frotile created above.

(5) Click OK.
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Configuring GlobalProtect Portal
To configure the Palo Alto GlobalProtect Portal to use the above created MyID
Authentication Server Authentication Profile for authentication, perform the following steps:

(1) Start the Palo Alto Networks Administration console.
(2) Select the Network tab -> Global Protect
(3) Select either an existing GlobalProtect Portal or a new one by clicking New.

GlobalProtect Portal

Portal Configuration
Mame  PINGRID

Client Configuration Network Settings

satellite Configuration —
_lethernetl,l’S
IF Address | 41.161.93.155/29

Server Certificate | PINGRID

Authentication
Authentication Profile | PINGRID_Auth
Authentication Message | Enter login credentials

Client Certificate  PINGRID

Certificake Profile |

Appearance
Cusktom Login Page  MNone

Custom Help Page | None

(4) Using the Authentication Profile, select the Intercede Authentication Server
Authentication Profile created in the steps above.
(5) Click OK.
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Configuring GlobalProtect Gateway
To configure the Palo Alto GlobalProtect Gateway to use the above created MyID
Authentication Server Authentication Profile for authentication, perform the following steps:

(1) Start the Palo Alto Networks Administration console.
(2) Select the Network tab -> Global Protect
(3) Select either an existing GlobalProtect Gateway or a new one by clicking New.

GlobalProtect Gateway

General
Marme  PINGRID

Client Configuration et S

Satellite Configuration

_kthernetl,l’S -
IP Address  41.161,93,155/29 -
Server Certificate PINGRID -

Authentication

Authentication Profile  STNe e
Authentication Message  Enter login credentials

Certificate Profile Mone -

(4) Using the Authentication Profile, select the MylD Authentication Server
Authentication Profile created in the steps above.
(5) Click OK.
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