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Introduction

|Z Note

MyID MFA and MyID PSM were previously known as Authlogics products.
Authlogics is now an Intercede Group company and the products have been
rebranded accordingly.

The term ‘Authlogics’ may still appear in certain areas of the product.
Intercede has 3 versions of its Password Breach Database:

(1) Offline Password Breach Database (Min)
e Included with MyID Authentication Server containing the top 1 million
breached passwords.
e Infrequently updated.
(2) Offline Password Breach Database (Full)
e Separate download containing over 2 billion breached passwords.
¢ Infrequently updated.
(3) Cloud Password Breach Database
e An Internet hosted database containing over 8 billion breached credentials.
e Regularly updated.

The MyID Authentication Server includes an Offline Password Breach Database of the top 1
million most often breached passwords. This can reduce the reliance on Cloud Password
Breach lookups. If a password is not found in the Offline Password Breach Database then,
unless disabled by policy, the MyID Cloud Password Breach Database will also be checked.

A full Offline Password Breach Database containing the 8 billion breached passwords is
available as a separate addon download from
https://www.intercede.com/support/downloads/. When the full database is installed, it may
be acceptable to disable Cloud Password Breach Database lookups.

|Z Note

The MyID Cloud Password Breach Database is regularly updated whereas
the Offline Password Breach Database is not. Unless a fully offline solution is
required MyID still recommends leaving Cloud Password Breach Database
lookups enabled to ensure that the most recent entries are being checked.

Prerequisites

The Offline Password Breach Database can only be installed onto a server that is already
running the Authentication Server 4.0.1740.0 or higher. If the Authentication Server is not
installed, then the Offline Password Breach Database installer will not complete the setup.

The Offline Password Breach Database requires approximately 6Gb of disk space.

Database Performance

The Offline Password Breach Database is a custom format designed to be highly efficient at
password hash matching. It does not require a database “engine” such as SQL as the database
access logic is built directly into the MyID Authentication Server.
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Deployment

The following deployment overview walks through the installation process for deploying
MyID.

When the MyID Offline Password Breach Database is installed the MyID Authentication
Server will automatically us it instead of the built in Offline Password Breach Database
containing only 1 million entries. If the Offline Password Breach Database is uninstalled then
the MyID Authentication Server will automatically revert to the build in Offline Password
Breach Database containing only 1 million entries, if installed.

Overview
To fully deploy the MyID Offline Password Breach Database:

(1) Install the Authentication Server on a Windows Server.
(2) Install MyID Offline Password Breach Database.

Installing MyID Offline Password Breach Database

The MyID Offline Password Breach Database is an add-on to the MyID Authentication
Server which must be set up first.

|Z Note

This section of the installation process requires Local Administrator rights on
the server.

(1) To start the MyID Offline Password Breach Database installation, run the My/D
Offline Password Breach Database xxxxx.exe installer.

E MylD Gffline Password Breach Database (2024Q2) - InstallAwa... — X

Welcome to the Installation Wizard for MyID
offline Password Breach Database (2024Q2)

The Installation Wizard will install MyID Offine Password Breach
Datsbase (2024Q2) on your computer.

WARNING: This program is protected by copyright law and
international treaties.

(2) Click Nextto continue.
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£} MylD Offline Password Breach Database (202402) - InstallAwa...  — X
Licence Agreement
Please carefully read the following lcence agresment.
~
Important

END USER LICENCE AGREEMENT

THE USE OF ALL INTERCEDE SOFTWARE PROVIDED VIA AUTHLOGICS IS SUBJECT
TO THIS END USER LICENCE AGREEMENT (THE AGREEMENT).

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE INSTALLING,
DOWNLOADING, COPYING OR OTHERWISE USING THE SOFTWARE.

i thie in radith o v
1 accept the terms of the licence agreement
T Conca
(3) Click Nextto continue.
Q MylD Offline Password Breach Database (202402) - InstallAwa... — x

Completing the Installation Wizard for MyID
Offline Password Breach Database (2024Q2)

The Installation Wizard is now ready to configure MyID Offine
Password Breach Database (2024Q2) on this computer

- Click Next to begin canfiguration

- Click Back to change settings

- Click Cancel to exit

(4) Click Nextto continue.

a MylD Offline Password Breach Database (20240Q2) - InstallAwa... — x

Installing MyID Offline Password Breach Database (202402)
The program features you selected are being configured.

Please wait while the Installation Wizard installs MyID Offline Password
* Breach Database (2024Q2). This may take several minutes.

Status:
Extracting Web Media: BreachDatabase
DOF.bin, 82% complete

The installation is being performed.

(5) Click Finishto complete the installation process.

G MylD Offline Password Breach Database (202402) - InstallAwa. — x

Completing the Installation Wizard for MyID
offfine Password Breach Database (2024Q2)

Yiou have successfilly completed the Installation Wizard for
MyID Offine Password Breach Database (2024Q2).

To dlose this wizard, diick Finish.

e o
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Uninstalling MyID Offline Password Breach Database

If you no longer require MyID Offline Password Breach Database on a server, you can
remove it by performing an uninstall from Control Panel > Programs > Programs and

Features:
[ Programs and Features O X
<« v 4 B » Control Panel » Programs » Programs and Features v O Search Programs and Features 0
Corirol Panel Home Uninstall or change a program
View installed updates To uninstall a pragram, select it from the list and then click Uninstall, Change, or Repair.
) Turn Windows features on or
off Organize + @ Change o
Install a program from the ~
network Name Publisher Installed On  Size Version )
[85] Microsoft Server Speech Recognition Language - TEL..  Microsoft Corporation 02/01/2020 295MB  11.0.7400.345
[ Microsoft Server Speech Text to Speech Voice (en-US,...  Microsoft Corporation 02/01/2020 223MB  11.0.7400.345
[5=] Microsoft Speech Platform VXML Runtime (x64) Microsoft Corporation 02/01/2020 1.34MB  11.0.7400.345
L‘?E%-MI(VUSU& Unified Communications Managed APl 4.0... Microsoft Corporation 02/01/2020 88.0KB 5.0.8308.0
[85] Microsoft Visual C++ 2010 %64 Redistributable - 10.0....  Microsoft Corporation 03/03/2022 13.8MB  10.0.40219
8 Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.. Microsoft Corporation 02/0172020 20.4MB  11.0.50727.1
# Microsoft Visual C++ 2013 Redistributable (x64) - 12.0... Microsoft Corporation 02/0172020 205MB  12.0.30501.0
ﬁMI(rUSUf‘t Wisual C++ 2013-2022 Redistributable (x64) ... Microsoft Corporation 02/04/2024 206 MB  14.36.32532.0
‘E‘Mi(rosof‘t Wisual C++ 2015-2022 Redistributable (x86) ... Microsoft Corporation 2471172023 17.6MB 1432313260
% Micrasoft Windows Desktop Runtime - 6.0.25 (x64) Microsoft Corporation 02/0472024 210MB  6.0.25.33020
o MyDefrag v4.3.1 J.C. Kessels 02/01/2020 477TMB 4000
£ MylD ADFS Agent Intercede 18/03/2024 5.0.6942.0
@My\D Authentication Server Intercede 0270472024 5.0.6944.0
£} MylD Exchange Agent Intercede 13/03/2024 5.0.6942.0
ﬂMy\D Offline Password Breach Database (202402) Intercede 04/04/2024 5.0.6944.0
[ Postman x86_64 10.20.0 Postman 28/11/2023 123MEB  10.20.0
(& vMware Tools VNMware, Inc. 24/11/2023 96.7MB  12.1.5.20735119 v
Intercede Product version: 5.0.6944.0 Update information:  https://www.intercede.com/
Help link:  https://support.authlo... Comments:  Copyright © 2007-2024 Intercede. All rights reserved.
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