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Copyright

© 2001-2025 Intercede Limited. All rights reserved.

Information in this document is subject to change without notice. The software described in
this document is furnished exclusively under a restricted license or non-disclosure
agreement. Copies of software supplied by Intercede Limited may not be used resold or
disclosed to third parties or used for any commercial purpose without written authorization
from Intercede Limited and will perpetually remain the property of Intercede Limited. They
may not be transferred to any computer without both a service contract for the use of the
software on that computer being in existence and written authorization from Intercede
Limited.

No part of this publication may be reproduced, stored in a retrieval system or transmitted in
any form or any means electronic or mechanical, including photocopying and recording for
any purpose other than the purchaser's personal use without the written permission of
Intercede Limited.

Whilst Intercede Limited has made every effort in the preparation of this manual to ensure the
accuracy of the information, the information contained in this manual is delivered without
warranty, either express or implied. Intercede Limited will not be held liable for any damages
caused, or alleged to be caused, either directly or indirectly by this manual.

Licenses and Trademarks

The Intercede® and MyID® word marks and the MyID® logo are registered trademarks of
Intercede in the UK, US and other countries.

Microsoft and Windows are registered trademarks of Microsoft Corporation. Other brands
and their products are trademarks or registered trademarks of their respective holders and
should be noted as such. All other trademarks acknowledged.
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Conventions used in this document

+ Lists:
* Numbered lists are used to show the steps involved in completing a task when the
order is important.
» Bulleted lists are used when the order is unimportant or to show alternatives.
» Bold is used for menu items and for labels.
For example:
» Record a valid email address in ‘From’ email address.
» Select Save from the File menu.
« [talic is used for emphasis:
For example:
» Copy the file before starting the installation.
» Do not remove the files before you have backed them up.
» Bold and italic hyperlinks are used to identify the titles of other documents.
For example: "See the Release Notes for further information."

Unless otherwise explicitly stated, all referenced documentation is available on the
product installation media.

* A fixed width fontis used where the identification of spaces is important, including
filenames, example SQL queries and any entries made directly into configuration files or
the database.

» Notes are used to provide further information, including any prerequisites or
configuration additional to the standard specifications.

For example:
Note: This issue only occurs if updating from a previous version.

« Warnings are used to indicate where failure to follow a particular instruction may result in
either loss of data or the need to manually configure elements of the system.

For example:

Warning: You must take a backup of your database before making any changes to it.
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1 Introduction

Note: MyID MFA and MyID PSM were previously known as Authlogics products. Authlogics
is now an Intercede Group company and the products have been rebranded accordingly. The
term ‘Authlogics’ may still appear in certain areas of the product.

Intercede has the following versions of its Password Breach Database:
« Offline Password Breach Database (Min)

This is the minimum offline database. It is included by default with MylD Authentication
Server and contains the top one million breached passwords.

This is infrequently updated.
« Offline Password Breach Database (Full)

This is the full offline database. It is a separate download containing over 8 billion
breached passwords.

This is infrequently updated. This is a snapshot of the Cloud Password Breach Database.
As it is infrequently updated, it does not contain the most recent entries.

« Cloud Password Breach Database
An Internet hosted database containing over 8 billion breached credentials.
This is regularly updated.

The MyID Authentication Server includes an Offline Password Breach Database of the top
one million most often breached passwords. This can reduce the reliance on Cloud Password
Breach lookups. If a password is not found in the Offline Password Breach Database then,
unless disabled by policy, the MyID Cloud Password Breach Database is also checked.

A full Offline Password Breach Database containing the eight billion breached passwords is
available as a separate add-on download from the Intercede website:

www.intercede.com/support/downloads/

When you have the full database installed, it may be acceptable to disable Cloud Password
Breach Database lookups.

Note: The MyID Cloud Password Breach Database is regularly updated, whereas the Offline
Password Breach Database is not. Unless a fully offline solution is required, you are still
recommended to leave Cloud Password Breach Database lookups enabled to ensure that
the most recent entries are being checked.

1.1 Prerequisites

The Offline Password Breach Database requires a server that is already running the
Authentication Server 4.0.1740.0 or higher. If the Authentication Server is not installed, the
Offline Password Breach Database installer cannot complete the setup.

The Offline Password Breach Database requires approximately 20GB of disk space.
1.2 Database performance

The Offline Password Breach Database is a custom format designed to be highly efficient at
password hash matching. It does not require a database engine such as SQL as the
database access logic is built directly into the MyID Authentication Server.
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1.3 Change history
Version Description
IMP2049-01 Reformatted and released with MyID MFA

and PSM version 5.0.7.

IMP2049-02 Released with the latest version of the
Offline Password Breach Database.

IMP2049-03 Updated installation information.

IMP2049-04 Added information about installing the

offline password breach database to a
shared location.
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2 Deploying the Offline Password Breach Database
The following deployment overview walks through the installation process for deploying the
full Offline Password Breach Database.

When you install the full Offline Password Breach Database, the MyID Authentication Server
automatically uses it instead of the built-in Offline Password Breach Database that contains
only one million entries.

If you uninstall the full Offline Password Breach Database, the MyID Authentication Server
automatically reverts to the built-in Offline Password Breach Database containing only one
million entries, if installed.

To deploy the Offline Password Breach Database:
1. Install the MyID Authentication Server on a Windows server.

See the MyID Authentication Server Installation and Configuration Guide for details.
2. Install the Offline Password Breach Database.

See section 2.1, Installing the Offline Password Breach Database.

If you no longer want the Offline Password Breach Database, you can uninstall it. See section
2.2, Uninstalling the Offline Password Breach Database.
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21 Installing the Offline Password Breach Database

The Offline Password Breach Database is an add-on to the MyID Authentication Server,
which you must set up before you install the Offline Password Breach Database.

Note: This section of the installation process requires Local Administrator rights on the
server.

To install the Offline Password Breach Database:
1. Download the following files:

e MyIDOfflinePasswordBreachDatabaseXxXxXxX.exe —the MylD Offline Password
Breach database installer.

* breachdatabasexxxX.7zip — the password breach database.
* stemsdatabaseXxxX.7zip—the password stems database.

Links to the password breach database files are available on request.

2. Copy the files to the same folder on a PC on which the MyID Authentication Server is
installed and set up.

Alternatively, you can install the database to a shared location that multiple
authentication servers can use; see section 2.1.1, Installing the Offline Password Breach
Database to a shared location.

3. Run the installation program:

MyIDOfflinePasswordBreachDatabaseXXXXXX.exe

{3} MylD Offline Password Breach Database (202402) - InstallAwa.,. — x

Welcome to the Installation Wizard for MyID
Offline Password Breach Database (202442)

The Installation Wizard will install MyID Offline Password Breach
Database (2024Q2) on your computer,

WARNIMNG: This program is protected by copyright law and
international treaties,

To continue, dick Mext.

< Back Cancel

laz]
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4. Click Next to continue.

{E} MylD Offline Password Breach Database (202402) - InstallAwa... — x

Licence Agreement
Please carefully read the following licence agreement.

Important
END USER LICENCE AGREEMENT

THE USE OF ALL INTERCEDE SOFTWARE PROVIDED VIA AUTHLOGICS IS SUBJECT
TO THIS END USER LICENCE AGREEMENT (THE AGREEMENT).

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE INSTALLING,
DOWNLOADING, COPYING OR OTHERWISE USING THE SOFTWARE.

W

I wrman men wrimasring thic ameoosrmont in coanmoetionon weith o doosmilasd sanlise e oo s

1 accept the terms of the licence agreement

5. Review the license agreement, then click Next to continue.

{a' MylD Offline Password Breach Database (202402) - InstallAwa.,. — x

Completing the Installation Wizard for MyID
Offline Password Breach Database (202442)

The Installation Wizard is now ready to configure MyID Offline
Password Breach Database (2024Q2) on this computer,

- Click Mext to begin configuration
- Click Back to change settings
- Click Cancel to exit
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6. Click Next to start the installation.

The installer carries out the installation.

ﬂ MylD Offline Password Breach Database (202402]) - InstallAwa...

Installing MyID Offline Password Breach Database (2024Q2)
The program features you selected are being configured.

Status:

Extracting Web Media: BreachDatabase
DOF.bin, 82% complete

Breach Database (2024Q2). This may take several minutes.

Q Please wait while the Installation Wizard installs MyID Offline Password

< Back Mext =

Cancel

7. Click Finish to complete the installation process.

ﬁ MylD Offline Password Breach Database (202402) - InstallAwa...

To dose this wizard, dick Finish.

Completing the Installation Wizard for MyID
Offline Password Breach Database (202442)

You have successfully completed the Installation Wizard for
MyID Offine Password Breach Database (2024Q2).

Cancel

Offline Password Breach Database Guide

MFA
PSM

Page 10 of 12



intercede (vi) e

2.1.1 Installing the Offline Password Breach Database to a shared location

If you have multiple authentication servers, you may want to install the Offline Password
Breach Database to a shared location rather than duplicating the database on each
authentication server.

To install the Offline Password Breach Database to a shared location:
1. Install the Offline Password Breach Database to a single server.

Follow the instructions in section 2.1, Installing the Offline Password Breach Database
above. You can install the database on one of your authentication servers or on a file
server.

2. Move the database from its installed location to a location that is accessible from all of
your authentication servers.

By default, the database is installed to the following location:
C:\Program Files\Authlogics Authentication Server\Breach Database\
Move the entire Breach Database folder to the shared location.

Note: The shared location must be on a server that is on the same domain as the
authentication server.

3. Ifthe shared location is not already a network share, create a share for the Breach
Database folder.

4. On each authentication server, make sure that there is no existing Breach Database
folder.

If necessary, delete the folder from its installed location on the authentication server:

C:\Program Files\Authlogics Authentication Server\Breach Database\
5. On each authentication server, run the following command:

mklink /d "<local folder>" <network share>

where:

e <local folder>—the location where the authentication server looks for the
database. By default, this is:

C:\Program Files\Authlogics Authentication Server\Breach Database

If you have installed the authentication server to a different location, adjust this path
accordingly.

« <network share>—the network share where you have moved the shared database.
Note: You must use a network share; you cannot use a mapped drive.
For example:

mklink /d "C:\Program Files\Authlogics Authentication Server\Breach

Database" \\fileServer\BreachDatabase

This creates a directory symbolic link so that when the authentication server looks for the
database, it is redirected to the shared location.
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2.2 Uninstalling the Offline Password Breach Database

If you no longer require the Offline Password Breach Database on a server, you can remove
it by performing an uninstallation from Control Panel > Programs > Programs and

Features:
[ Programs and Features - [m} X
« v 4 [ > ControlPanel > Programs > Programs and Features ) h Programs and Features 0

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
) Tum Windows features on or
off Organize »  Uninstall  Change = - @
Install a program from the =
network Name Publisher Installed On ~ Size Version ~
[ Microsoft Server Speech Recognition Language - TEL... Microsoft Corporation 02/01/2020 295MB 1107400345
[ Microsoft Server Speech Text to Speech Voice (en-US,... Microsoft Corporation 02/01/2020 223MB 1107400345
[ Microsoft Speech Platform VXML Runtime (x64) Microsoft Corporation 02/01/2020 134ME  11.0.7400345
I Microsoft Unified Communications Managed API 40... Microsoft Corporation 02/01/2020 3BOKE 5083080
[ Microsoft Visual C++ 2010 x64 Redistributable - 10.0.... Microsoft Corporation 03/03/2022 138MB 10040219
8 Microsoft Visual C++ 2012 Redistributable (x64) - 11.0... Microsoft Corporation 02/01/2020 204ME 110507271
) Microsoft Visual C++ 2013 Redistributable (x64) - 12.0... Microsoft Corporation 02/01/2020 205MB  12030501.0
$8)Microsoft Visual C++ 2015-2022 Redistributable (x64) ... Microsoft Corporation 02/04/2024 206MB 1436325320
8 Microsoft Visual C++ 2015-2022 Redistributable (x86) ... Microsoft Corporation 241172023 TTEME 1432313260
) Microsoft Windows Desktop Runtime - 6025 (64)  Microsoft Corporation 02/04/2024 2I0MB 602533020
% MyDefrag v4.3.1 1.C. Kessels 02/01/2020 4TTMB 4000
£ MyID ADFS Agent Intercede 18/03/2024 5.0.6042.0
£ MyID Authentication Server Intercede 02/04/2024 5.0.6944.0
3 MyID Exchange Agent Intercede 13/03/2024 5.0.6042.0
£ MyID Offline Password Breach Database (202402) Intercede 04/04/2024 5.0.6944.0
[&]Postman x86_64 10.20.0 Postman 28/11/2023 123MB  10.200
(@ vMware Tools Vhware, Inc. 24/11/2023 96.7MB 121520735119 v

Intercede Product version:  5.0.6944.0 Update information:  https://www.intercede.com/
Help link: ~ https://support.authlo... Comments:  Copyright @ 2007-2024 Intercede. All rights reserved.
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