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Copyright

© 2001-2025 Intercede Limited. All rights reserved.

Information in this document is subject to change without notice. The software described in
this document is furnished exclusively under a restricted license or non-disclosure
agreement. Copies of software supplied by Intercede Limited may not be used resold or
disclosed to third parties or used for any commercial purpose without written authorization
from Intercede Limited and will perpetually remain the property of Intercede Limited. They
may not be transferred to any computer without both a service contract for the use of the
software on that computer being in existence and written authorization from Intercede
Limited.

No part of this publication may be reproduced, stored in a retrieval system or transmitted in
any form or any means electronic or mechanical, including photocopying and recording for
any purpose other than the purchaser's personal use without the written permission of
Intercede Limited.

Whilst Intercede Limited has made every effort in the preparation of this manual to ensure the
accuracy of the information, the information contained in this manual is delivered without
warranty, either express or implied. Intercede Limited will not be held liable for any damages
caused, or alleged to be caused, either directly or indirectly by this manual.

Licenses and Trademarks

The Intercede® and MyID® word marks and the MyID® logo are registered trademarks of
Intercede in the UK, US and other countries.

Microsoft and Windows are registered trademarks of Microsoft Corporation. Other brands
and their products are trademarks or registered trademarks of their respective holders and
should be noted as such. All other trademarks acknowledged.
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Conventions used in this document

+ Lists:
* Numbered lists are used to show the steps involved in completing a task when the
order is important.
» Bulleted lists are used when the order is unimportant or to show alternatives.
» Bold is used for menu items and for labels.
For example:
» Record a valid email address in ‘From’ email address.
» Select Save from the File menu.
« [talic is used for emphasis:
For example:
» Copy the file before starting the installation.
» Do not remove the files before you have backed them up.
» Bold and italic hyperlinks are used to identify the titles of other documents.
For example: "See the Release Notes for further information."

Unless otherwise explicitly stated, all referenced documentation is available on the
product installation media.

* A fixed width fontis used where the identification of spaces is important, including
filenames, example SQL queries and any entries made directly into configuration files or
the database.

» Notes are used to provide further information, including any prerequisites or
configuration additional to the standard specifications.

For example:
Note: This issue only occurs if updating from a previous version.

« Warnings are used to indicate where failure to follow a particular instruction may result in
either loss of data or the need to manually configure elements of the system.

For example:

Warning: You must take a backup of your database before making any changes to it.
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1 Introduction

Note: MyID MFA and MyID PSM were previously known as Authlogics products. Authlogics
is now an Intercede Group company and the products have been rebranded accordingly. The
term 'Authlogics' may still appear in certain areas of the product.

Microsoft supports federated access to Microsoft 365 resources through SAML 2.0 and WS-
Fed federation protocols. This document details the steps required to configure MyID MFA
5.0 federation with Microsoft 365 using SAML 2.0.

MyID MFA natively supports multi-domain SAML 2.0, and does not require ADFS for
integration.

Federation with Microsoft 365 Page 5 of 35



intercede (vi) e

2 Prerequisites
This document does not detail how to set up a hybrid environment with Microsoft 365 or Entra
ID; this must already be in place. Specifically, you must have already set up the following:
« A Microsoft 365 tenant in "Managed" state (that is, not currently federated).
o The Microsoft.Graph PowerShell module.
See section 2.1, PowerShell.

« Directory synchronization with Microsoft Entra Connect (Azure ID Connect), or other
management method for the Entra Immutable ID.

For details of setting the Entra Immutable ID without a directory, see section 6,
Federation without directory synchronization.

» Entra ID admin logon.
« Adeployed MyID MFA Server, with:
« MFA users configured and tested (for example, using the Self Service Portal).
» Public DNS entry for the IdP.
» Public SSL certificate configured on the MFA server matching the DNS entry.
For more information, see section 2.6, DNS and SSL.
« Inbound SSL access to the MylD MFA server from the Internet.
You must also carry out the following:
« Verify your current federation configuration.
See section 2.2, Verify the current federation configuration.
« You may want to remove an existing federation configuration.
See section 2.3, Removing an existing federation configuration.
« Check that you are not trying to federate the Entra default domain.
See section 2.4, Verify the Entra default domain.
You may want to:
« Switch from WS-Fed to SAML2 federation protocols.
See section 2.5, Switching from WS-Fed to SAML2
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2.1 PowerShell

You require the Microsoft Graph PowerShell module for steps in this document.

To check if you already have this module installed, run the following command at an
administrator PowerShell prompt.

PS C:\> Get-Module -Name Microsoft.Graph -ListAvailable

If you do not have the module installed, to install the module, run the following commands at
an administrator PowerShell prompt.

PS C:\> Install-Module Microsoft.Graph -Scope AllUsers -Repository
PSGallery -Force

PS C:\> Import-Module Microsoft.Graph.Identity.DirectoryManagement

To execute a Microsoft Graph PowerShell command, you must authenticate with Entra. You
are recommended to use an Entra ID administrator account, not a hybrid account, while
configuring federation settings.

1. Run the following command:
PS C:\> Connect-MgGraph -Scopes

'User.ReadWrite.All,Group.ReadWrite.All,Directory.ReadWrite.All,Directo
ry.AccessAsUSer.All"

You are prompted to authenticate using the appropriate method configured on the Entra
account:

Sign in to your account X

B® Microsoft

Pick an account

Admin
admin@federationdemo.onmicroseft.com
Signed in

—|— Use another account

Back
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MFA
PSM

2. Provide your authentication details and sign in.

Sign in to your account

B= Microsoft
< admin@federationdemo.onmicrosoft.com

Enter password

Password

Forgot my password

Sign in

3. Select the Consent on behalf of your organization option:

Sign in to your account

B= Microsoft
admin@federationdemo.onmicrosoft.com

Permissions requested

Microsoft Graph Command Line Tools
Microsoft Corporation €

This app would like to:

Read and write all users' full profiles
Read and write all groups

Read and write directory data

X & ¢ X

Access directory as the signed in user

v Maintain access to data you have given it access to

‘ Consent an behalf of your organization

If you accept, this app will get access to the specified resources for all
users in your organization. No one else will be prompted to review these
permissions.

Accepting these permissions means that you allow this app to use your
data as specified in their terms of service and privacy statement. You can
change these permissions at https://myapps.microsoft.com. Show details

Does this app look suspicicus? Repart it here

Terms of use  Privacy & cookies

Federation with Microsoft 365
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2.2 Verify the current federation configuration

Ensure that the Office tenant is not already set up to use another federation server. Connect
to MS Online and check the domain status is veri fied and Managed by running the following
commands:

PS C:\> Get-MgDomain | select Id, IsVerified, AuthenticationType

Id IsVerified AuthenticationType
federationdemo.onmicrosoft.com True Managed
federationdemo.com True Federated

federationdemo.mail.onmicrosoft.com True Managed

2.3 Removing an existing federation configuration
To remove an existing federation configuration and set the authentication in Entra back to
Managed, run the following command:

PS C:\> Update-MgDomain -DomainId 'federationdemo.com' -AuthenticationType

'Managed'

Note: This may take up to two hours to take effect fully in Entra ID, even if the PowerShell
commands show that the configuration has been changed.

24 Verify the Entra default domain

Microsoft Entra does not allow the default domain to be federated. To verify that the domain
you want to federate with is not the default domain, run the following command:

PS C:\> Get-MgDomain | select Id, IsDefault

Id IsDefault
federationdemo.onmicrosoft.com True
federationdemo.com False
federationdemo.mail.onmicrosoft.com False

If the domain with which you want to federate has the 1spefault value of True, you can set
the xxx.onmicrosoft.com (or another) domain as the default by running the following
command:

PS C:\> Update-MgDomain -DomainId 'federationdemo.onmicrosoft.com' -
IsDefault

2.5 Switching from WS-Fed to SAML2

Microsoft 365 supports both SAML2 and WS-Fed federation protocols. To change from WS-
Fed to SAML2 you must first disable federation for the domain by making it "Managed" (see
section 2.3, Removing an existing federation configuration) and then create a new SAML2
configuration following the instructions in this guide.
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2.6

DNS and SSL

MFA
PSM

The MyID MFA server requires a publicly trusted SSL certificate. The DNS name in the SSL
certificate must match the MylD MFA-configured IdP Host and Domain configuration; for

example:

idp.federationdemo.com

Applications Properties

Idertity Provider | Signing Certficates  SAML 2.0 Token Settings

QOpenlD Connect Information

Server Settings
IdF Host: |§ewer |
IdP Domain: |authlogicsdem0.com |
TCP Port: 14443 £

Authority LRI hitps://server authlogicsdemo com:14443/dp

Muttiple DNS Domains

] Enabled

Cancel

Aoply

The DNS A or CNAME record must resolve to the MylD MFA server through any firewalls or
load balancers. Firewalls must allow TCP port 443 from the Internet to the MylD MFA server.

Federation with Microsoft 365
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3 Adding the Microsoft 365 application

Open the MyID MMC to add an Application.
1. Start the Add Application Wizard.

) Add Application Wizard ¥

Welcome to the Add Application
Wizard

This Wizard will allow you to add a new federated Application for
strong authentication and authorisation.

To continue, click Next.

~ \'\R\

< Back Nei> | | Cancel

2. Click Next.

() Add Application Wizard X

Application Information
General information for the new Application.

Provide a name and select the type of Application. You can choose a built in Application, or
setup a generic OpenlD connect or SAML 2.0 Application.

App Type: Micrc-sc-ﬂ 365 v |

Mame: |Micfosoﬁ 365 |

Enabled

| <Back [ Net> | | Cancel

3. Select Microsoft 365 from the list and enter a custom name if required.
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4. Click Next.

() Add Application Wizard X
Authentication Options
Select the requied authentication options.

Intemal Authentication

Logon technology: |Pu_rtomatic )

[+] Allow Deviceless MFA
Enable Passwordliess MFA
[ Allow any user MFA technalogy

Password reset via: SMS / Text [J Email

< Back Mext > Cancel

5. Select the required logon technology and authentication options.

6. Click Next.
() add Application Wizard X
Apply the configuration?
Are you ready to apply the settings?

The Add Application Wizard has gathered all the infarmation required to add the new
Microsoft 365 Application.

Click Mext to apply the corfiguration changes.

SAML 2.0 Summary

Huost: https://idp federationdemo comlidp

IdP Signing Certificate
Copy Basefd

< Back Mext > Cancel

7. Confirm the Host configuration information.

8. Click Copy Base64 to copy the Base64 signing certificate information to the clipboard.
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9. Click Next.
() Add Application Wizard X
Add Application Configuration
Authentication Server is updating the Application data.

Update Progress...
Adding new Application... Done

< Back Cancel

10. Click Finish.

The MyID side of the Microsoft 365 configuration is now complete.
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4 Configuring federation

You perform the Microsoft 365 side of the configuration using PowerShell commands. To
simplify the process, configure a custom PowerShell script with the settings for your
environment. When you run the PowerShell script, it configures Microsoft 365 to use the
MyID MFA Server for federated authentication.

When configuring single domain federation:

Enable single domain federation using PowerShell.

See section 4.1, Enable single domain federation using PowerShell.

« Verify the configuration.

See section 4.2, Verify the configuration.
Test the federation setup.

See section 4.3, Test the federation setup.

4.1 Enable single domain federation using PowerShell

Configure the yellow highlighted variables in the following sample script with the values of
your domain and MyID MFA server.

$domain — The DNS domain to federate, which must already be set up in Microsoft 365.

$display — The friendly name shown to users when signing in to Microsoft 365. You are
recommended to use something that is familiar, like your company name.

$issuerUri — The Issuer URI from the SAML 2.0 tab in the Applications Properties
dialog. The default value will be a derivative of your IdP host and domain name; for
example:

'urn:uri:ipdfederationdemocom'’

$signinuUrl — The SAML 2.0 IdP sign-on page URL. The path is fixed; however, the DNS
name must match the public DNS name of the IdP.

$signoutUrl — The SAML 2.0 IdP logout page URL. The path is fixed; however, the DNS
name must match the public DNS name of the IdP.

Scertificate — The Base64 representation of the IdP signing certificate. You can
obtain this value by clicking the copy icon “=I on the Signing Certificates tab of the

Applications Properties dialog or by clicking the Copy Base®64 link at the end of the Add
Application Wizard.

. Copy the text from the sample below to a new plain text document and saveitas a .ps1

file.

Configure the yellow highlighted variables in the following sample script with the values of
your domain and MyID MFA server.

Run the script at a PowerShell command prompt to apply the configuration.
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4.1.1 Sample single domain PowerShell script
Sdomain = 'federationdemo.com'
Sdisplay = 'Federation Demo'
SissuerUri = 'urn:uri:idpfederationdemocom'
$signinUrl = 'https://idp.federationdemo.com/idp/SAML/SingleSignOnService’
$signoutUrl = 'https://idp.federationdemo.com/idp/SAML/SingleLogoutService'
Scertificate =

'MIIDGDCCAgCgAWIBAGIQFaTIAImMLiLtJ+wsZtI9M2ejANBgkghkiGOwOBAQsFADAL
MROwGwWYDVQQODDBQOQLmMZ1ZGVyYXRpb25kZW1vImNvbTAeFw0yNDAzMDUXNDIONTZa
Fw0zNDAzMDUXNDMONTVaMB8xHTALBgNVBAMMEFCouZmVkZXJhdGlvbmR1bW8uY29t
MIIBIJANBgkghkiGOwOBAQEFAAOCAQS8AMI IBCGKCAQEANYIMO1KPv3y4DUiKYpTH
DT9Gi4c/EGOU6bs87h0Mke8TjTVWuHGiD98Mj4glbb/yhk4LHemt58gtjxdj 9+p]
gG380U3dFOn7RMXES6EWK4K1s0l6nrXEG6YtP6EelJPkCNXzzSeoeHPCTSMxplgF
mY/z8f0yI//x/8AmMRI2JEGr43exXCbMjYx4sgr85HOCVdAw2 7uHEKOwOhAPPHt2vg
7BMDAfYj2IisbpVekasIDmXtyhvRFptESJI80gqvmmyTLD85iHMO7aMEL/7vYnl11RQ
CabZbhtrWY14VBAiy/ySngddcadT3KCOVIZOKZxurjXXNJbTHe813sQZ0dP2poJz
tQIDAQABO1AWT jAOBgNVHQ8BAf8EBAMCBaAwWHQYDVRO1BBYWFAYIKwYBBQUHAWEG
CCsGAQUFBWMCMBOGA1UdDgQWBBR2d84eaCTxgzIeXnY41uMia8DkJDANBgkghkiG
9wOBAQsFAAOCAQEACOEInC4t1V80KgsIMXu843e0UgLseOkoC1NZbhxM4n3Y9cTP
b90YQL069g802d6tG+DzTCAnTJeTAM2A9QWpe PNUGceSW1FHHXHV/ ZuzixA2SS2mn
AVvs9GgP1W/11anMD1mhd4p9F+UOE/KMnn8yo2pYGI/wlwYmOyW3uaDdAQIWS+£7Z
ev2n5WeDbQ6WGk10L5j0JPvkiXcXmzhPclogsCvsWCLOOGhEFxy3buLTplN3Rk4d ]
Z2hWyoeU8WjYax2436rfOx2qYJvgtADAMDAzZz]195N28kzGBWr+e00460NzDJ20Gc0
rrIzZUyol9Uq]je31NPPyVAzGp+cyrgeROWpMjg=="

New-MgDomainFederationConfiguration -DomainId $domain -DisplayName S$display
-IssuerUri $issuerUri -PassiveSignInUri $signinUrl -SignOutUri $signoutUrl
-SigningCertificate $certificate -PreferredAuthenticationProtocol saml -

federatedIdpMfaBehavior enforceMfaByFederatedIdp | Format-List
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41.2 Single domain sample output
ActiveSignInUri
DisplayName : Federation Demo
FederatedIdpMfaBehavior : enforceMfaByFederatedIdp
Id : 523dd120-113b-480a-af4d-
853fdee26510

IsSignedAuthenticationRequestRequired

IssuerUri : urn:uri:idpfederationdemocom
MetadataExchangeUri

NextSigningCertificate

PassiveSignInUri

https://idp.federationdemo.com/idp/SAML/SingleSignOnService
PreferredAuthenticationProtocol : saml
PromptLoginBehavior

SignOutUri
https://idp.federationdemo.com/idp/SAML/SinglelLogoutService

SigningCertificate
MIIDGDCCAgCgAWIBAGIQFaTIAImLiLtJ+wsZtIM2ejANBgkghkiGOwOBAQsFADALfMROWGWYDVQ
QODDBQ@LmMZ1ZGVyYXRpb25kZW1vLmNvbTAe Fw0yNDAzZMDUXNDIONTZaFw0zNDAzMDUXNDMONTVa
MB8xHTAbLBgNVBAMMFCouZmVkZXJhdGlvbmR1bW8uY29tMIIBIjANBgkghki GOwWOBAQEFAAOCAQ
8AMIIBCgKCAQEANYjMO1KPv3y4DUiKYpTHDT9Gidc/EGOU6bs83h0Mke8T TVWuHGiD9I8M] 4L
bb/yhk4LHemt58gtjxdj9+pjgG380U3dFOn7RMXES6EWK4K1s016nrXEG6YtP6Eel1JPKkCNXzzS
e0eHPCTSMxplgFmY/z8f0yI//x/8AmMRI2JfGr43exXCbMjYx4sgr85HOCVdw2 7uHEK9wOhAPPH
t2vg7BMDAfYj2IisbpVekasIDmXtyhvRFptESJI80qvmmyTLD85iHmMO7aMEL/7vYnl1RQCgbZbh
trWY14VBAiy/ySngJddcadT3KCOVIZOKZxurjXXNJbTHe813sQZ0dP2poJZztQIDAQABOLIAWTJAO
BgNVHQ8BAf8EBAMCBaAwHQYDVRO1BBYWFAYTIKwYBBQUHAWEGCCsGAQUFBWMCMBOGA1UdDgQWRBEB
R2d84eaCTxgzIleXnY41uMia8DkJDANBgkghkiGOwOBAQsFAAOCAQEACOEInC4t1V80KgsIMXu8
43e0UgLseOkoC1lNZbhxM4n3Y9cTPbIQYQLO69g802d6tG+DzTCANJeTAM2A9QWpePNUuGCceSW1FE
HHXHvV/ZuzixA2SS2mnAVvs9GgP1W/11anMD1mhd4p9F+UOE/KMnn8yo2pYGI/wlwYmOyW3uaDd
AQlWS+£Zev2n5WeDbQ6WGk10L5j0IJPvkiXcXmzhPclogsCvsWCLOOGhFxy3buLTplN3Rk4djZ2
hWyoeU8W]jYax2436rfQx2qYJvgtAD4MDAZz195N28kzGBWr+e00460NzDJ20GcO0rrIZUyol 9Uqg]
7e31NPPyVAzGp+cyrgeRQWpMjg==

SigningCertificateUpdateStatus
Microsoft.Graph.PowerShell.Models.MicrosoftGraphSigningCertificateUpdateSt

atus

AdditionalProperties : {[Qodata.context,
https://graph.microsoft.com/v1.0/$metadata#fdomains

('federationdemo.com') /federationConfiguration/$entity]}

For further information relating to the New-MgDomainFederationConfiguration PowerShell
command, see:

learn.microsoft.com/en-
us/powershell/module/microsoft.graph.identity.directorymanagement/new-
mgdomainfederationconfiguration
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4.2 Verify the configuration

To verify the configuration, run the following command.

PS C:\> Get-MgDomainFederationConfiguration -DomainId 'federationdemo.com'

| Format-List

ActiveSignInUri
DisplayName : Federation Demo
FederatedIdpMfaBehavior

Id : dbb35c60-4dc7-4396-86df-
5985564224ff

IsSignedAuthenticationRequestRequired

IssuerUri : urn:uri:msp:federationdemocom
MetadataExchangeUri

NextSigningCertificate

PassiveSignInUri
https://idp.federationdemo.com/idp/SAML/SingleSignOnService/federationdemo

com
PreferredAuthenticationProtocol : saml
PromptLoginBehavior

SignOutUri
https://idp.federationdemo.com/idp/SAML/SingleLogoutService/federationdemo

com

SigningCertificate
MIIDATCCAemgAwIBAGIQdPDr/iI1jbhDMT]5VYya+TANBgkghkiGOw0OBAQsFADAWMRQWEGYDVQ
ODEwt3d3cuaWRwLmNvbTAeFw0xMzExM] IwODIWNTJaFwO0OOTEyMzExXxNDAwWMDBaMBYxFDASBgNV
BAMTC3d3dy5pZHAuY29tMIIBIjANBgkghkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEAIOXJRLDrcb
SyqUd8XG4BgxObQMYLAKEN1MJOsAEpl1xMabUiqlX4v0Fc8ZaCpUE3fFGENMEWGBjnQUUEOWLV
Uh5JPMsukolf9gljbJkCkvHXH304Uen7vA20NQWt4bK96SpXADPpZKEFvpk4D7btKOgU/Nam]jigw
HI4fI8kFJIKwWKBJIChRPUQAC41jRRMGIrSnpY+t25/d3KGXwbe9Z2MGGy2hyA0tgOWuchIK+1vAK
KBUhOnDEXfr80+xW680w5TqHyDcgbWvQsXXhHOyZLEINKNS6/IojHPsBy 7t £36Ck9H5Pw+1PPu
6NzBFSz5ZkC8KzrS6vuzXc/ImYrnheMQOsqgqQIDAQABoOswSTBHBgNVHQEEQDA+gBD4dY4MCPEmM
G4sxZrcni8vtoRgwFJEUMBIGAIUEAXMLA3d3LmlkcC5jb22CEHTW6/41NY24QzE4+VWMmvkwDQ
YJKoZIhvcNAQELBQADggEBABhak2aR84MCdyX04AKOQvZybsCMdhRg21110WhD4 /xe7Ry5haC6
TeXIp8Q4cC3MzsrDal74xHI714BW0loafpHAsXfdOEvVkKTVad+1lZpel6+SsTL4upSlcGydiggw
UzsdpGeck4wIlmoJ94770+461£2gF27u9Cdk70nxe/5dwLIxWnkVRAbQIH5GsKUeAjOdROmy+X1
MX6KyRoaCwiWGYwx15Sa+r+3AtDvD4BX0EJGKFZeeM3J/yMpYh/75aN0cFQfDEAJ7C5NEOvonid
EOQtIFvsoWtZUtur2fiW7yBxse38TPQsi2r6A6¢c/TZ2sZ5bgq31yh3gr3kSN62H81VKLQLA=

SigningCertificateUpdateStatus
Microsoft.Graph.PowerShell.Models.MicrosoftGraphSigningCertificateUpdateSt

atus

AdditionalProperties {1
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MFA
PSM

Test the federation setup

1. To test the federation setup, go to the following URL and sign in:

portal.office.com

@ Sign in to your account x +

< &

& loginmicrosoftonline.com

@ @ incognite

o W r

B Microsoft
Sign in

stevenh@federationdemo.com

No account? Create one!

Can't access your account?

C% Sign-in options

Termsofuse  Privacy & cookies -+«

2. Enteryour Account name.

@ Sign in to your account X+

< c

& loginmicrosoftonline.com

9 Google Chrome isn't your default browser [REEREEET

¥ O @) incognite

= Microsoft

Taking you to your
organisation’s sign-in page

Cancel

Temmsofuse  Privacy & cookies -+

Federation with Microsoft 365
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3. Wait while Microsoft redirects you to the MylD MFA logon page.

) MylD Authentication Server IdP X+

€ > C & idpfederationdemo.com

Login

Username

stevenh@federationdemo.com

4. Confirm your account name.

) MylD Authentication Server ldP X+

< C & idpfederationdemo.com

Login

Federation with Microsoft 365 Page 19 of 35
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5. Enter your MFA details based on the configuration.

This example uses Passwordless & Deviceless Grid authentication.

&) Home | Microsoft 365 X +
< X @ microsoft365.com w % O @ mogio
Microsoft 365 P Search [ ? SH
i, ]
Home
® Welcome to Microsoft 365 Install and more
Creste
My Contzn:
Quick access ‘
Fesd i@ Al (©) Recently opened &2 Shared ¥y Favourites T Upload = B8
Apps
| o
| outieor
% “ 3
| Teams | ‘ ’
& U I

No recent content

Create 2 new document or upload one to get started.

See all My Content —

Waiting for res.cdn.office.net..

Once validated, you are redirected back to Microsoft 365 and are signed in.
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5 Multi-domain configuration

Microsoft Entra (Azure AD) requires a unique SAML IssuerUri for each DNS domain across
all Azure tenants. The IssuerUri is a federation server value, and not a Microsoft 365
application specific value.

Note: If you have only one DNS domain to federate, this configuration is not required.
When setting up multi-domain federation, you must:
« Add additional domain names.
section 5.1, Adding additional domain names
» Make multiple unique IssuerUris.
See section 5.2, IssuerUri format impact.
« Enable multi-domain federation.
See section 5.3, Enable multi-domain federation using PowerShell.
You may also want to:
« Change from a single to multi-domain configuration.

See section 5.4, Changing from a single to multi-domain configuration.
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5.1 Adding additional domain names
To support multiple domains, the actual domain names to be federated must be specified.
You must add, remove, and view the names through the MMC or through the Rest API.

To specify the names through the MMC, in the Multiple DNS Domains section, set the
Enabled option, then list the domains in the text box.

Applications Properties >

Idertity Provider | Signing Certficates  SAML 2.0 Token Settings

Server Settings

IdF Host: |§ewer |
IdP Domain: |authlogicsdem0 com |
TCP Port: 14443 =

QOpenlD Connect Information

Authority LRI hitps://server authlogicsdemo com:14443/dp

Muttiple DNS Domains

] Enabled

Cancel Apply

To specify the names through the API, use the following calls:

* AddIdpDnsName
* RemoveIdpDnsName
®* GetIdpDnsNames

When calling AddIdpDnsName OF RemoveIdpDnsName, yOU must:

« Specify the full DNS name of the domain; for example:

entrademo.com
* Runiisreset for the IdP to read the new configuration.

Note: These API calls require administrator rights.
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5.2 IssuerUri format impact

The default IssuerUri format for the MyID Authentication Server is:
urn:uri:{idp-fgdn-without-dots}
For example:

urn:uri:idpfederationdemocom

|dentity Provider ~ Signing Certfficates  SAML 2.0 Token Settings

|dentity Provider (IdP)

Description: |MyID Identity Provider |
Issuer URI: |um:un':serverauthlogicsdemocom |
Erttity 1D URI:

||.|m:|.|ri:ser\rerauthlogicsdemocom v| =

Single Sign On Service URL:
|hﬂps:f:’server.amhlogicsdemo.com:'l-i-l-iﬂﬁdpr’SAMLa‘SingleS| =]

Single Logout Service URL:
|hﬂps:f:’server.amhlogicsdemo.com:'l-i-l-iﬂﬁdpr’SAMLa‘Singlebl =]

Artifact Resolution Service URL:
|hﬂps:f,-’senrer.amhlogicsdemo.com:1-14-13,-’|dp;’SAMLfﬂrl'rfacﬂ| =]

IdP Metadata URL:
|h'ttps:,-‘,-’server.amhlogicsdemo.com:1-14-13,-’|dp;’SAMLfExport|'v| i

[

OK Cancel Apply

This ensures that each MylD MFA deployment has a unique IssuerUri for each MyID MFA
customer. However, when multiple domains are required to be federated, multiple unique
IssuerUri values are also required.

The Authentication Server automatically generates unique IssuerUri names using the
configured IssuerUri name appended with the specified DNS domains you want to federate.
The resulting format is as follows:

urn:uri: {idp-fgdn-without-dots}:{federated-domain-without-dots}

For example, if acme . com and contoso.com are federated domains with an Authentication
Server having a configured IssuerUri of urn:uri:idpfederationdemocom, the resulting
domain specific URIs are:

®* urn:uri:idpfederationdemocom:acmecom
* urn:uri:idpfederationdemocom:contosocom

You must use these domain specific URIs during each Microsoft 365 configuration.
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5.3 Enable multi-domain federation using PowerShell

Configure the yellow highlighted variables in the following sample script with the values of
your domain and MyID MFA server.

$domain — The DNS domain to federate, which must already be set up in Microsoft 365.
$display — The friendly name shown to users when signing in to Microsoft 365. You are
recommended to use something that is familiar, like your company name.

$issuerUri — The Issuer URI from the SAML 2.0 tab in the Applications Properties
dialog. The default value will be a derivative of your IdP host and domain name. This is
then appended with a colon and the federated domain name without dots; for example:

'urn:uri:ipdfederationdemocom: customdomaincom'’
$signinuUrl — The SAML 2.0 IdP sign-on page URL. The path is fixed; however, the DNS
name must match the public DNS name of the IdP.

$signoutUrl — The SAML 2.0 IdP logout page URL. The path is fixed; however, the DNS
name must match the public DNS name of the IdP.

Scertificate — The Base64 representation of the IdP signing certificate. You can
obtain this value by clicking the copy icon “=I on the Signing Certificates tab of the
Applications Properties dialog or by clicking the Copy Base®64 link at the end of the Add
Application Wizard.

Copy the text from the sample below to a new plain text document and saveitasa .ps1
file.

Configure the yellow highlighted variables in the following sample script with the values of
your domain and MyID MFA server

Add the domain name to the MFA Server using the AddIdpbnsName API call.

Run the script at a PowerShell command prompt to apply the configuration.
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5.3.1 Sample multi-domain PowerShell script
Sdomain = 'federationdemo.com'
Sdisplay = 'Federation Demo'

Sissueruri = 'urn:uri:idpfederationdemocom: federationdemocom'

$signinUrl
'https://idp.federationdemo.com/idp/SAML/SingleSignOnService/
federationdemocom'

$signoutUrl =
'https://idp.federationdemo.com/idp/SAML/SingleLogoutService/

federationdemocom'

Scertificate =
'MIIDGDCCAgCgAWIBAGIQFaTIAImMLiLtJ+wsZtIM2ejANBgkghkiGOwOBAQsFADAL

MROwGwWYDVQQODDBQOQLmMZ1ZGVyYXRpb25kZW1vImNvbTAeFw0yNDAzMDUXNDIONTZa
Fw0zNDAzMDUXNDMONTVaMB8xHTALBgNVBAMMECouZmVkZXJhdGlvbmR1bW8uY29t
MIIBIJjANBgkghkiGIwOBAQEFAAOCAQ8AMIIBCGKCAQEANYJMOIKPv3y4DUiKYPTH
DT9Gi4c/EGOU6bs87h0Mke8TjTVWuHGiD98Mj4glbb/yhk4Lhemt58gtjxdj9+p]
gG380U3dFOn7RMXES6EWK4K1s0l6nrXEG6YtP6EelJPkCNXzzSeoeHPCTSMxplgF
mY/z8f0yI//x/8AmMRI2JfGr43exXCbMjYx4sgr85HOCVdAw2 7uHEKOwOhAPPHt2vg
7BMDAfYj2IisbpVekasIDmXtyhvRFptESJI80gqvmmyTLD85iHMO7aMEL/7vYnl11RQ
CabZbhtrWY14VBAiy/ySngddcadT3KCOVIZOKZxurjXXNJbTHe813sQZ0dP2poJz
tQIDAQABO1AWT jAOBgNVHQ8Baf8EBAMCBaAwWHQYDVRO1BBYWFAYIKwYBBQUHAWEG
CCsGAQUFBWMCMBOGA1UdDgQWBBR2d84eaCTxgzIeXnY41uMia8DkJDANBgkghkiG
9wOBAQsFAAOCAQEACOEinC4t1V80KgsIMxu843e0UqLseOkoClNZbhxM4n3Y9cTP
b90YQLO699802d6tG+DzTCANJeTAM2A9QWpePNuGce SW1FHHXHV/ZuzixA2SS2mn
Avvs9GgP1W/11anMD1mhd4p9F+UOE/KMnn8yo2pYGI/wlwYmOyW3uaDdAQIWS+£Z
ev2n5WeDbQ6Wgk1lOL5j0JPvkiXcXmzhPclogsCvsWCLOOghFxy3buLTplN3Rk4d]
Z2hWyoeU8WjYax2436rfQOx2qYJvgtAD4AMDAzZz]195N28kzGBWr+e00460NzDJ20gc0

rrIzZUyol9Uq]je31NPPyVAzGp+cyrgeROWpMjg=="

New-MgDomainFederationConfiguration -DomainId $domain -DisplayName S$display
-IssuerUri $issuerUri -PassiveSignInUri $signinUrl -SignOutUri $signoutUrl
-SigningCertificate $certificate -PreferredAuthenticationProtocol saml -

federatedIdpMfaBehavior enforceMfaByFederatedIdp | Format-List
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5.4 Changing from a single to multi-domain configuration

To change from a single domain to a multi-domain configuration:
1. Remove the existing federated connection to Entra.
See section 2.3, Removing an existing federation configuration.
2. Add the federated domain names to the MFA server.
See section 5.1, Adding additional domain names.
3. Add the new multi-domain federation configuration.

See section 5.3, Enable multi-domain federation using PowerShell.
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6 Federation without directory synchronization

For federation to work with Entra ID (Microsoft 365 / Azure AD) there must be a specific
mapping between the MFA user account and the Entra ID user account.

In a typical Microsoft hybrid configuration, the Microsoft Entra Connect (Azure ID Connect)
synchronizes the required fields to link the accounts. If Entra Connect is not in place (for
example, in a Managed Service Provider environment) you must map the account attributes
manually.

The following user specific attributes must match in both MFA and Entra ID:
®* NamelID
The Entra user's Immutable ID (OnPremisesImmutableId).

If Microsoft Entra Connect is deployed, the Entra Immutable ID property contains the
Base64 equivalent value of the Active Directory objectGUID property.

Important: Once you have set the Immutable ID value, you cannot change it; that is the
defining feature of immutable 1Ds.

If Microsoft Entra Connect has not been deployed, the Entra Immutable ID property is
empty and must be populated before federation will work for the user.

* IDPEmail

The User Principal Name (UPN) value in Entra; not the email address field (despite the
attribute name being 1pPEmai1). The UPN is typically the same as the email address,
although this may vary.

For further information, see:
learn.microsoft.com/en-us/entra/identity/hybrid/connect/how-to-connect-fed-saml-idp
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6.1 Checking the Entra ID values for a user

You can check the Entra ID values for a user with PowerShell or using the Microsoft Entra
admin center.

6.1.1 Using PowerShell

To view the values stored in Entra for a user, run the following PowerShell script, replacing
the highlighted values for stenant1d and $accountUpn:

StenantId = 'federationdemo.com'
SaccountUpn = 'johnd@federationdemo.com'
Connect-MgGraph -TenantId S$tenantId -Scopes 'User.ReadWrite.All' -NoWelcome

Get-MgUser -UserId SaccountUpn -Property UserPrincipalName,

OnPremisesImmutableId | fl UserPrincipalName, OnPremisesImmutableId
The PowerShell script outputs the user details as follows:
UserPrincipalName : johnd@federationdemo.com

OnPremisesImmutableId : X1vAuhkd70KAAfnfxA6DyA==

6.1.2 Using the Microsoft Entra admin center
To view the values stored in Entra for a user using a browser:
1. Open the Entra ID Users page:

entra.microsoft.com/#blade/Microsoft_AAD _
UsersAndTenants/UserManagementMenuBlade/menuld/

Select the user.
Select the Properties tab near the top.

Locate the User principal name value.

o > o N

Locate the On-premises immutable ID value.
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6.2 Creating an Immutable ID value in Entra

If you have not deployed Microsoft Entra Connect, the user account does not have an
Immutable ID value. If your intention is to configure a hybrid deployment, you must configure
Microsoft Entra Connect to set the Immutable ID value. If you do not intend to configure a
hybrid deployment (that is, you want to remain cloud-only) you must generate and configure
an Immutable ID value in both MFA and Entra.

To generate a new Immutable ID value and view the results in Entra for a user, run the
following PowerShell script, replacing the highlighted values for $tenant1d and

SaccountUpn!:

StenantId = 'federationdemo.com'

SaccountUpn = 'johnd@federationdemo.com'

SnewGuid = [system.guid]::newguid ()

Sbase64 = [system.convert]::ToBase64String(([GUID]$newGuid) .ToByteArray())
Connect-MgGraph -TenantId S$tenantId -Scopes 'User.ReadWrite.All' -NoWelcome
Update-MgUser -UserId $accountUpn -OnPremisesImmutableId $base64

Get-MgUser -UserId S$accountUpn -Property UserPrincipalName,

OnPremisesImmutableId | fl UserPrincipalName, OnPremisesImmutablelId

Important: Once you have set the Immutable ID value, you cannot change it; that is the
defining feature of immutable 1Ds.
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6.3 Adding the Immutable ID to the MFA user account

Use the MFA Server Rest API to get and set the user account EntraID property.

You can specify the value as Base64 or a GUID formats when setting it. When reading the
value, the Base64 version is always returned to allow you to match the value displayed in
Entra.

Note: This API call requires administrator rights.

6.3.1 Active Directory user

An MFA user created on an Active Directory user account automatically has an Entraibd
property, as this is derived from the objectGuID property and cannot be changed. You can
only get the value using the MFA server Rest API; you cannot set it.

If you are using an Active Directory user account that is not synchronized with Entra, extract
the value from the MFA server and configure it on the Entra user account. Do not generate a
random GUID (as above) as the account will never match.

6.3.2 External / Realm user

An MFA user created on an External / Realm based user account has an empty Entraid
property by default. As it is not an actual Active Directory user account, the objectGuID value
is not used. Instead, you can get and set the user's Entra1D property using the MFA server
Rest API, and you can change it if required.
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7 Troubleshooting
This section contains troubleshooting information for situations that may occur when working
with federated access.
These situations are:
« The browser looping between Microsoft 365 and the IdP through redirects.
See section 7.1, Browser redirect loop between Microsoft 365 and the IdP.
« Attempting to use a non-unique IssuerUri value.
See section 7.2, Unique IssuerUri values.
» A signing certificate error.

See section 7.3, Signing cettificate error.
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71 Browser redirect loop between Microsoft 365 and the IdP

Microsoft Entra (Azure AD) and 365 are regularly adding features, changing settings, and
updating security defaults. This may cause problems with federated connections from time to
time.

The security defaults of Entra may interfere with third-party federated access, as Entra tries
to apply Entra MFA security policies which are not being used. This may result in the inability
to access the 365 website after a successful federated logon, including a browser redirect
loop.

To resolve this problem using the Microsoft Entra Ul:

1.

o &~ o N

Go to the following URL:

entra.microsoft.com/#view/Microsoft_AAD_
IAM/TenantOverview.ReactView?Microsoft AAD_IAM_legacyAADRedirect=true

Select the Properties tab.
Scroll down to the bottom and click Manage security defaults.
Select Disabled (not recommended).

Save the settings.

# Security defaukts - Microsoft Ent: X+

& C @ entramicrosoft.com Q® % O @ i
Microsoft Entra admin center [t L ) stevenh@federationde...
FEDERATION DEMO (FEDERATIO.
I Home > :
A Home Security defaults X
| Federation Demo -
X Favorites v _ - Security defauits
add B Mansgetenants (7 Whatsnew T Previewfestures A7 Got feechackr [Gebtes ot recommendedy v
B Identity A -
@ Azure Active Directory is now Microsoft Entra ID. Leam more (2
® A\ With security defauls disabled, your organization is vinerable
1© owniew Overview  Monitoring  Properties  Recommendations  Tutorials e
R users ~ aa e o i s s e
. v o 99.9% of account compromise could be stopped by using
5 Groups o mltifactor authentication, which is a feature that security defaults
Notification language [‘english -] provides,
5 Devices v i Viicrosoft's security te: e £ 80% in compromi
Tenant ID 160c0d/14-6922-40df-af 1c-773151918d17 ) h“m‘:if”j‘:ﬁd:‘h’ﬁ:;"'::;E‘:‘;”° 0% in compromise rate
B Applications ~
Technical contact [ admin@federationdemo.com ]
& Protection v
Global privacy contact [ ]
& identity governance ~
| Privacy statement URL [ |
{8 External Identities v

Access management for Azure resources
++ showmore

Steven Hope (stevenh@federationdemo.com) ¢an manage access to all Azure subscriptions and management groups in this tenant
& Protection v Leam mare =
) Identity governance v

Security defaults

| B Verified ID ~
Security defaults are basic identity security mechanisms recommended by Microsoft. When enabled, these recommendations will b
users will be better protected from common identity-related atacks
Leam more 2
® Permissions Management

nis not protected by security defaults.
curity defaults

]

Learn & support ~

To resolve this problem using PowerShell, run the following script:

Connect-MgGraph -scope 'Policy.ReadWrite.SecurityDefaults,Policy.Read.All’

Get-MgPolicyIdentitySecurityDefaultEnforcementPolicy | Select DisplayName, IsEnabled

Update-MgPolicyIdentitySecurityDefaultEnforcementPolicy -IsEnabled
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Update-MgPolicyIdentitySecurityDefaultEnforcementPolicy -BodyParameter @{isEnabled =
$false}

7.2 Unique IssuerUri values

Microsoft requires a unique IssuerUri for each DNS domain registered in Entra; this applies
across all tenants, not just your own tenant. If you attempt to federate a domain in Entra using
an IssuerUri that has previously been used, may see a PowerShell error similar to:

Unable to complete this action. Try again later.

If you wait and try again as stated, this has no effect. You must make sure your IssuerUri is
unique, or make use of the MyID multi-domain configuration; see section 5, Multi-domain
configuration.
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7.3 Signing certificate error
If, after the MFA login as the browser is redirected back to Microsoft 365, an error occurs
similar to the following:

Sorry, that didn't work.
Please go back to Office.com and try again.

Thanks.

1 Sorry, that didn't work. X +

c 25 microsoft365.com/landingv2 D I L& Incognito (2)

: Sorry, that didn't work.
| Please go back to Office.com and try again.
| Thanks.

This error can be caused by the following:
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» The IdP signing certificate is incorrectly configured.
To resolve this issue:

1. On the Applications Properties dialog, select the Signing Certificates tab, then click
the copy icon "=l to get the Base64 value of the IdP signing certificate.

Applications Properties x
Idertity Provider Signing Certfficates  SAML 2.0 Token Settings

Primary IdP Signing Certificate
Friendly Mame: Authlogics |dP Signing Cert (CN="_authlogicsdemo .
Expiry Date: 07/02/2035 11:06:26

=] Certificate Information Browse...

Secondary |dP Signing Certificate
Friendly Mame:
Expiry Date:

=] Certificate Information Browse...

Certfficate Management

Swap the Primary and Secondary Certificates.

Cancel Aoply

2. Run the following PowerShell command:

PS C:\> Get-MgDomainFederationConfiguration -DomainId

'federationdemo.com' | select SigningCertificate
The PowerShell returns the signing certificate:
SigningCertificate

MIIDGDCCAgCgAWIBAGIQFaTIAImLiLtJ+wsZtIM2ejANBgkaghkiGOwOBAQsFADAfMROwW
GwYDVQODDBQQLmMZ1ZGVyYXRpb25kZW1vLmNvbTAeFw0OyNDAZMDUXNDIONTZaFw0zNDAzZ
MDUxNDMONTVaMB8xHTAbBgNVBAMMFCouZmVkZXJhdGlvbmR1bW8uUY29tMIIBIJANB. ..

3. Check that the result returned from the PowerShell script is the same as the Base64
you obtained from the Applications Properties dialog.

If the results are not the same, this means that Entra is configured to use a different
certificate to the IdP. Ensure the IdP is using the correct signing certificate (not to be
confused with the SSL certificate), then configure Entra to use the correct Base64
value.

« The MFA authentication server's time or timezone is incorrect.

If the time or timezone on the authentication server is incorrect, the signing of the SAML
information is carried out at an invalid time.

To resolve this issue, set the time and timezone to the correct settings.
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