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Introduction

|Z Note

MyID MFA and MyID PSM were previously known as Authlogics products.
Authlogics is now an Intercede Group company and the products have been
rebranded accordingly.

The term ‘Authlogics’ may still appear in certain areas of the product.

Microsoft support federated access to 365 recoures via SAML 2.0 and WS-Fed federation
protocols. This document will detail the steps required to configure MylD MFA 5.0 federation
with Microsoft 365 using SAML 2.0.

MyID FMA natively supports SAML 2.0 and does not require ADFS for integration.

Prerequisites

This document does not detail how to setup a hybrid environment with Microsoft 365, this
must already be in place. Specifically, the following must already be in place:

e Microsoft 365 tenant in “Managed” state (e.g. not currently federated)
e MSOnline PowerShell Module
e Directory synchronization (e.g. Azure AD Connect)
e EntralD logon (e.g. via on-prem password sync)
e MylD MFA Server deployed
o MFAusers configured and tested (e.g. using Self Service Portal)
o Public DNS entry for the IdP
o Public SSL certificate configured on MFA Server matching DNS entry
o Inbound SSL access to MFA server from the Internet

Powershell

The MSOnine PowerShell module is required for steps in this document. The module can be
installed by running the following command at an administrator PowerShell prompt.

PS C:\Users\administrator\Desktop> Install-Module MSOnline -Force
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Verify the current federation configuration

Ensure that the Office tenant is not already setup to use another federation server. Connect to
MS Online and check the domain status is “verified” and “managed” by running the following
commands:

PS C:\Users\administrator\Desktop> Connect-MsolService
Get-MsolDomain

Name Status  Authentication
federationdemo.onmicrosoft.com verified Managed
federationdemo.com ) verified Managed
federationdemo.mail.onmicrosoft.com Verified Managed

Removing an existing federation configuration

To remove and existing federation configuration and set the authentication in Entra back to
Managed run the following command:

PS C:\Users\administrator\Desktop> Connect-MsolService ) )
Set-MsolDomainAuthentication -DomainName federationdemo.com -Authentication Managed

E’f Note

This may take up to two hours to fully take effect in Entra (Azure AD), even if
the PowerShell commands show that the configuration has been changed..

Verify the Entra (Azure AD) default domain

Microsoft Entra (Azure AD) does not allow the default domain to be federated. If you want to
setup the domain federationdemo.com. To verify that the domain you want to federate with is
not the default domain run the following command:

PS C:\Users\administrator\Desktop> Connect-MsolService
Get-AzureADDomain | select Name, AuthenticationType, IsDefault

Name AuthenticationType IsDefault
federationdemo.onmicrosoft.com Managed

federationdemo.com ) Managed False
federationdemo.mail.onmicrosoft.com Managed False

If the domain you want to federate with is the default domain you can set the onmicrosoft.com
(or another) domain as the default by running the following command:

PS C:\Users\administrator\Desktop> Connect-MsolService

Set-AzureADDomain -Name federationdemo.onmicrosoft.com -IsDefault $true
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Switching from WS-Fed vs SAML2

Microsoft 365 supports both SAML2 and WS-Fed federation protocols. The only Microsoft
PowerShell command that allows the setting of the protocol to SAML2 is Set-
MsolDomainAuthentication. While Set-MsolDomainFederationSettings can set many federation
properties it cannot set the protocol to SAML2.

Furthermore, this command will only work for a domain that is not already federated, thus to
change from WS-Fed to SAML2 you must first disable federation for the domain by making it
“Managed”. See the Removing an existing federation configuration section above.

DNS and SSL

The MyID MFA server will require a publicly trusted SSL certificate. The DNS name in the
certificate must resolve to the MyID MFA server on the Internet. Network firewalls must allow
TCP port 443 from the Internet to the MyID MFA server.
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Adding the Microsoft 365 Application

Open the MyID MMC to add an Application.

1. Start the Add Application Wizard.

@) Add Application Wizard X
_——
e’ Welcome to the Add Application
Wizard

This Wizard will allow you to add a new federated Application for
strong authentication and authorisation.

To continue, click Next.

\

<Back [ Net> ]| Cancd |

2. Click Next.

@) Add Application Wizard X
Application Information
General information for the new Application

Provide a name and select the type of Application. You can choose a buit in Application, or
setup a generic OpenlD connect or SAML 2.0 Application.

Aop Type: IR v
Name:  [Microsoft 365 |

[ Enabled

<Back |[ Net> | | Cancel |

3. Select Microsoft 365 from the list and enter a custom name if required.

Click Next.

) Add Application Wizard X
Authentication Options
Select the requied authentication options.

Intemal Authentication

Logon technology: [Automatic v

Alow Deviceless MFA
Enable Passwordless MFA
[ Allow any user MFA technology

Password reset via:  SMS/Tedt  []Email

<Back |[ Net> | | Cancel |

4. Select the required logon technology and authentication options.

Click Next.
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() Add Application Wizard X
Aoply the configuration?
Are you ready to apply the settings?

The Add Appiication Wizard has gathered al the inforation required to add the new

Microsoft 365 Application

Click Next to apply the configuration changes

SAML 2.0 Summary.
Host: https://idp federationdemo.combidp
1dP Signing Certficate
Cooy Basefd
< Back Mext > Cancel

5. Confirm the Host configuration information.
Click Copy Baseb4 to copy the baseb4 signing certificate information to the clipboard.

Click Next.

() Add Application Wizard
Add Application Configuration @

Authertication Server is updating the Application data

Update Progress...
| Adding new Application... Done

<Back Cancel

6. Click Finish.

The MyID side of the Microsoft 365 configuration is now complete.
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Enabling Federation

The Microsoft 365 side of the configuration is done using PowerShell commands. To simplify
the process a custom PowerShell script will be configured with the settings for your
environment. When the PowerShell script is run it will configure Microsoft 365 to use the
MyID MFA Server for federated authentication.

Configuring the PowerShell Script

Configure the yellow highlighted variables in the following sample script with the values of
your domain and MyID MFA server.

e $dom = The DNS domain to federate which must already be setup in Microsoft 365.

e $brand = The friendly shown to users when signing in to Microsoft 365. We
recommend that customers use something that is familiar to them, like their company
name.

e $name = The SAML 2.0 IdP name from the Applications properties tab in the MMC.
“https://IdentityProvider”isthe default value and can be used.

e  $url=The SMAL 2.0 IdP signon page URL. The path is fixed, however the DNS name
must match the public DNS name of the IdP.

e $logouturl = The SMAL 2.0 IdP logout page URL. The path is fixed, however the DNS
name must match the public DNS name of the IdP.

e $cert = The base64 representation of the IdP signing certificate. This value can be
obtained by clicking the Copy64 link on the Application Properties tab or at the end of
the Add Application Wizard.

N

Copy the text from the sample below to a new text document and save it as a.ps1 file.

8. Configure the yellow highlighted variables in the following sample script with the
values of your domain and MyID MFA server

9. Runthe script at a PowerShell command prompt to apply the configuration.

Sdom = “federationdemo.com”
Sbrand = “Federation Demo”
Sname = “https://FederationDemo”

Surl= “https://idp.federationdemo.com/idp/SAML/SingleSignOnService”
Slogouturl=
“https://idp.federationdemo.com/idp/SAML/SingleLogoutService”
Scert=
“"MIIDGDCCAgCgAWIBAGIQFaTIAImLiLtJ+wsZtI9M2ejANBgkaghkiGOwOBAQSFADAT
MROwGwYDVQQODDBQQLmMZ 1 ZGVyYXRpb25kZW1 vImNvbTAe Fw0OyNDAZzMDUXNDIONTZa
Fw0zNDAzMDUxXxNDMONTVaMB8xHTALBgNVBAMMFCouZmVkZXJhdGlvbmR1bW8uY29t
MIIBIJjANBgkghkiGIwOBAQEFAAOCAQS8AMIIBCGKCAQEANYJMO1KPv3y4DUiKYPTH
DT9Gi4c/EGOU6bs87h0Mke8Tj TVWUHGiDI8M]4qLbb/yhk4LHemt 58gtjxdj 9+p7
gG380U3dFOn7RMXES6EWK4K1s01l6nrXEG6YtP6EelJPkCNXzzSeoeHPCTSMxplgF
mY/z8f0yI//x/8AmRI2JfGr43exXCbMjYx4sgr85HOCVdw2 7uHEK9wOhAPPHE2v
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7BMDAfYj2IisbpVekasIDmXtyhvRFptESJI80qvmmyTLD851iHmO7aMEL/7vYnll1RQ
CgbZbhtrWY14VBAiy/ySngddcaJT3KCOVIZOKZxurjXXNJbTHe81i3sQZ0dP2poJZ
tQIDAQABO1AWT jJAOBgNVHQB8BATf8EBAMCBaAWHQYDVRO1IBBYWFAY IKwYBBQUHAWEG
CCsGAQUFBWMCMBOGA1UdDgQWBBR2d84eaCTxgzIeXnY41uMia8DkJIJDANBgkghkiG
9wOBAQSFAAOCAQEACOEIinC4t1V80Kgs9MXu843e0UgLseOkoC1INZbhxM4n3Y9cTP
b9QYQLO69g802d6tG+DzTCANJeTAM2A9QWpePNuGceSW1FHHXHV/ZuzixA2SS2mn
AVvs9GgP1W/11anMD1Imhd4p9F+UOE/KMnn8yo2pYGI /wlwYmOyW3uaDdAQ1WS+£fZ
ev2n5WeDbQ6WGk10L5j0JPvkiXcXmzhPclogsCvsWCLIOGhEFxy3buLTplN3Rk4d ]
Z2hWyoeU8WjYax2436rfQx2qYJvgtAD4MDAZz195N28kzGBWr+e00460NzDJ20Gc0
rrI1ZUyol9Uqg]je31NPPyVAzGp+cyrgeRQWpMjg=="

Connect-MsolService

Set-MsolDomainAuthentication -DomainName S$dom -Authentication Federated
-SupportsMfa 1 -FederationBrandName S$brand -PassiveLogOnUri S$Surl -
SigningCertificate S$Scert -IssuerUri S$name -LogOffUri S$logouturl -

PreferredAuthenticationProtocol Samlp

Further information relating to the Set-MsolDomainAuthentication PowerShell command can
be found here: https://learn.microsoft.com/en-us/powershell/module/msonline/set-
msoldomainauthentication?view=azureadps-1.0

PS C:\Users\administrator\Desktop> Connect-MsolService

$dom = “federationdemo.com”

$name = “https://IdentityProvider”

$url= “https://idp.federationdemo.com/idp/SAML/SingleSignonService”

i]ogoutur]: “https://idp.federationdemo.com/idp/SAML/SingleLogoutService”

cert=
“MIIDGDCCAgCgAWIBAgIQFaTIAlmLiLtJ+WSZt9M2ejANngqhk1G9WOBAQSFADAfMROWGWYDVQQDDBQqu
Z1zGVYyYXRpb25kzwlvLmNvbTAe FWOYNDAZMDUXNDIONTZaFw0zNDAZMDUXNDMONTVaMB8xXHTAbBgNVBAMMF
couzmVkzXJhdG1vbmR1bw8uY29tMIIBIjANBgkghkiGOWOBAQEFAAOCAQSAMIIBCgKCAQEANYjMO1KPV3y4
DU1KYPTHDT9Gi4c/EGOUb6bs8jhOMke8TjTVWUHGT1D98Mj4qLbb/yhk4LHemt58gtjxdj9+pjgG380U3dFOn
7RMXES6EWK4K1s016nrXEG6YtP6Ee]IPkCNXZzzSeoeHPCTSMxplgFmY/z8f0yI//x/8AmRI2]fGr43exXcCh
MjYx4sgr85HOCVdw27uHEKOWOhAPPHt2v(q7BMDATYj2I1isbpvekasIDmXtyhvRFptESI80qvmmyTLD857Hm
07aME1/7vYn11RQCgbzbhtrwY14VBAiy/ySnqldcalT3KCOVIZOKZxurjXXNIbTHe813sQz0dP2polztQID
AQABO1AWTjAOBgNVHQ8BAT8EBAMCBaAWHQYDVRO1BBYWFAYIKwYBBQUHAWEGCCSGAQUFBWMCMBOGA1UADgQ
WBBR2d84eaCTxgzIeXnY41luMia8DkIDANBgkghkiGO9wOBAQSFAAOCAQEACOETNC4t1V80Kgs9IMXu843e0uq
LseOkoCINZbhxM4n3Y9cTPb9QYQLQ6998Q2d6tG+DZzTCANIeTdM2A9QWpePNUGCceSW 1 FHHXHV/ZuziXxA2SS
2mnAVVs9GgP1w/11anMD1mhd4p9F+UOE/KMnn8yo2pYGI/wiwYmOyw3uaDdAQlwS+fzev2n5wWcDbQbwGk10
L5j03PvkiXcxXmzhPclogsCvswWCLI0GhFxy3buLTpIN3Rk4djz2hwyoeU8wjYax2436rfQx2qYIvgtAD4MDA
z195N28kzGBWr+e00460NzDJ20GcO0rrIzuyol9uqjje3 1NPPYyVAZGp+CyrqeRQWpMjg=="
Set-MsolDomainAuthentication -DomainName $dom -Authentication Federated -
SupportsMfa 1 -FederationBrandName $dom -PassiveLogOnUri $url -SigningCertificate
$cert -Issueruri $name -LogOffuri $logouturl -PreferredAuthenticationProtocol Samlp
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Verify the configuration

PS C:\Users\administrator\Desktop> Connect-MsolService
$dom = “federationdemo.com” ) )
Get-MSolDomainFederationSettings -DomainName $dom | Format-List *

ExtensionData

System.Runtime.Serialization. Extens1onDataobJect

ActivelLogonuri :
DefaultInteractiveAuthenticationMethod :

FederationBrandName : federationdemo.com
Issueruri : https://IdentityProvider
Logoffuri :

https://idp.federationdemo. com/1dp/SAML/S1ng1eLogoutServ1ce
MetadataExchangeurii

NextSigningCertificate

OpenIdConnectDiscoveryEndpoint

PassivelLogonuri

https://idp.federationdemo. com/1dp/SAML/S1ng1eS1gn0nServ1ce
Passwordchangeuri

PasswordReseturi :
PreferredAuthenticationProtocol : Samlp

PromptLoginBehavior :

SigningCertificate
MIIDGDCCAgCgAWIBAgIQFaTIAlmL1LtJ+WsZt9M2e]ANngqhk1G9WOBAQSFADAfMROWGWYDVQQDDBQquZ
1zGVyYXRpb25kzWlvLmNvbTAe FWOyNDAZMDUXNDIONTZaFwOzNDAZMDUXNDMONTVaMB8xHTAbBgNVBAMMFC
ouzmvVkzx3hdG1vbmR1bw8uY29tMIIBIjANBgkghkiGIwOBAQEFAAOCAQSAMIIBCYKCAQ

EANnYjMO1KPVv3y4DUiKYpPTHDTIGi4c/EGOU6bs8jhOMke8TjTVWUHGi1D98Mj4qLbb/yhk4LHemt58gtjxdj9
+pjgG380U3dFON7RMXESGEWK4AKTs016nrXEG6YtP6Ee1IPKCNXZZzSeoeHPCTSMxplgFmY/z8f0oyI//x/8Am
RI2JIfGr43exxXCbMjyYx4sgr85HoCvVdw27uHEKOWOhAPPHt2vq7BMDATYj211isbpvekas]

DmXtyhvRFptESJI80qvmmyTLD85iHMO7aMEL/7vYn11RQCgbzbhtrwy14VBAiy/ySnqldcalT3KCOVIZOKZX
urjXxxNJbTHe81i3sQz0dP2poJ]ZtQIDAQABOIAWT jAOBgNVHQ8BAT8EBAMCBAAWHQYDVROTBBYWFAYIKWYBBQ
UHAWEGCCSGAQUFBWMCMBOGA1UdDgQWBBR2d84eaCTxgzIeXnY41luMia8DkIDANBgkghk

1G9WOBAQSFAAOCAQEACOEinC4t1V80Kgs9IMXu843e0UgLse0koCTNZbhxM4n3Y9cTPbIQYQLQ6998Q2d6tG
+DzTCAnJeTdM2A9QWpePNuGceSW1FHHXHV/ZuzixA2SS2mnAVvs9GgP1w/11anMD1mhd4p9F+UOE/KMnn8y
02pYGI/wlwYmOyw3uabdAQlwS+fzev2n5wcDbQ6wGk10L5j0IPvkiXcXmzhPclogsCvs

WCL90GhFxy3buLTpIN3Rk4djz2hwyoeU8wjYax2436rfQx2qYIvgtADAMDAZT95N28kzGBWr+e00460NzDJ
ZOGcOrrIZUy019UqJJe31NPPyVAsz+cyrqeRQWpMJg

SigningCertificateUpdateStatus :

SupportsMmfa : True
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Testing Federation
1. Totestthe federation setup go to https://portal.office.com and signiin.

B Microsoft

Signin

2. Enter your Account name.

2% Microsoft

Taking you to your
organisation's sign-in page

3. Wait while Microsoft redirects you to the MyID MFA logon page.
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Login

stevenh@federationdema com

4. Confirm your account name.

Login

Qne Time Code

5. Enter your MFA details based on the configuration. This example uses Passwordless &
Deviceless Grid authentication.
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Welcome to Microsoft 365

/

Quick access -
m (© Recentlyopened 88 Shared (Y Favourites -+ T uplosd = 3

6. Once validated you are redirected back to Microsoft 365 and are signed in.

Troubleshooting

Microsoft Entra (Azure AD) / 365 are regularly adding features, changing settings and
updating security defaults. This may cause problems with federated connections from time to
time.

The “security defaults” of Entra may interfere with 3 party federated access as it tries to
apply Entra MFA security policies which are not being used. This may result in the inability to
access the 365 website after a successful federated logon, including a browser redirect loop.
To resolve this problem:

1. https://entra.microsoft.com/#view/Microsoft AAD IAM/TenantOverview.ReactView?
Microsoft AAD_IAM legacyAADRedirect=true

Select Properties tab

Scroll down to the bottom and click Manage security defaults.

Select Disabled (not recommended)

Save the settings.

A S
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B Security defaults - Micro

«

C & entramicrosoftcom

Microsoft Entra admin center

P Search reso

|
# Home

Federation Demo
* Favorites “
> ~
irectory soft Entra ID.
R Monitoring  Properties Tutorials
8 uses - I T B
2 ao v
® Groups Matification language
B Devices v ;
| Tenant ID
B applications W
Technical contact admin O federationdem:
| B Protection .
Global privacy contact
| Privacy statement URL
v
Access management for Azure resources
Shaw mare
roups in this tenant
2 Protection ~
® o
E) identity governance v
Security defaults
| B Verified ID ~
sms recommen . When enabled, these rec Ib
elated attac
#  Permissions Management
B Leam & support ~

Cance!

Discard

www.intercede.com | info@intercede.com | +44(0)1455 558 111| +1 888 646 6943

Page 14



