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Introduction

Authlogics Authentication Server is a multi-factor authentication system which provides:

e Token and tokenless, device and deviceless Multi-Factor Authentication.
e Mobile Push Authentication.
e NIST 800-63B compliant Password Security Management solution.
e Self-service password reset and unlocking.
e Web Service APl and RADIUS interfaces for connectivity.
e Multiple Authentication technologies:

o PINgrid - Pattern Based Authentication

o PINphrase - Random Character Authentication

o PINpass - OATH (TOTP) Compliant Authentication

o YubiKey - Yubico YubiKey hardware token support

Considerations

System Requirements
The supported operating systems for Authlogics Authentication Server are:

Windows Server 2022 *
Windows Server 2019
Windows Server 2016
Windows Server 2012 R2

|Z Note: Windows Server 2022 Update Requirement

The Authlogics Reporting Dashboard requires the update
from Microsoft KB5023705, or latest Windows Updates,
on Windows Server 2022 due to a known OS issue listed
by Microsoft as “This update addresses an issue that affects the Get-

WinEvent cmdlet. It fails. The system throws InvaIidOperationException".

Minimum .NET Framework version: 4.8

The hardware requirements for Authlogics Authentication Server are:

Minimum Recommended
CPU Dual Core 1.2 GHz Quad Core 2.5 GHz
RAM 4Gb RAM 8Gb RAM
Disk Single Disk Dual Disk
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Rights and Permissions
Local administrator rights are required to perform the binary installation process of the
Authlogics Authentication Server on Windows Server.

The Directory Configuration Wizard requires either:
e Enterprise Adminrights
or

e Domain Admin rights on the domain of which the Authentication server is a
member, and

e Domain Admin rights on each domain containing user accounts which will be
used with Authlogics.

Once the Directory Configuration Wizard is complete an administrator will need to be a
member of the Authlogics Administrators group and have local administration rights on the
member server.

Password Breach Databases
Authlogics has 3 versions of its Password Breach Database:

(1) Offline Password Breach Database (Min)
e Included with Authlogics Authentication Server containing the top 1 million
breached passwords.
¢ Infrequently updated.
(2) Offline Password Breach Database (Full)
e Aseparate download containing over 2 billion breached passwords.
e Infrequently updated.
(3) Cloud Password Breach Database
e AnlInternet hosted database containing over 5 billion breached credentials.
e Regularly updated.

The Authlogics Authentication Server includes an Offline Password Breach Database of the
top 1 million most often breached passwords. This can reduce the reliance on Cloud Password
Breach lookups. If a password is not found in the Offline Password Breach Database then,
unless disabled by policy, the Authlogics Cloud Password Breach Database will also be
checked.

A full Offline Password Breach Database containing over 5 billion breached passwords is
available as a separate addon download from https://authlogics.com/downloads/. When the
full database is installed it may be possible to disable Cloud Password Breach Database
lookups.
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|Z Note

The Authlogics Cloud Password Breach Database is regularly updated
whereas the Offline Password Breach Database is not. Unless a fully offline
solution is required Authlogics still recommends leaving Cloud Password
Breach Database lookups enabled to ensure that the most recent entries
are being checked.

High Availability
Authlogics is designed for multiple deployment sizes, topologies and configurations.

High availability is achieved by ensuring that there are multiple instances of the user database
and the authentication server.

To ensure the user database is highly available there must be multiple Domain Controllers in
each domain. Active Directory automatically replicates the domain information to all DC’s in
the domain, including Authlogics data.

To ensure high availability of the Authlogics Authentication servers, simply install multiple
instances on separate servers which are members of the same AD Forest. Each server will use
standard Windows mechanisms to locate and work with the most appropriate Domain
Controller, or DC’s and GC'’s can be manually specified. Each server can be addressed
separately as a Primary/Secondary configuration, e.g. RADIUS1 and RADIUS2, or they can be
clustered via the built-in Windows Network Load Balancing and treated as a single entity.

Database Backup & Restore

All user metadata is stored in Active Directory and no data is stored on the local server. All
Authlogics data is automatically backed up along with Active Directory when you perform a
standard AD backup.

A server can be recovered simply by reinstalling from the ground up and the new installation
will be re-attached to the existing data in the AD and will continue functioning as before.
Exceptions to this include and custom changes to the web Ul and NPS (RADIUS) policy
changes.

Developers
For developer-specific information regarding the Web Services Application Programming
Interface (WSAPI) please see the Authlogics Authentication Server Developers Guide.

Language Requirements

Authlogics Authentication Server is compatible with multi-lingual versions of Windows Server;
however, it is only available in English. Product support and documentation are also only
available in English.

Elements of the Microsoft Management Console (MMC) will show in the language of the
server, e.g. “Ok” buttons, however, Authlogics specific text is in English only.
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Internet Connectivity

The Authlogics Authentication Server requires Internet Access for certain functionality. The
majority of required connectivity is outbound to the Internet and all URL’s are bound to the
authlogics.com DNS domain for easier management. Not all access is required as this will
depend on the chosen product functionality.

Mobile Push Authentication

When using Mobile Push authentication for MFA , the Authlogics Authentication Server will
require outbound Internet access to the following destination (depending on the capabilities of
the network firewall):

o DestinationURL: https://*.ccp.authlogics.com/api/*
e Host: *.ccp.authlogics.comonport 443

|Z Note

Devices running the Authlogics Authenticator app will also require access to
the above URL. While this would normally be available when they are
connected to GSM / public networks, they may require explicit access when
on corporate Wi-Fi.

Password Breach Database

When using Password Security Management and the Authlogics Cloud Password Breach
Database lookups are enabled, the Authlogics Authentication Server will require outbound
Internet access to the following destination (depending on the capabilities of the network
firewall):

e Destination URL: https://passwordsecurityapi.authlogics.com/api/*
e Host:passwordsecurityapi.authlogics.comonport443

|Z Note

Domain Controller Agents do not require direct access to the Internet as they
perform lookups via the Authentication Server. However, there is a GPO
setting to enable Internet access as a fallback, and if enabled, Internet
access will be required.

Licencing

Unless an offline licence has been provided, the Authlogics Authentication Server will require
outbound Internet access to the following destination (depending on the capabilities of the
network firewall):

e DestinationURL: https:// licencing.authlogics.com/api/*
e Host:licencing.authlogics.comonport 443

= Warning

If access to the licencing URL is not available the licence may fail and the
Authentication Server may cease to function.
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External Access Server (Windows Desktop Agent)

When using the Windows Desktop Agent (optional) configured with an External Access Server
the Authlogics Authentication Server will require inbound access from the Internet to the
External Access Server instance of the Authentication Server on port 14444 (by default):

External Access Server role is a separate IS site on the Authlogics Authentication Server
hosting a limited API set to support the Windows Desktop Agent and runs on a separate port
to the rest of the server. It is recommended that the Windows Desktop Agents are configured
to use port 443 to ensure good connectivity over the Internet. To facilitate this a reverse proxy
/ port translator should be used to redirect external 443 traffic to the internal port 14444,
Alternatively, the External Access Server |IS instance can be configured within IS Manager to
use port 443 on a separate |IP address.
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Licensing

Authlogics solutions are licensed on a per-user basis with each user requiring a licence. A
licence must be installed onto each instance of an Authlogics Directory. Contact
licencing@authlogics.com for any licencing enquires.

To install an Authlogics licence simply run the Licence Configuration Wizard within the
Authlogics Authentication Server Management Console.

Licence functionality
The functionality available in the Authlogics Authentication Server will depend on the type of
licence(s) that are installed. All solution features are broken down into two licence types:

e Password Security Management (PSM)
e Multi-Factor Authentication (MFA)

A product key or licence is issued for each licence type.

IZ Note

For detailed information on the licence types please refer to the licence
agreement document embedded within the installation package.

Evaluation licence

Authlogics is available for trial use for an unlimited number of users with a 30-day time-limit.
An evaluation licence can be requested and installed instantly via the Licence Configuration
Wizard.

Free licence
Authlogics solutions are available free of charge for up to 10 users with no time limit. A free
licence can be requested and installed instantly via the Licence Configuration Wizard.
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Design and Deployment Scenarios

Authlogics Authentication Server is an enterprise-class solution scaling from stand-alone
single instance installations to highly availability multi-master Active Directory-integrated
deployments. A single Authlogics server can support multiple Active Directory Domainsin a
single forest and the server can be a member of any domain within the forest. User accounts
can be AD user accounts or external accounts which do not have an AD user account.

A variety of authentication tokens can be used with the Authlogics Authentication Server
including SMS/Text message, email, offline OTP (pattern or OATH), Mobile Push, biometrics
and YubiKey hardware tokens.

Authlogics Authentication Server has been designed to integrate with a multitude of remote
access solutions and applications. The core of Authlogics is the Authentication Server which
provides a Web APl and a RADIUS interface. Authlogics also provides agents for various 3™
party systems to allow for direct integration, e.g. Windows Desktop, Active Directory
Federation Services, Exchange Server etc.

Any remote access concentrator or application that can interact with Web Services (SOAP,
HTTP Get or HTTP Post) or RADIUS will be able to communicate with the Authentication
Server. Integration guides and sample code are also provided for common deployments to
assist with the integration into 3™ party systems.

Authlogics Authentication Server is also a complete NIST 800-63B compliant password policy
and management solution for Active Directory. It can ensure that users are not using known
breached or shared passwords in real-time, as well as with retrospective checking and
automatic remediation.

The Authlogics Authentication Server Management console utilises Microsoft Management
Console technology. Administration rights are granted via roles which are typically mapped to
Active Directory groups.

For high-availability deployment scenarios with numerous users, user information can be
stored across multiple domains in an Active Directory forest. Multiple Authlogics servers can
be deployed within an Active Directory forest for multiple points of presence, or in the same
location with built-in Network Load Balancing for full HA.
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Mobile Push Authentication

Overview
Authlogics Mobile Push MFA has been designed to work seamlessly when online or offline, and
does not rely on Microsoft, Apple & Google for timely delivery.

If the user is offline they can simply enter the short alpha-numeric OTP generated by the same
Authlogics Authenticator App they use when they are online.

Authlogics Mobile Push MFA Logon Process Flow

> . -
High

1a. Send Auth Challenge— Availability

6. Reply Auth Response—#»

Authlogics Authlogics
Authenticator App Server #1 Server #2
4. Verify User 7. Response
Validated

Public Push Networks

App notifications via Microsoft, Apple & Google Public Push Networks can be unreliable and
they are not a guaranteed delivery service. Authlogics does not rely on Public Push Networks
for core functionality and as such no authentication data or sensitive information is contained
within the Public Push Networks notification.

If the Public Push Networks are functioning as expected it creates a better user experience,
however, if not then the user can simply load the Authenticator App themselves and still login
as normal.

Passwordless MFA

Mobile Push

Mobile Push MFA is most commonly deployed as a passwordless authentication solution,
however can also be used in conjunction with a password if required. This can be connected to
applications via RADIUS, Web API or various agents including for Windows Desktop Logon.

Passwordless for Windows

The Authlogics Windows Desktop Agent allows users to logon to Windows without having to
enter their Windows password. This form of Passwordless logon is achieved by storing the AD
Password in a Secure Password Vault which is seamlessly delivered to the Windows desktop
on the user’s behalf when logging on. Logging onto Windows in this way ensures compatibility
with existing Windows applications that rely on Active Directory credentials. Passwordless
logon is disabled by default and can be enabled by setting the “Enable Passwordless
functionality to remove the Active Directory password for logon” group policy option on the
Windows Desktop Agent.
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For a detailed breakdown of the Passwordless process see the Passwordless workflows section
later in this document.

The Authlogics Server Password Vault

The Authlogics Authentication Server uses Active Directory as a database, as such all of its
datais physically stored on the Domain Controllers, including the Server Password Vault. The
Password Vault is disabled by default and must be explicitly enabled before use.

During the Authentication Server installation, a unique certificate is generated with an RSA
2048bit key pair which is used to encrypt the password data. This certificate can be replaced at
any time by running the Certificate Configuration Wizard on the server which will re-encrypt
the data with the new certificate key pair. The Authlogics Password Vault information can only
be decrypted if the certificate’s private key is available.

The Windows Desktop Agent

The Windows Desktop Agent is designed run on a Windows desktop/server machine to
provide Multi-Factor Authentication security and Passwordless logons. The agent is fully
managed and deployable via Active Directory group policy for easy and granular
administration.

The agent can work in an offline scenario for when there is no connection available to the
Authentication Server.

See the Authlogics Windows Desktop Agent Integration Guide for further information.

Authlogics Windows Desktop Password-less logon process

First Online Logon

Uger

(1) User enters One Time Code (OTC)
& AD Password

(3) Server Processes and verifies l
the OTC Y

»
(2) The OTC is sent to server o |' Server Key

(6) Server verifies the username and
P

password With Active Directory
Authlogics Authéntication Server

(7) Server Encrypts Password Desktop Key

with Server Public Key <

(4) OTC validation result returned to Desktop
>

(9) Desktop encrypts password (5) Desktop sends AD password to the server
with Desktop Publickey | M e

Window1 Desktop

(8) Server saves encrypted password
to the Password Vault

(10) Desktop saves encrypted
password to the Offline Cache

Authlogics Server Domain ¢ontro|ler
Password Vault

Offline Cache

(11) OS authenticates user with
Active Directory as normal
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Authlogics Windows Desktop Password-less logon process
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Authlogics Windows Desktop Password-less logon process
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The Domain Controller Agent

The Domain Controller Agent is a lightweight service designed to capture password changes
made on the Windows Domain, process them against policy to see if they comply, and store
them securely in the Authlogics Server Password Vault. This ensures that all new passwords
comply with the latest NIST SP 800-63 guidance and it keeps the AD password database and
the Authlogics Server Password Vault in sync at all times regardless of which mechanism is
used to change/reset an AD password. Administrators can use DC Agent to ensure that
passwords used within the environment are unique and prevent users from sharing passwords
internally.

Authlogics Active Directory Password-less
AD password change capture

(1) User performs a password change as normal
or an administrator resets a users password
_____________________________ )

(4) Server encrypts password with
the Server Public Key

|' Server Key

(3) DC Agent sends AD
password to the server

(5) Server saves encrypted password
to the Password Vault

Y \?*
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Active Directory Permissions
The following groups will be created in the Windows Domain selected when first running the
Directory Configuration Wizard. Members of the Enterprise Admins and Domain Admins
group ALWAYS have full access to Authlogics independently of these groups. This behaviour
cannot be changed due to the Active Directory security model whereby members of these
groups always can take ownership of any object and change its permissions.

Group Name

Authlogics
Administrators

Authlogics Operators

Authlogics Servers

Type

Universal
Group

Universal
Group

Universal
Group

Note

Members

{Installation user account}

{no members by default}

{Authlogics server account}

Member
Of

Builtin
Administrators

{no member of}

Builtin
Administrators

Authlegics

Provides access to...

Full admin access to the MMC
and
Web Management Portal.

Limited admin access only via
the
Web Management Portal.

Full access to directory info.

The Built-in Administrators group has full administrator access on Domain
Controllers and the Active Directory. Unlike the Domain Admins group, the
Built-in Administrators group does not have administrator access to any
member servers in the domain as it is a Domain Local security group.

For information regarding granular application of rights within AD please contact
support@authlogics.com

For further information about AD groups and permissions see https://docs.microsoft.com/en-
us/windows-server/identity/ad-ds/plan/security-best-practices/appendix-b--privileged-

accounts-and-groups-in-active-directory
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External Access Server role for Windows Desktop Agent

The External Access Server role is an optional component on the Authlogics Authentication
Server which runs on a dedicated port and |IS web site. It is designed to be Internet facing to
provide connectivity to the Windows Desktop Agent without exposing access to the Self
Service Portal and main Web API. The role is installed during the server installation and can be
configured to use a different SSL certificate to the Self Service Portal if required.

Itis recommended to use a reverse proxy server or SSL capable firewall to allow Internet
access to the External Access URL of the Authlogics Authentication Server.

[

PC with Authlogics Windows Firewall / '
Desktop Logon Agent Authlogics
Reverse Proxy Authentication Server
> >
> >
Connect to External Access Filter traffic for URL Connect to Authlogics Authentication Server
Server address https://external.mycompany.com:443/ on https://server.mycompany.com:14444/
external.mycompany.com:443 services/ services/
4 | Note

Authlogics Desktop Agents older than version 4.1.3200.0 are unable to use
the dedicated External Access Server role and must be configured to
connect to the main Web API. It is recommended to upgrade the Desktop
Agents to 4.1.3200.0 or higher and utilise the External Access Server role.
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Integration with Intercede MyID CMS

Intercede MyID CMS can manage Authlogics user accounts. The integration is performed via
the Authlogics WebAPI which must be configured prior to use.

MyID CMS must be configured to connect to the Authlogics Server. This enables MyID CMS to
create Authlogics users, provision MFA technologies and change various account settings.
Please see the MyID CMS documentation.

The Authlogics Authentication Server can also notify MylD CMS when an event occurs, such as
a user completes setting up a new MFA device. To facilitate this configuration of MyID CMS
information is required in Authlogics.

4 | Note
Intercede MyID CSM version 12.9 or higher is required for integration.

Required Information
The following information is required complete the integration.

e The MyID CMS OAuth2 Authentication Service URL
o e.g https://{serverNamel/web.oauth2
The MyID CMS MFA Broker Service URL
o e.g. https://{serverNamel/MFABroker
The MyID CMS Client ID used to authenticate
o e.g. “myid.notifications”
The MyID CMS Client Scope use to authenticate
o e.g. “myid.notifications.basic”
The MyID CMS Client Secret used to authenticate

See the Configuring MyID CMS Settings later in this document for details.

High Availability Integration
The MyID CMS settings only need to be configured on ONE Authlogics Authentication Server
and the settings will be replicated to all the serversin the AD forest.

Authlogics Authentication Server works on a multi-master HA model, not Active-Passive, thus
any Authlogics Authentication Server is able to update user account details. As such, all
Authlogics Authentication Servers must be able to access the MyID CMS OAuth2 Authentication
Service & MylD CMS MFA Broker Service URLs.

MyID CMS can be configured to use any Authlogics Authentication Server for configuration
changes. Specifying more than one server, or using a load balanced address, is recommended.
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Deployment Check List

# | Item Check
1 | APhysical or Virtual Machine to Operating System.
Recommended: Virtual Machine with 4 CPU cores and 8Gb RAM

2  AWindows Server 2012 or higher OS on which to install Authlogics
Authentication Server.
Recommended: Windows Server 2019

3  Internet Connectivity (HTTPS) from Authlogics Server for licencing and
activation.

Recommended: Allow the destination of https://*.authlogics.com

4 | Anadministrative account with rights to install the software and configure
the directory service on AD root domain.
Recommended: An Enterprise Admin or Domain Admin account

5 | Server downtime authorisation to reboot the server post-installation.

6  Email /SMTP server settings and credentials (if required) to allow the server
to send email tokens and provisioning emails.
Recommended: Use an Exchange server with integrated authentication.

7  Planthe DNS name to use in the URL for the Self Service Portal which users
will use to access their account.
Recommended: ssp.mycompany.com

8 | PSMonly: Plan the deployment of the password policy. Must apply to all
DC’s and Authlogics Authentication Servers.
Recommended: Use the policy defaults where possible.

9  Plan which MFA technology to provision users for.
Recommended: PINgrid as it suits the most use cases and is the most secure.

10 Planif MFA devices are to be used or only deviceless authentication.
Recommended: Use MFA where high security or compliance is required, otherwise
use deviceless for convenience while improving security over passwords.

11 Plan which Authlogics agents to deploy or how to integrate with 3™ party
systems.

Recommended: Use industry-standard RADIUS for networking equipment and the
WebAPI for application integration.

12 Plan which applications can use SSO / Federation (e.g. SAML 2.0, OpenlID
Connect, WS-Fed).

Recommended: Use Microsoft ADFS with the Authlogics ADFS Agent.
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Multi-Factor Authentication Technology

Background

As the usage of Information Technology has increased exponentially, the need for security of
these systems has increased proportionately. Traditionally, authenticating users was solely
performed by the user providing a valid username and password. This is known as single-factor
authentication as the user “knows” all parts of the authentication process. Passwords have
proven to be unsecure and therefore additional authentication factors have become a
requirement.

The increase of security provided by multi-factor (typically 2-factor) is that users must now
“have something” and “know something” in the authentication process. The “have something”
usually takes the form of a physical hardware device, like a key fob, which generates a specific
unique One Time Pin (OTP). This OTP must also be entered as part of the authentication
process.

Although these hardware token devices have improved security significantly, they do have
certain limitations and incur a costing overhead in both their implementation as well as on-
going maintenance. Furthermore, they typically still need to be used together with a password
and don’t provide a path towards Passwordless logons.

Authlogics provides a multitude of hardware and software-based authentication technologies
and delivery mechanisms to suit many scenarios, all while keeping down the logistical
overhead of hardware tokens down.

Mobile Push Authentication Technology

Authlogics Mobile Push is designed to simply send a notification to a
user’s phone to authenticate. Once the notification is tapped the
Authlogics Authenticator app loads and the user may be required to
authenticate with biometrics.

The user is presented with information about the logon and can choose to
Allow or Deny the request.

0 L If the user taps Allow then the application they were trying to access will
Self Service Portal .
complete its logon process.

o

Chrame (105.0.0;

o However, if the user taps Deny they will be asked why which is recorded on
r the Authlogics Authentication Server. If they stated they did not make this
) logon request then the server will track future logon attempts and
automatically throttle sending new Push requests to prevent “MFA

* fatigue”.
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Authlogics Mobile Push helps to mitigate typical Push vulnerabilities:

e MFA fatigue protection:
o Require aninitial offline logon for untrusted browser connections.
o Dynamic throttling for legacy (e.g. RADIUS) / none-browser channels when a
Denied logon is recorded by the user.
e Doesnot send any OTP or secret information via Apple or Google servers, thus it
cannot be tampered with in transit.
e Authlogics App will respond to a logon request when open even if a network “Push” is
not received via Apple or Google to prevent denial of service attacks or network
delays.

PINgrid Technology

PINgrid technology mitigates the security limitations of the traditional OTP tokens by
generating a One Time Code derived from a grid of numbers. These grids are specific to each
user and change every minute reflecting different numbers. The additional security of PINgrid
is that the user also needs to know a unique pattern to extrapolate an OTP.

To thwart automated brute force attacks, Authlogics includes “Account Lockout” functionality
where a user’s account is locked out either indefinitely or for a pre-configured period when a
passcode is entered incorrectly after several times. PINgrid even mitigates the threat of
keylogging, screen scraping and shoulder surfing attacks.

PINgrid is available in 1, 2 and 3-Factor Authentication methodologies. Grids can be views
within an app, on a web page, sent via TEXT/SMS or email, or used offline via the Authlogics
Authenticator in the App Store.
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How it works?

[4]
(0]

User pattern Pattern on a challenge grid
OneTime Codeis: 133125
Ina‘Prove it!’ situation the pattern is used with a challenge grid

e A OneTime Password (OTP) is hidden in the grid

e Only the person who knows the secret pattern can ‘see’ the OTP

Finally, PINgrid technology is truly a One Time Pin authentication solution as all valid
passcodes entered can be used only once, even if the authentication attempt occurs within the
same period from the same device.

PINphrase Technology

PINphrase uses a few authentication methods which have become a de facto standard in the
banking industry to provide a simple to use but efficient and cost-effective solution.

PINphrase is based upon a passphrase question and answer system which prompts the user to
enter random characters from the answer to a randomly chosen question. Unlike passwords,
the answers to the questions are typically things that the user is not likely to forget which
reduces helpdesk calls, limits resets and further cuts costs. Since the user is only ever entering
part of the answer, e.g. letters 2, 5 and second last character. During each login the user is
asked to enter different letters, and from different answers, making the response a One Time
Code. The full answer is not revealed during the login, this makes PINphrase ideal for both a
deviceless and Multi-Factor Authentication. PINphrase can also be configured to randomly
select letters from different questions to further enhance security.

An administrator can configure multiple common questions for things users will generally
know an answer for and can then specify how many of the questions a user must provide an
answer for, e.g. the user must provide answers for at least 4 of the 10 supplied questions. By
default, a user is assigned a Codeword which is a randomly chosen dictionary word which can
be used for first login.
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Scenarios

A new user called Bob Jones is enabled and his mobile phone details are recorded. He then
provides answers to at least 6 questions from a pool, he chooses the following:

Place of birth? Seattle
Pets name? Tigger
Memorable place? Springfield
Mother’s maiden name? Watson

Memorable date and time (YYYYMMDDHHMM) 201101021937

First school? Winchester

Authentication Scenario #1 - Deviceless Authentication

Bob wants to logon to an Internet banking site. He types in his Username and is then presented
with a question from the answered pool and is asked to enter specific characters from the
answer.

Please provide the 1st, 3rd, 4th and the last characters from your
memorable place.

To authenticate, Bobwillenters R I D.

Authentication Scenario #2 — Multi-Factor Authentication

This requires a physical device on which Bob will receive the question and random positions,
i.e. the soft token. Typically, this device is a mobile phone as the mobile phone number is
unique to the user.

Bob accesses the logon page of his internet banking site and types in his username. Once Bob
enters his Username, the PINphrase server detects that the logon process for Bob has started.
A challenge will be generated and sent as an SMS/Text message to Bob’s mobile device as
follows:

PINphrase: Please provide the 2nd, 3rd, 5th and penultimate
characters from your place of birth.

To authenticate, Bobwillentera 1. S R.

A key part Authlogics PINphrase is that both the deviceless and Multi-Factor methods have an
identical look and feel to the user with the only difference being where the challenge message
is displayed.
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In cases where mobile phone reception cannot be guaranteed and instant message retrieval
may not always be possible, PINphrase can Pre-send tokens. Pre-sending tokens ensure that
the user always has a token on his/her device prior to the authentication attempt. As soon as
the token is used, then the next token is sent to the user’s mobile device ready to be used for
the next login.

PINpass Technology (including YubiKey)

Authlogics PINpass is an OATH RFC compliant 2-factor authentication solution which utilises
soft tokens to reduce the costs associated with hardware key fobs. PINpass OTPs are
delivered to mobile phones via SMS text messages or as an email for even more flexibility and
cost savings.

PINpass gives administrators the ability to pre-send one or more OTP’s so that the user always
has an OTP on their mobile device before logging on. As soon as the last OTP is used, then a
new set of OTPs are sent to the user ready for future logon attempts. Alternatively, PINpass
can be used offline via the Authlogics Authenticator in the App Store.

If hardware tokens are required, PINpass works with YubiKey tokens from Yubico. YubiKey’s
are USB devices that do not have a battery, do not expire and work with any OS.

To increase security and convenience, administrators can configure users to provide an Active
Directory password or static PIN with the One Time Pin. A static pin can be entered, before,
after or even in the middle of the OTP code making it more difficult for a key logger to
differentiate between the OTC code and the user’s static PIN.

When a user is configured with a real-time token and attempts to login, they enter their unique
login name and PINpass sends a 6 to 8 digit OTP to their mobile phone via SMS or email
address. The user then enters the OTC along with either their AD password or a static PIN,
depending on the configuration.

The login process is similar for a user who is configured with a pre-send token except that a
code is not sent to the user after they enter their username as they will already have a code on
their phone. Instead, a new code is only sent after they login for use during the next login.

Authentication Technology vs Factor type

Technology Knowledge Possession Inherent
Password (NIST) X
PINgrid X
PINphrase X
PINpass X
Mobile App

YubiKey

XX | X | X |X
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Deployment

The following deployment overview walks through the installation process for deploying an
Authlogics Authentication Server.

Overview
To fully deploy the Authlogics Authentication Server:

(1) Install the Authentication Server on a Windows Server.
(2) Provision users in the Authlogics Directory.

(3) Install Plug-ins, configure 3™ party integrations or setup RADIUS clients. Authlogics
plug-ins have separate Integration guides which should be followed.

(4) Optional: Deploy additional Authentication Servers for High Availability.

High Availability and Certificates

The Authentication Server installer will automatically generate an Authlogics Server
Certificate which is used for encrypting data sorted in the directory. In addition, the installer
will create an Authlogics SSL Certificate which is used by IIS for encrypting web traffic in
transit.

Prior to installing an additional Authlogics Authentication Server, the Authlogics Server
Certificate must be exported from the primary Authlogics Authentication Server with its
private key and imported onto the additional server. Until this is done, the additional
Authentication Server will not be able to access encrypted data stored in the directory.

To verify which certificate is being used on an existing Authentication Server check the
certificates tab in the Authlogics Management Console:

Authlogics PSM & MFA Properties %

Authenticator App  PINgrid Policy  PINgrid Options  PINphrase  PiNpass
General  Active Directory  RADIUS  Alets  Remedistion Scheduie
Certficates  Web Pottals ~ SMTP Delivery  SMS Defivery  Licence

Authlogics Server Certficate

Friendly Name:  Authlogics Server Cert
Subject Name:  CN="authlogicsdemo.com

Thumbprint 00281BABDDDCYICO0FM4AIEIISEIDATAR;
Expiy Date 10/06/2026 02:44:54

Certfioate Information

[ Specify Authlogics Server Certficate Trusted Root

Cerificate information Browse.

tovly

Follow the Certificate Export and Import section later in this guide for setup by step details.
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Installing Authlogics Authentication Server

The Authlogics Authentication Server is responsible for processing logon requests and other
core activities. This Authlogics Authentication Server should be set up before any other
component.

|Zf Note

This section of the installation process requires Local Administrator rights on
the server. Domain rights are not required at this stage.

1. Tostart the Authlogics Authentication Server installation, run the Authlogics
Authentication Server xxxxx.exe installer. Click Next to automatically uninstall the
previous version.

G Authlogics Authentication Server - Install Aware Wizard - x

Welcome to the Installation Wizard for
Authlogics Authentication Server

®gics

The Installation Wizard will install Authlogics Authentication
Server on your computer.

WARNING: This program is protected by copyright law and
international reaties,

Authl

.
=

2. Click Next to continue.

£ Authlogics Authentication Server - InstallAware Wizard - X
Licence Agreement N
Please carefully read the following licence agreement, Authlc-)gu:s
~
Important

END USER LICENCE AGREEMENT

THE USE OF ALL AUTHLOGICS SOFTWARE 1S SUBJECT TO THIS END USER
LICENCE AGREEMENT (THE AGREEMENT).

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE INSTALLING,
DOWNLOADING, COPYING OR OTHERWISE USING THE AUTHLOGICS SOFTWARE.

W ainas inasinn thie in ion with o o

[#] 1 accept the terms of the licence agreement

Authlogics

| <Back [ medt> | | coneel |

3. After reading the licence agreement click | accept the terms in the terms in the Licence
Agreement if you agree to the terms, then click Next to continue.
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3 Authlogics Authentication Server - InstallAware Wizard - X
Setup Type .
Choose the setup type that is best for your needs. Authl(-)gu:s

Please select a setup type.

() Complete
All program features wil be installed. This option requires the
most disk space

() Compact
Program will be instalied with mirimum required features, This
may disable some application functionality.

(®) Custom
Choose which program features you want installed,
Recommended for advanced users.

Authlogi

| <Back [ Medt> | | coneel |

4. Select the Custom setup type and select Next to continue.

£} Authlogics Authentication Server - InstallAware Wizard - X
Custom Setup .
Choose the program features you would lie to install. Authl(.)g|c5

Click on @n icon in the list below to change how a feature is installed.

P T Feature Description
uthentication Server Management Console The Authlogics Authentication

Authentication Server Core Server Management Console
Reporting Dashboard snap-in for managing users and
Offiine Password Breach Database (1 Milion) | settings.

External Access Service

Required: 51,317 KB
Remaining: 61,943MB
Auttiog
| <Bak [ Next> | | cancel |

Authlegics

5. Asaminimum ensure to select the Authentication Server core and the Authentication
Server Management Console features for installation. Click Next to continue.

ﬂ Authlogics Authentication Server - Install Aware Wizard - x

Completing the Installation Wizard for
Authlogics Authentication Server

®gics

The Installation Wizard is now ready to configure Authlogics
Authentication Server on this computer.

- Click Next to begin canfiguration

- Click Back to change settings

- Click Cancel to exit

Authl

intercede

| <Back [ Medt> | | cancel

6. Click Next to continue.

The installation is being performed.

G- Authlogics Authentication Server - Install Aware Wizard - x

Installing Authlogics Authentication Server .
The program features you selected are being configured. Authl(.)9|cs

Please wait while the Installation Wizard installs Authlogics
) Authentication Server. This may take several minutes.

Status:
Configuring Windows Server Roles...

<Back Next > Cancel
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0 RADIUS Server

ication Server - Wizard

The Windows Network Policy Server s already installed
on this server. Do you wish to BACKUP and OVERWRITE
the existing policy configuration with the default
Authlogics Authentication Server palicy?

7.

If prompted to overwrite the existing NPS policy click Yes.

) Authlogics Authentication Server - InstallAware Wizard

®gics

Authlogics Authentication Server.

Authl

.
intercede ... i, e

Completing the Installation Wizard for
Authlogics Authentication Server

Run the Directory Configuration Wizard now

You have successfully completed the Installation Wizard for

Cancel

Authlegics

8. All necessary Authlogics Authentication Server files have been installed on your server.
Select Run the Directory Configuration Wizard now if you wish to set up the directory

immediately.

Click Finish to complete the installation process.
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Authlegics

If you no longer require Authlogics Authentication Server on a server, you can remove it by
performing an uninstall from Control Panel > Programs > Programs and Features:

[l Programs and Features

Centrol Panel Home

View installed updates

&) Tum Windows features on er
off

Install a pregram from the
network

« ~ 4 [ > ControlPanel » Programs > Programs and Features

Uninstall or change a program

v O

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Name

Search Programs and Festures

- [m]

X

Organize hange B @

- Publisher Installed On  Size Version o

{15 Authlogics Authentication Server Authlogics 13/02/2020 40.1727.0

€ Google Chrome Google LLC 02/01/2020 S8.1MB  80.0.3987.100

B8 Microsoft Exchange Server 2019 Cumulative Update 4 Microsoft Corporation 02/01/2020 15.2.528.5

@ Microsoft Lync Server 2013, q Microsoft Corp 02/01/2020 183MB  5.0.8308.0

[ Microsoft Server Speech Platform Runtime (x564) Microsoft Corporation 02/01/2020 6.69 MB  11.0.7400.345

[E] Microsaft Server Speech Recognition Language - TEL.. Microsoft Corporation 02/01/2020 295MB  11.0.7400345

[ Microsoft Server Speech Text to Speech Voice (en-US,... Microsoft Corporation 02/01/2020 223MB  11.0.7400.345

[E] Microsoft Speech Platform VXML Runtime (x64) Microsoft Corporation 02/01/2020 134MB  11.0.7400345

@M\Uo;o& Unified Communications Managed API 4.0... Microsoft Corperation 02/01/2020 83.0KB 5.0.8308.0

) Microsoft Visual C++ 2012 Redistributable (x64) - 11.0... Microsoft Corporation 02/01/2020 204MB 110507271

14 Microsoft Visual C++ 2013 Redistributable (x64) - 12.0... Microsoft Corporation 02/01/2020 205MB  12.0.30501.0

ﬁ Microsoft Visual C++ 2015-2019 Redistributable (x64) ... Microsoft Corporation 02/01/2020 23.1MB  14.20.27508.1

4 Microsoft Visual C++ 2015-2019 Redistributable («36) ... Microsoft Corporation 02/01/2020 201MB  14.2027508.1 v

<

Authlogics Product version:  4.0.1727.0
Helplink: ~ https://support.authlo...

Comments:

Update information: _ https://authlogics.com/
Copyright © 2007-2020 Authlogics. All rights reserved.

>

Active Directory metadata
Uninstalling Authlogics does NOT remove the metadata from user accounts in the Active
Directory. If you are planning to completely remove Authlogics from your environment you
should delete all user accounts via the MMC prior to uninstalling - this does NOT delete the
actual AD user account, it simply removes all Authlogics information fromit.

For detailed information about Authlogics AD metadata see Authlogics KB207256965
(https://support.authlogics.com/hc/en-us/articles/207256965).
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Installing a new version of Authlogics Authentication Server

Updates vs Upgrades

A product Update is a minor new version designed to fix specific known issues in the product
and introduce some new features. Updates are typically low risk to deploy and are designed to
be a simple in-place update. Updates are released regularly and may be skipped if changes in
the update are not required. Check the readme.txt for the update to see the changelog.

A product Upgrade is a major new version which will include fixes but is mainly designed to
deliver new features and functionality. Upgrades are not released regularly. Upgrades may
require additional planning before they are installed. Always review the Installation and
Configuration Guide of the new version before upgrading.

Installing an Update
The installation program of an Update can be used for a full clean install, or to perform anin-
place update of an existing installation.

The installation process is almost identical to performing a new installation. Once installed, the
Directory Configuration Wizard must be run for the server to be used after the update. All
directory settings, registry settings and supported web portal customisations are retained
during an update.

1. Tostart the Authlogics Authentication Server installation, run the Authlogics
Authentication Server xxxxx.exe installer.

ication Server - InstallAware Wizard - X

Application Requirements .
The follawing requirements must be processed before starting setup. Authlc.)gu:s

Previous Version Uninstallation

To continue, dick Next.

<t

2. Click Next to automatically uninstall the previous version.
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ﬂ Authlogics Authentication Server - Install Aware Wizard - x

Welcome to the Installation Wizard for
Authlogics Authentication Server

®gics

The Installation Wizard will install Authlogics Authentication
Server on your computer.

WARNING: This program is protected by copyright law and
international treaties,

Authl

.

3. Click Next to continue.

£} Authlogics Authentication Server - InstallAware Wizard - X
Licence Agreement .
Please carefully read the following licence agreement. Authl(.)g|c5
~
Important

END USER LICENCE AGREEMENT

THE USE OF ALL AUTHLOGIC S SOFTWARE IS SUBJECT TO THIS END USER
LICENCE AGREEMENT (THE AGREEMENT).

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE INSTALLING,
DOWNLOADING, COPYING OR OTHERWISE USING THE AUTHLOGICS SOFTWARE.

[T irssinn thie in i wasith o

7] I aceept the terms of the licence agrement

| <Bak [ Next> | | cancel |

Authlegics

4. After reading the licence agreement click | accept the terms in the terms in the Licence

Agreement if you agree to the terms, then click Next to continue.

3 Authlogics Authentication Server - InstallAware Wizard - X
Setup Type .
Choose the setup type that is best for your needs. Authl(-)gu:s

Please select a setup type.

() Complete
All program features will be installed. This option requires the
most disk space.

() Compact
Program will be installed with minimum required features. This
may disable some application functionality.

(®) Custom
Choose which program features you want installed.
Recommended for advanced users.

| <Back [ Medt> | | coneel |

5. Select the Custom setup type and select Next to continue.

£} Authlogics Authentication Server - InstallAware Wizard - X
Custom Setup .
Choose the program features you would lie to install. Authl(.)g|c5

Click on @n icon in the list below to change how a feature is installed.

P T Feature Description
uthentication Server Management Console The Authlogics Authentication

Authentication Server Core Server Management Console

Reporting Dashboard snap-in for managing users and

Offiine Password Breach Database (1 Milion) | settings.

External Access Service

Required: 51,317 KB
Remaining: 61,943MB
<Back [ mext> | | cencel
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6. Asaminimum ensure to select the Authentication Server core and the Authentication
Server Management Console features for installation. Click Next to continue.

£} Authlogics Authentication Server - InstallAware Wizard - X

Completing the Installation Wizard for
Authlogics Authentication Server

®gics

The Installation Wizard is now ready to configure Authlogics
Authentication Server on this computer.

- Click Next to begin configuration

- Click Back to change settings

- Click Cancel to exit

Authl

intercede

| <Bak [ Next> | | cancel

7. Click Next to continue.

The installation is being performed.

£} Authlogics Authentication Server - InstallAware Wizard - X

Installing Authlogics Authentication Server .
The program features you selected are being configured, Authl(.)g|c5

Please wait while the Installation Wizard installs Authlogics
L Authentication Server. This may take several minutes.

Status:
Configuring Windows Server Roles...

Authlogics Authentication Server - Wizard
o RADIUS Server
The Windows Netwaork Policy Server is already installed
on this server. Do you wish to BACKUP and OVERWRITE

the existing policy configuration with the default
Authlogics Authentication Server policy?

8. When prompted to overwrite the existing NPS policy click No.

@ Authlogics Authentication Server - Install Aware Wizard — x

Completing the Installation Wizard for
Authlogics Authentication Server

®gics

You have successfully completed the Installation Wizard for
Authlogics Authentication Server.

Run the Directory Configuration Wizard now

Authl

.
intercede ... v, airrin
L e

9. Allnecessary Authlogics Authentication Server files have been installed on your server.
Select Run the Directory Configuration Wizard now if you wish to set up the directory
immediately.

Click Finish to complete the installation process.
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Upgrading from Version 3.x
Authlogics Authentication Server 4.2 supports upgrading from version 4.0 and higher. To
upgrade from 3.x you must first upgrade to 4.1, and then to 4.2, there is no direct upgrade path.

[ Important - Desktop Logon Agent

If the Authlogics Desktop Logon Agent version 3.x is deployed the Authlogics
Desktop Agent MUST be upgraded to version 4.2 before the Authlogics
Authentication Server is upgraded. The Authlogics Desktop Agent 4.2 is
backwards compatible with version 3.0 and higher servers. See the
Authlogics Windows Desktop Agent Integration Guide for further details.

Upgrading from Version 4.x
Authlogics Authentication Server 4.2 supports upgrading from version 4.0 and higher.

e Important - Desktop Logon Agent

If the Authlogics Desktop Logon Agent version 4.x is deployed the Authlogics
Desktop Agent MUST be upgraded to version 4.2 before the Authlogics
Authentication Server is upgraded. The Authlogics Desktop Agent 4.2 is
backwards compatible with version 4.0 and higher servers. See the
Authlogics Windows Desktop Agent Integration Guide for further details.

Process overview:

(1) If multiple Authlogics Authentication Servers running 4.0/4.1 are deployed then all but
one server must be uninstalled. If all servers are already running a previous 4.2 release
then a simple in place upgrade can be performed on each server.

(2) Onthe last remaining Authlogics Authentication Server run the setup for version 4.2 to
in-place upgrade the server. This will automatically remove version 4.0/4.1.

(3) Complete the Directory Configuration Wizard to upgrade the version 4.0/4.1 user
metadata.

(4) Review the Authlogics Authentication Server settings, noting new features which may
be required.

(5) Test user logons and general functionality post upgrade.

(6) Deploy additional Authlogics Authentication Servers if needed.

a. Review the Certificate Export and Import section of this document prior to
installing additional Authlogics Authentication Servers.
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Certificate Export and Import

This section details the process of exporting the Authlogics Authentication Server directory
encryption certificate to afile so it can be imported onto another server where the Authlogics
Authentication Server software will be installed.

Export Certificate from existing Authlogics Authentication Server
1. Tostart the Certificate MMC, run certIm.msc.

certlm - [Certificates - Local Computer\Personal\Certificates] — [m] *
Pt

File Action View Help

s 4 XKEZ HE

G Certificates - Local Computer || [ssued To - Issued By Expiration Date  Intended Purposes  Friendly Name
v [ Personal > =

| Certificates
> [ Trusted Root Certification Au
> [ Enterprise Trust
5 [ Intermediate Certification Au;
> [ Trusted Publishers
> [ Untrusted Certificates
5 [ Third-Party Root Certificatior|
> [ Trusted People
> [ Client Authentication lssuers
> [ Preview Build Roats
5 [ TestRRoots
> [ Certificate Enrollment Reque:
5[] Smart Card Trusted Roots
5 [ Trusted Devices
> [7] Web Hosting
> [] Windows Live ID Token Issue)

54~ authlogicsdemo.com * authlogicsdemo.com 26/11/2025 Server Authenticati... Authlogics Server Cert
#]"authlogicsdemo.com * authlogicsdemo.com 26/11/2025 Server Authenticati... ~ Authlogics SSL Cert
% IMicrosoft Exchange Server Aut...  Microsoft Exchange Server Auth C... 06/12/2024 Server Authenticati.. Microsoft Exchange Server Auth Certificate
lserver server 02/01/2025 Server Authenticati..  Microsoft Exchange

21 WMSve-SHA2-SERVER WMSve-SHA2-SERVER 30/12/2029 Server Authenticati.. WMSVC-SHAZ

< > < >

Personal store contains 5 certificates.

Issued By Expiration Date  Intended Purposes  Friendly Name

authlogicsdemo.com < 25 Server Authenticati.. Authlogics Server Cert
2,1* authlogicsdemo.com Open >m 26/11/2025 Server Authenticati... Authlogics SSL Cert
%] Microsoft Exchange Server £ TS 5 Open ticati.. Microsoft Exchange Serve
server ticati... Microsoft Exchange
25]WhSvc-SHA2-SERVER Cut Request Certificate with New Key.. ticati.,  WMSVC-SHAZ
Copy Renew Certificate with New Key...
=== Manage Private Keys...
Properties Advanced Operations >
Help Export...

2. Right-click the Authlogics Server Certificate being used, select All Tasks, Export...

¥ Certificate Export Wizard

Welcome to the Certificate Export Wizard
This wizard helps you copy certificates, certificate trust lists and certficate revocation

lists from a certificate store to your disk,

A certficate, whichis issued by & certification authority, is  confimation of your identity
and contains information used to protect data or to establish secure network:
connections, A certificate store is the system area where certificates are kept.

To continue, dick Next.

3. Click Next to continue.
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4. Select Yes, export the private key and click Next to continue.

«

5.

«

¥ Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate

Private keys are password protected, If you want to export the private key with the
certificate, you must type a passward on 2 later page.

Do you want to expart the private key with the certificate?
(®)ifes, export the private key:
(ONg, do not export the private key

£¥ Certificate Export Wizard

Export File Format
Cerificates can be exported in a variety of fle formats.

Select the format you want to use:
DER encoded binary X, 509 (.CER)
Bage-64 encoded X509 (.CER)
Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)
Include al certificates in the certification path if possible

@ Personal Exchange - PKCS #12 (.PFX
Include all certificates in the certification path if possible

[Ipelete the private key if the export is successful
[1Export all extended properties
Enable certificate privacy

Microsoft Serislized Certificate Store (,S5T)

Click Next to continue.

¥ Certificate Export Wizard

Security
To maintain security, you must protect the private key to a security principal or by
using a password,

[JGroup or user names {recommended)

2dd

Remove

[]assword:

Confirm password:

Encryption: | TripleDES-SHAL  ~

Authlegics

6. Select Password and enter a password twice to confirm. Click Next to continue.
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& 4¥ Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:
C:\Users\Administrator{Desktop\Authlogics Cert Export.pfi

| [ Browse...

7. Enter afile name to export to. Click Next to continue.

€ 4¢ Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

ou have specified the following settings:

Export Keys
Incude all certificates in the certification path Yes
File Format Personal Information Exchange (%.pf

8. Click Finish.

Certificate Export Wizard X

The export was successful.

9. Click Ok to close the wizard.

® www.authlogics.com | sales@authlogics.com | +44 1344 568 900 | +1 408 706 2866
Page 39



1. To start the Certificate MMC, run certIm.msc.
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Import Certificate to new Authlogics Authentication Server

certlm - [Certificates - Local Cemputer\Personal\Certificates]

File Action View Help

| nE BB

5 [l Enterprise Trust

5 [ Intermediate Certification Au
> [ Trusted Publishers

> [ Untrusted Certificates

5[] Third-Party Root Certificatior
5 [7 Trusted People

» [ Client Authentication Issuers
5 [ Preview Build Roots

> [ TestRoots

» [ Certificate Enroliment Reque:
5 [ ] Smart Card Trusted Roots

> [ Trusted Devices

> [] Web Hosting

» [ Windows Live ID Token Issuei

< >|[<

(5l Certificates - Local Computer lssued To lssued By Expiration Date  Intended Purposes  Friendly Name

~a Persons| 25 EMicrosoft Exchange Server Aut... Microsoft Exchange Server Auth C... 06/12/2024 Server Authenticati.. _Microsoft Exchange Server Auth Certificate
 [liCertcat=s 2] server server 02701/2025 Server Authenticati..  Microsoft Exchange

> [ Trusted Root Certification AU | 9110, 14n seRvER WMSvc-SHAZ-SERVER 30/12/2029 Server Authenticati.. WMSVC-SHA2

Personal store contains 3 certificates,

(¥ Certificates - Local Computer
~ [ Personal

[ Certificates
» [ Trusted Root ¢

Issued To

2;]Microsoft Exchange Server Aut.. Microsoft Exchange Server Auth C..
o

Issued By

All Tasks k3 Request New Certificate...

- SERVER
5 ] Enterprise Trus pa— P
5+ [0 Intermediate € View >
5 [ Trusted Publis Refresh Advanced Operations >
> [ Untrusted Cerl
= Export List...

5 [ Third-Party Re
5 [ Trusted People Help
> [ Client Authenticauun issuers ||

2. Right-click Certificates in the Personal store, select All Tasks, Import...

¥ Certificate Import Wizard

‘Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trustlists, and certificate revocation
lsts from your disk o a certificate store.

A certificate, whichis issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
comections. A certificate store is the system area nhere cer tificates are kept.

Store Location
Current User

Local Machine

To continue, dick Next.

3. Click Next to continue.
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€ £¥ Certificate Import Wizard

File to Import
Speify the file you want to impart.

File name:
C:\Users\Administrator'DesktopAuthlogics Cert Export.pfe ‘ |

Note: Mare than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (,PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (P78)

Mirosoft Serislized Certficate Store (,S5T)

4. Enter the path to the file previously exported. Click Next to continue.

€ &¢ Certificate Import Wizard

Private key protaction
To maintain security, the private key was protected with a password.

Type the password for the private key.

passnord:

[pisplay Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[JMark this key as exportable. This will allow you to back up or transport your
keys ata later time.

Protect private key sing virtualized-based security(Non-exportable)

[]Indude all extended properties.

5. Enter the password used when exporting the certificate. Click Next to continue.

€ £¥ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify 2 location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
@Flace all certficates in the folowing storei
Certificate store:

[ Personal | | Browse...

6. Click Next to continue.
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€ £¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate willbe imparted after you cick Firish.

You have specified the following settings:

=4 Personal
Content PFX
File Name Ci\Users\administrator|Desktop\Authlogics Cert Expq
< >

7. Click Finish.

Certificate Import Wizard X

o The import was successful,

8. Click Ok to close the wizard.
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Authlogics Authentication Server Directory Configuration
Authlogics Authentication Server Directory must be configured before users can be

provisioned for Multi-Factor Authentication or password policies created.

Directory Configuration Wizard

This section should be performed on the server running the Authlogics Authentication Server.

Ij Note

This section of the installation process requires the logged-on user to have
Domain Admin rights in the domain containing Authlogics Users and the
domain containing the Authentication Server. Alternatively, an Enterprise

Admin account can be used.

1. Startthe Authlogics Directory Configuration Wizard from the Windows Start menu:

‘Start - All Programs - Authlogics Authentication Server - Authlogics Management Console

Iz Note

Ensure that you are logged on with domain administrator account and not a

local administrator account.

) Authlogics Directory Configuration Wizard

Configuration Wizard

Serverfor use with a diectory service:

—‘h\s\\\\q‘é’\é

To continue, click Next.
RS

x

Welcome to the Authlogics Directory

This Wizard wil help you configure the Authiogics Authentication

<Back Nexd > Cancel

2. Click Next to start the Authlogics Authentication Server Configuration Wizard.

() Authlogics Directary Configuration Wizard X
Primary Authlogics Domain o
Choose the Primary Authlogics Domain. (O
Select an Active Directory Domain which wil be used to store Authlogics corfiguration data.
Active Directory Domains
authlogicsdev.com
sub authlogiosdev.com
| <Back | Med> | [ Cancel |

3. Ifthe AD forest contains more than 1 domain and this is the first time the directory is
being configured, choose which AD Domain you want to use to store Authlogics

configuration data in and click Next.
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() Authlogics Directary Configuration Wizard X
Directory Connection Verification
Verfy the connectivity to the specified Directory service. ©

Test Connection

| <Back | Med> [ Cancel |

Authlegics

4. Toensure that the Authlogics Authentication Server can access the specified directory

click the Test Connection button.

) Authlogics Directory Configuration Wizard x
Directory Connection Verification
Verify the connectivity to the specified Directory service (9

- Establishing connection.. 2 Domains found. Dene.
- Authlogics primary domain: authlogicsdev.com
- Reading Global Settings... Not found

The directory will be corfigured for first use

-Checking fights in directory..
Done

Test Completed

Test Connection

| <Back | Net> | | Cancel |

5. Ifthetestis successful and all the necessary information has been collected, click Next

to continue, otherwise correct the issue and try again.

) Authlogics Directory Configuration Wizard ®
Apply the configuration?
Are you ready to apply the directory seftings? ©

The Authlogics Directory Corfiguration Wizard has gathered all the informtion required to
configure Authlogics Authentication Server for use with a directory service.

Click Next to apply the configuration changes

| <Back [ Nea> || cancel |

6. Click Next to apply the configuration changes.

Server Reboot Notice X

Please reboat the server after the initial setup has been
completed.

7. Click OK to acknowledge the reboot requirement.
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A# Important!

After configuring the Authlogics Authentication server for use with Active
Directory you MUST reboot the server otherwise authentication services will

fail.
) Authlogics Directory Configuration Wizard X
Directory configuration
Authlogics Authertication Server is being updated with the settings (0

Update Progress

-Saving nitalise ssttings .. Done ~
- Committing settings to the directory .. Done.
- Creating AD Password Reset OTC storage... Done.
- Looking for domeins and reaims
2 Domains found
0 Realms found
- Checking hash database for domain authlogicsdev.com... Skipped
- Checking hash database for domain sub athlogicsdev.com... Skipped
- Authlogics Schema version: 8

‘The Authlogics Directory Configuration Wizard is complete

<Back [

8. Examine the update progress information for any unexpected errors which may have
occurred during the AD configuration. This informationis also logged in the Windows
Application Event Log with Information Event ID 1719.

Click Finish when done.

Add users to the Authlogics Administrators Group

The Authlogics Directory Configuration wizard will automatically add the currently logged in
user account to the Authlogics Administrators Active Directory security group. User accounts
for the administrators of Authlogics must also be manually added to the Authlogics
Administrators Active Directory security group.
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Authlogics Licence Configuration

The Licence Configuration Wizard is responsible for adding all licence types to the
Authentication Server.

Authlogics will supply a unique Licence Key for each product (PSM & MFA) specific to each
Active Directory. The Licence Key is entered in the Licence Configuration Wizard via the
MMC. The licence will require product activation and the server will periodically update
Authlogics with licence usage information - this requires Internet connectivity to
https://licencing.authlogics.com/* which must be maintained for the server to continue
functioning.

In certain circumstances, Authlogics may supply an offline licence file. These digitally signed
licence files do not require product activation or any Internet connectivity. They must not be
modified or tampered with or they will be rendered inoperable. Contact
licencing@authlogics.com for further information.

Getting a free 10 user licence or a 30-day trial licence

Authlogics provides a free licence for up to 10 users. The free licence does not include our
standard product support and assistance and we will only be able to provide email assistance
on a best-effort basis. However, access to our knowledge base and community site is freely
available: https://support.authlogics.com/. If you require additional users in the future we can
easily upgrade your existing licence.

Testing Authlogics Authentication Server before you buy is simple. Get a free 30-day trial at
any time, and when you decide Authlogics is for you we will simply update your licence to a full
one when you purchase, no reinstall is required.

Afree or trial licence is installed instantly so you can evaluate at your own pace, however, it
does require Internet connectivity (HTTPS) to install and will be activated. If Internet
connectivity is not available on the authentication server please contact Authlogics for
support.
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Licence Configuration Wizard
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1. The Licence Configuration Wizard will start automatically when the Authlogics
Management Console is first loaded. The wizard can also be started from the MMC as

follows:

() Authlogics Management Console

) File Action View Window Help

- 8%

=@z 3
@ Authlogics PSM & MFA
D
~ ] Domains =
~ i3 authlogicsdeme.com
> & Buikin Domains Realms
> (2] Company Groups
> (&1 Company PCs
> [E] Company Users
> (7] Managed Service Accoun

Authlogics PSM & MFA  C

> (] Administrators

» [ Operators

> (] RADIUS Users

> (71 PSM Users

> (] Remediation Exclusion

< >

Actions

Authlogics PSM & MFA

[ Directory Configuration Wizard

iguration Wizard
{5 Licence Configuration Widjyd
gement Wizard

(@) YubiKey Configuration Wizard
View
New Window from Here

|5 Export List.

Properties

H Hep

Opens @ new windew rooted at this node.

) Authlogics Licence Wizard X
—
- Welcome to the Authlogics Licence

—  Wizard

\ This Wizard wil allow you to easily request, upgrade, install and

s activate an Authlogics product licence. Each licence type
provides full product functionality although they may be time
limited.

-‘N\\‘\ch\cs

To cortinue, dick Next
RS

-

2. Click Next to start the Authlogics Licence Configuration Wizard.

) Authlogics Licence Wizard X

Licence type w
Apply an existing licence, request a free or triallicence

Alicence can be requested over the Intemet and installed immediately. You can also import
an offline licence file or enter yourlicence key.

() Get afree 10 user licence
(®) Get a 30 day trial licence
O Import licence filefs)

O Licence Key

Erteryour licence key {ncluding dashes|

| <Bak [ Ne> || cancel |

3. Select Get afree 10 user licence or Get a 30-day trial licence. Click Next to continue.
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() Authlogics Licence Wizard

30 day trial licence

(0
30 day trial Licence registration details. sﬁ

Please provide valid company information as it will be included in the issued licence.

Note: All fields must be completed to continue

Contact Name: [John Doe
Company: |Acme Inc

Email Address: |johnd@acme inc

Tel Number: |555-1234

Number of Users: (1000

| <Back [ Met> | Cancel

4. Complete your details and click Next to continue.

) Authlogics Licence Wizard

Product Selection

fe)
Choose which product licences to install $ﬂ

Select all the products which you are would like a licence for and the Authlogics Licence
Wizard wil register your details and install a licence for each one:

Available Products

[ Muti-Factor Authentication
[ Password Security Management

< Back I Nead > ; Cancel

Authlegics

5. Select which product you would like licences for and click Next to continue.

) Authlogics Licence Wizard
Licence configuration

o]
Authlogics Licence Wizard is requesting a licence. sﬁ

Update Progress...

Number of Users: 1000

~
Licence Key: RGXOA- W /. " IR 60

Expiry Date: 15 March 2020

Days remaining: 23

- Activating licence... Success
- Checking licence usage... 1000

- Submitting licence usage... Done.
- Saving licence information .. Done.

‘The Authogies Licence Wizard is complete

v

6. The licences will be requested over the Internet and will be activated.

Click Finish when done.
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Importing an offline licence file

An offline licence file may be issued by Authlogics in certain circumstances. Please contact
sales@authlogics.com for eligibility. These licences DO NOT require Internet connectivity or
Activation.

If you have multiple licences files they need to be added one at a time. Simply run the wizard
again to add the second licence file.

1. Startthe Licence Configuration Wizard

) Authlogics Licence Wizard X
/
- Welcome to the Authlogics Licence

ﬂ Wizard

\ This Wizard wil allow you to easily request, upgrade, install and

| activate an Authlogics product licence. Each licence type
provides full product functionality although they may be time
limited.

-‘N\\‘\Q@\Cﬁ

To continue, click Next

-

2. Click Next to start the Authlogics Licence Configuration Wizard.

) Authlogics Licence Wizard X

Licence type w
Apply an existing licence, request a free or triallicence

Alicence can be requested over the Intemet and installed immediately. You can also import
an offline licence file or enter yourlicence key.

() Get afree 10 user licence
() Get a 30 day trial licence
@ Import icence filefs) Browse.

O Licence Key

Erteryour licence key {ncluding dashes|

| <Back || Meds || cancel |

3. Select Import licence file(s) and click Browse...
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) Import Licence File

« v

Authlegics

> ThisPC > Local Disk (C) > Licences
Organize v New folder

Name
s Quick access

I Desktop
& Downloads

Date modified Type

09/12/2019 10:55 LIC File
09/12/2019 10:56 LIC File

|} Authlogics Dev - Multi-Factor Authentic..
[] Authlogics Dev - Password Security Man.

Documents
=] Pictures
System3z

% %%

[ This PC
3D Objects

[ Deskiop
Documents
& Downloads
D Music

(& Pictures

B videos

‘i, Local Disk (G}

i Network

File name: | Authlogics Dev - Mutti-Factor Authentication.lic

Size

2KkB
2KB

v @ | SearchLicences

| [Licence Files

o

4. Select one or more of your licence file (ending in .LIC) and click Open.

() Authlogics Licence Wizard

Licence type

(0
Ppply an existing licence. request a free ortrial licence. 9

Alicence can be requested averthe Intemet and installed immediately. You can o impart
n offine licence file or enter your icence key.

(O Get afree 10 userlicence
(O Get a 30 day trial licence

@) Import licence fiels)

O Licence Key

Enter your licence key (ncluding dashes|

Bed> | Cancel

5. Click Next to continue.

) Authlogics Licence Wizard

Licence configuration )
Authlogics Licence Wizard is requesting a icence

Update Progress

Product Name: Multi-Factor Authentication

Company Name: Authlogics

Number of Users: 10000

Licence Key: RDELL-Zwiiniiapamami D .0
Offline Usage: Yes

Expiry Date: Never

Daye remaining: Unimited

- Saving licence information...Done
The Authlogics Licence Wizard is complete

v

<Back [

6. The licence(s) will be installed and activation skipped.

Click Finish when done.
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Entering an existing licence key

Alicence key is issued by Authlogics at the point of purchase. Licences keys do require
Internet connectivity for installation, activation and ongoing licence reporting metrics. No
private or confidential information is reported back to Authlogics.

If you have multiple licences keys they need to be added one at a time. Simply run the wizard
again to add the second licence key.

1. Startthe Licence Configuration Wizard

) Authlogics Licence Wizard X

—
- Welcome to the Authlogics Licence

ﬂ Wizard

\ This Wizard will allow you to easiy request. upgrade. install and

s activate an Authlogics product licence. Each licence type
provides full product functionalty although they may be time

limited

’k\s\\‘\e‘é\é

Ta continue, click Next
RS

< Back Nead > Cancel

2. Click Next to start the Authlogics Licence Configuration Wizard.

() Authlogics Licence Wizard X

Licence type 5
Apply an existing licence. request afree ortrial licence f‘)

Alicence can be requested averthe Intemet and installed immediately. You can o impart
an offine licence fil or enter your icence key.

(O Get afree 10 userlicence
(O Get a 30 day trial licence
O Import licence file(s)

@) Licence Key
Erter your licence key {nciuding dashes)

|RDELI-ZNYQOGUJIR-V e

| <Back [ Met> | Cancel

3. Select Licence Key and enter the licence key which was sent to you by Authlogics.

Click Next to continue.

) Authlogics Licence Wizard x

Licence configuration =
Authlogics Licence Wizard is requesting  licence f}

Update Progress

Product Name: Mutti-Factor Authentication ~
Company Name: Authlogics
Number of Users: 10000

Licence Key: RDELI- G Risiamass s ) CC

(Offiine Usage: Yes

Expiry Date: Never

Days remaining: Uniimited

- Saving licence infomition...Done.

The Authiogics Licence Wizard is complete
v

4. The licence will be installed and activated.
Click Finish when done.
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Authlogics Password Security Management Wizard

The Password Security Management Wizard (PSM) is responsible for configuring domains in
the Active Directory Forest for real-time and retrospective protection against known
breached and shared passwords, as well as dormant accounts. This includes:

e Analyse existing password hashes in AD
e Setaremediation protection schedule

e Setthe account remediation policy

e Setthe alerting actions and recipients

Retrospective Protection: The Authlogics Authentication Server is responsible for doing all
retrospective protection, remediation and alerting work required by the scheduled.

Real-Time Protection: The Authlogics Authentication Server works in conjunction with
Authlogics Domain Controller Agent (DCA) to provide real-time protection of Active Directory
passwords. The Domain Controller Agent will intercept password changes at the DC as they
happen and query the Authlogics Authentication Server to check if the password should be
accepted.

4 | Note

A PSM Password Policy must be configured, enabled and applied via Group
Policy to the Domain Controllers as well as the Authlogics Authentication
Servers for the policy to take effect.

See the Configuring the Authlogics Password Policy Settings section for
further information.

The Authlogics Authentication Server requires Internet access to query the Authlogics
Password Breach Database in the Cloud. See the Internet Access for breach password lookups
section for further information. A fully offline copy of the Authlogics Password Breach
Database can be installed on the Authlogics Authentication Server which can be downloaded
here: https://authlogics.com/downloads/

Starting the Password Security Management Wizard
1. The wizard can be started from the MMC as follows:
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() Authlogics Management Console
@) File Action View Window Help

EIES

«=|H = HE

[E Authlogics PSM & MFA
~ [ Domains
v {4 authlogicsdemo.com
> [ Builtin
> (&1 Company Groups
(5] Company PCs
(31 Company Users
(] Managed Service Accoun
[ Microsoft Exchange Secur
5 [ Users
33 Realms
~ 82, Roles
» [ Administraters
5 [ Operators
> [ RADIUS Users
> [ PSM Users
> [ Remediation Exclusion

- 0 R

Domains Realms Roles

< >

Opens 2 new window rooted at this node.

jics PSM & MFA
[Ef Directory Configuration Wizard
5] Server Certificate Configuration Wizard

T, Password Security Management Wizard

View
New Window from Here

5 Exportlist..

Properties

Help

() Password Security Management Wizard

—
j— Welcome To the Password Security
\ Management Wizard

RV

’b\sﬁ\\@‘\(‘s

This Wizard wil help you configure Password Securty
WManagement Inthe Active Directory Forest

To Continue, Click Next

=

2. Click Next to start the Authlogics Password Security Management Wizard.

) Password Security Management Wizard

And Shared Password Protected AD Domains
Corfigure AD Domains For use With Password Securty Managemert.

Password Securty Management provides realtime And retrospective protection Of Active
Directory EBreached And Shared Password per Domain. Selected AD domains will b
corfigured For use With Breached And Shared Password protection And unselected domains
will Not be Protected

Enabled on Active Directory Domains

authlogicsdev.com
sub.authlogicsdev.com

| <Back [ Nea> || camcel

3. Select the domain or domains to which you wish to enable PSM password protection

on. Click Next to continue.
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() Password Security Management Wizard X
Remediation And Alerting Processing Schedule #
Configure When scheduled Remediation And Alert sending should run )
L]
‘Scheduled user account scans For breached And Shared passwords are importart For
maintaining the securty Of passwords As they could become compromised after they have
been changed
Remediation and Aleriing Schedule
Schedue start
[12 Januay 2023 B ] [rzo000 5]

Repeat oycle
‘Daliy - ‘

R v o

| <Back [ Met> | Cancel

4. Authlogics Authentication Server provides the ability to run Password Security
Management remediation and alerting on a scheduled basis.
5. Select the Schedule start date and time.
6. Select the Repeat cycle and recurrence cycle. Options available are:
7. RunOnce
8. Hourly
9. Daily
10. Weekly
11. Monthly

Click Next to continue.

() Password Security Management Wizard X
PSM Remediation And Alert Actions #
Choose the action To take When a specfic passward issue Is found A
L]
When a password scan finds 2 breached Or Shared password, the account status can be
automatically updated To reduce ts risk. Alerts can be sent via emal To ane Or more relevant
peopls regarding the action taken
Breached Password Found Shared Password Found
Set account status to Set account status to
‘Nu change vl ‘Nu change vl
Send alett notfication email to Send alett notfication email to
[] Administrators [] Administrators
[ Manager [ Manager
] User ] User
| <Back [ Met> | Cancel

12. Password Security Management can alert Administrators, Managers or Users for
newly detected breached or shared passwords.

PSM also includes auto-remediation functionality where accounts can be disabled or users
can be forced to change their password at next logon for breached or shared passwords.

Set account status for detected Breached Passwords and Shared Passwords to:

e Nochange
e Must change password at next logon
e Accountisdisabled

Select alert notifications for detected Breached Passwords and Shared Passwords to:

e Administrators
e Managers
e Users

Click Next to continue.
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() Password Security Management Wizard X

Account Remediation And Alert Actions &
Chosse the acton Totake When a specfic accaurtfssue ks found 3
L]

When an account scan finds a domant account, the aceount status can be automatically
Updated ta reduce fs isk. Alerts can be sert via emai to one Or more relevant people
regarding the action taken

Domant AD Aceourt Found Domant MFA Account Found
Set accourt status to Set accourt status to
‘Musl change password at next log vl ‘Musl change password at next log vl
Send alert notification email to: Send alert notification email to:
[] Administrators Administrators
[] Manager [ Manager
] User ] User

| <Back [ Met> | Cancel

Authlegics

13. Password Security Management can alert Administrators, Managers or Users for

newly detected dormant AD or MFA accounts.

PSM also includes auto-remediation functionality where accounts can be disabled or users
can be forced to change their password at next logon for breached or shared passwords.

Set account status for detected dormant AD or MFA accounts to:

e Nochange

e Must change password at next logon
e Accountisdisabled

Select alert notifications for detected dormant AD or MFA accounts to:

e Administrators
e Managers
e Users

Click Next to continue.

L)

) Password Security Management Wizard 4
Password Security Management Users #
Select an optional group of user accounts who will use PSM 3

Provide Password Securty Management protection to members of the group only. f a group
IS NOT speciied then all enabled user accounts in the AD Forest will be protected
Note: Each PSM user requires a PSM licence

Password Securty Management Users

Enable Password Securiy Management Users group

|AUTHLOGICSDEV\Authlogics PSM Users (Roct Giobal) |

Browse.

| <Back [ Nea> || camcel |

14. To limit which users will use PSM (and thus require a licence) check Enable Password
Security Management Users group and then click Browse... to select an AD Group

containing the user accounts to include.

Click Next to continue.
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() Password Security Management Wizard X
Remediation and Alerts Exclusion >
Select an optianal group of user accounts to exclude from remediation and alerts

L

Remediation and Aletts will nat be actioned on members o the specfied group, hawever,
realime password policy checks wil stil apply when a password is changed. This can be
useful for Service Accounts.

Remediation and Alerts Exclusion

[ Enable Remediation and Alerts Exclusion group

Browse..

| <Back [ Met> | Cancel

15. To exclude users from PSM remediation and alerting check Enable Remediation and
Alerts Exclusion group and then click Browse... to select an AD Group containing the user
accounts to exclude.

Click Next to continue.

) Password Security Management Wizard

X
Public Email Domain Breach Monitoring 2
Corfigure the list of eml domain names to moritorfor public breaches. ;

b

f an email adeiress at ane of the speciiied domains is found in a public breach then PSM wil
display the informaiton on the dashboard

Pubilc Email Domains

authogics.com
mycompany.com

Clear

| <Back [ New> || camcel |

16. To monitor and display data breaches based on email addresses for your organisation
on the Web Management Portal Dashboard enter all public email domain names.

Authlogics will auto detect any email domain names configured within Microsoft
Exchange.

Click Next to continue.

() Password Security Management Wizard x
Apply the configuration? ;,,
re you ready to apply the directory settings?

e

The Password Security Management Wizard has gathered l the information required to
configure Authlogics Authentication Server.

Click Next to apply the corfiguration changes

| <Back [ Net> | | Cancel

17. Click Next to continue.

Password Security Management will be configured.
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() Password Security Management Wizard X
Password Security Management Wizard @
Password Securty Management Wizard is being updated with the settings b

Update Progress...

- Configuring Password Security Managemert...

- Enabling PSM on Domain: authlogicsdev com... Re-enabled

- Processing user data in Active Directory (may take afew minutes)... Done
- Enabling PSM on Domain: sub.authlogicsdev com... Re-enabled

- Processing user data in Active Directory imby take a few minutes)... Done.
- Saving seftings... Done.

| The Password Security Management Wizard is complete.

= ==

18. Click Finish when done.

Authlegics
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YubiKey Configuration Wizard

The YubiKey Configuration Wizard is responsible for managing reprogrammed YubiKey
tokens so that YubiKey OTPs are processed by the Authlogics Authentication Server and
access to the Internet-based YubiKey servers is not required for validation.

Should you wish to still validate YubiKey OTPs using the Internet-based YubiKey servers for
tokens that have not been reprogrammed then the Authlogics Authentication Server still
requires Internet access.

To reprogram YubiKey tokens and create a YubiKey Personalization CSV file see the Authlogics
Authentication Server YubiKey Reprogramming Guide.

Starting the YubiKey Configuration Wizard
1. The wizard can be started from the MMC as follows:

) Authlogics Management Cansole — m]

@) File Action View Window Help |_ &%
e=|E = HE
{2 Authlogics PSM & MFA

uthlogi Connected to Active Directory -
Y e =z 0 K arme -
© 5 authlogicsdeme.com |AuthlogiesPSMEME s
| Directory Cenfiguration Wizard
> & Buitin Domains Realms Roles B 1y Config

» (&1 Company Groups
> £] Company PCs
» (&1 Company Users

> ] Managed Service Accoun
» [ Microsoft Exchange Secu <
i rs

[5] Server Certificate Configuration Wizard

(V) YubiKey Configuration Wizard

33 Realm
~ 82, Roles New Window from Here
> [ Administrat % Bportlist.
5 ] Operators
» [ RADIUS Users Properties
> [ PSM Users Help.

» [11 Remediation Exclusion

< >

Opens 2 new window rooted at this node.

) YubiKey Configuration Wizard x

—
j—’ Welcome to the YubiKey
Configuration Wizard

This Wizard will allow you to configure Authlogics MFA for use
with reprogrammed YubiKey hardware tokens.

—k“ \X\\Qg\(.s

To continue, click Next

T ==

2. Click Next to start the Authlogics YubiKey Configuration Wizard.

® www.authlogics.com | sales@authlogics.com | +44 1344 568 900 | +1 408 706 2866
Page 58



[*) YubiKey Configuration Wizard X
2]
Add or Remove YubiKeys =
Import YubiKey data or remove all existing data.

Select to import new data from the YubiKey Personalization Tool into Authlogics MFA or
remave all existing data. Existing YubiKey entries will be updated with the new data ¥ a
duplicate is found.

(®) Import YubiKey Personalzation Tool data
O Remove existing YubiKey data

<taok [Thet> ] [ Cance

Authlegics

3. Select Import YubiKey Personalisation Tool data. Click Next to continue.

) YubiKey Configuration Wizard X
2]
Add YubiKeys (fe)
Import YubiKey Personalization Tool data file.

Select the output CS the Yubikkey F o Tool to be i ¥
duplicate entries extst in the CSV file only the last entry wil be stored.

YubiKey Personalization Tool CSV fil path

cBack | lNet> Cancel

4. Select Browse to select the YubiKey Personalisation Tool generated CSV file.

) YubiKey Configuration Wizard x
2]
Add YubiKeys (fe]
Import YubiKey Personalization Tool data file.

Select the output CS' the Yubikey © o Toolto be i ¥
duplicate entres extst in the CSV file only the last entry wil be stored.

YubiKey ion Tool CSV file path
[CYubiKiey ot 1 cav ]

cBack | Net> Cancel

5. Click Next to continue.

1) YubiKey Configuration Wizard e
Apply the configuration? '
Are you ready to apply the settings?
The YubiKey Configuration Wizard has gathered al the information required to configure the
YubiKey data.

Click Next to apply the configuration changes.

o [[Eo] | oo

6. Click Next to Apply the configuration and continue.
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(-) YubiKey Configuration Wizard X
YubiKey configuration 9’11
Authlogics Server is updating YubiKey data. H

Update Progress...

Loading YubiKey database . Not Found
Creating YubiKey detabase . Done

Reading data from CSV file... Done

3 YubiKey entries found in CSV import file.
Importing YubiKey cccbechkjhdu siot 2... Done
Importing YubiKey cccbechkjhdu siot 2... Done
Importing YubiKey cccbechkjhdu siot 2... Done

| The YubiKey Configuration Wizard is complete.

=] e

7. The YubiKey database has been imported.

Click Finish when done.
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Administering Authlogics Authentication Server

The Authlogics Management Console

The Authlogics Management Console provides administrators with the ability to configure
Authlogics settings and administer users. Functionality and options may differ depending on
the product licence installed.

The Authlogics Management Console provides Administrators with the ability to manage the
following:

e Directory Configuration

e Authlogics Global Settings

e Authlogics Usersin Domains or Realms

e UserRoles
() Authlogics Management Console — [u] X
@) File Action View Window Help |_ &%
e |@E = HE
EE i CL Y Authiogics PsM & MFA  Connected to Active Directory

-

= I [Ef Directory Configuration Wizard
» [&] Company Groups (5] Server Certificate Configuration Wizard

> ] Company PCs
- Licence Confi
> [ Company Users g
M TR Password Secu

> 3
() YubiKey Configuration Wizard

ion Wizard
jement Wizard

View »
New Window from Here

(5 Bport List..

Properties

> [ RADIUS Users
> [ PSM Users Help
> [ Remediation Exclusion
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Authlogics Management Console Views
The Authlogics Management Console displays both the MFA and PSM users.

PSM user only icon: &

MFA user icon:

Authlegics

The Authlogics Management Console is suited to small deployments and also scales to very
large Active Directory environments. This is achieved by utilising the “OUs / Containers” and
the “All Users” view for Active Directory Domains, and a Realms view for External users.

The Active Directory view can be chosen by selecting the domain and toggling between the

two options.

() Authlogics Management Console

) File Action View Window Help

e nm = E
@ Authlogics PSM & MFA
~ T Domains
> 5 authlogicsdemo.com

7 Realms
~ 8 Roles

5> [Z] PSM Users
» ] Remediation Exclusion

C:
=1 Company Users
> [ Administrators I Managed Service Accounts

5> [Z1 Operators & Microsoft Exchange Security Groups.
> (] RADIUS Users ] Users

X Search for User Accounts
£ Add Authlogics User Account
View
New Window from Here
[6] Refresh
|5 Export List.

H Hep
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OUs / Containers View
The OUs / Containers view is the default view which allows the AD OU structure to be
traversed. Searches for user accounts can be done from the domain level or an OU or

wxn

Container. All users in an OU tree can be found for by searching for the wildcard “*”.

() Authlogics Management Console — [u] X
() Ele Acion View Window Help -5 x
LE AR NallENN o]
& Authlogics Actions
v & Domains Account Name First Name Last Name Description ~ || Authlogics Users -
~ 3 authlogicsdemo.com
> &) Authlogics Groups & aamilne AA. Milne Q) Search for User Accounts
5] Authlogics Users gﬂ'ﬂpp Al Capp. 2 Refresh Users
> 1 Buitin billiearmstrong Billie Armstrong
> ; DLA Workstations & billieholiday Billie Holiday & Add Authlogics User Account
5 [ Managed Service Accounr|| &) billieking Billie King View 3
> [&1 Microsoft Exchange Secur|| & billybarty Billy Barty New Window from Here
O ses & billycorgan Billy Corgan & Refresh
> B om Billy Thornton
> 3 Realms & briandepalma Brian DePalma = Export List..
> 82 Roles & brianjones Brian Jones H Hep
& briankeith Brian Keith
& brianlamb Brian Lamb.
& brianmcknight Brian McKnight
& brianorser Brian Orser
& brianwilliams Brian Williams
& brianwilson Brian Wilson
& brianxavier Brian Xavier
& brigittebardot Brigitte Bardot
& broskeshields Brooke Shields
& brooklyndecker Brooklyn Decker
& broeksatkinson Brooks Atkinson
& brocksrobinson Brooks Robinson
& brucecatton Bruce Catton
& brucedern Bruce Dem
& brucejenner Bruce Jenner
& brucelee Bruce Lee
& matthewbroderick Matthew Broderick
& matthewhenson Matthew Hensen
& matthewmeconaughey  Matthew MeConaughey
& matthewmorison Matthew Maorrison
& matthewperry Matthew Perry .
. | E i e [P—— N

All Users View
The All Users view lists all users in a single view for the entire domain. Since all users are
loaded for the domain at once this view may be slower to load on large domains.

() Authlogics Management Console — [u] X
) File Action View Window Help -8 x
e n@m 2 H
{8 Authlogics PSM & MFA Actions
D ~ -
~ 3 Domeins Account Name First Name Last Name Description || authlogicsdeme.com -
~ ] authlogicsdeme.com
7 Builtin & aarikajamal Asrika Jamal OUs / Containers
> [2] Company Groups ﬁabb_ﬂ-i’“ﬂ Abb_e)‘ Perza o Al Users
» & Company PCs addie hintz Addie Hintz
> 51 Company users & sdellekilbury Adelle Kilbury QX Search for User Accounts
] England & Administrator Built-in account for administerin || 2 Refresh Users
& France & adrianna.canclini Adrianna Canclini & Add Authlogics User Account
> & Germany & agacehagemeyer Agace Hagemeyer View N
5 & Ireland & ainslie berkbigler Rinslie Berkbigler
> [E] ltaly & slannamazzuca Alanna Mazzuca New Window from Here
> & Scotland & alissa.wedderbum Alissa Wedderburn |6 Refresh
> E Spain & alliematuszek Alie Matuszek 5 Eportlist
> % Wales & amethrests Ame Thrests
> & Zimbabwe A Help
amie.neranjo Amie Nararjo
> [1] Managed Service Accoun ﬁammm ! Anisss Dic J
> [Z] Microsoft Exchange Secur adicey © i
- & annissazarate Annissa Zarate
[ Users
ann-marie.tamas Ann-Marie Tamas
73 Realms
v 82 Roles &l anny.larason Anny Larason
» 1 Administrators & annysica Anny sitja
5 1 Operstors & antheamalhi Anthez Malhi
» 7 RADIUS Users & anthia.gautney Anthia Gautney
5 1 PSM Users & arsbelawarman Arabela Warman
» 51 Remediation Exclusion & ardenia.ruchti Ardenia Ruchti
& arluenefeigenbaum  Arluene Feigenbaum
& arty.uzdygan Ary Uzdygan
& athene.grieshaber Athene Grieshaber
& auberta.crisco Auberta Crisco
€ oubertacr oot o v
< >« >
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Updating PSM Users

Authlegics

PSM users are automatically added to the Authlogics Management Console when the user
interacts with Authlogics either via an AD password change or Self-service portal login. These
users can be made into MFA users (provided a valid MFA licence exists) by running the Update

User Account.

) Authlogics Management Consele
) Ele Acion View Window Help

e 2@ = Hm

Update Wizard

\\‘/
N This Wizard wil help you update PSM orly users to Authlogics
A MFA User Accourts

’N\\‘\G’é\ca

To continue. click Next

<Back Next > Cancel

1. Click Next to start the User Account Update Wizard.

() User Account Management Wizard X

Account Options f
General options for the selected user accaunts

The account optians specfied here wil apply o the user accounts selected when runring
this wiza

Accourt options

[ Accourt is disabled [ Mobie phone private

Valid to. 125 Apnl 2022 2 Aways

| <Back [ Met> | | Cancel |

[ Authlogics PSM & MFA |m;.,,.s
~ [ Domains N
> EF3 authlogicsdemo.com
vE o [, search for User Accounts
> [E] “Administration gbobm bob mcgabe 2 Refresh Users
5 [&] Authlogics Servers Colin Morikawa Colin Morikawa
> [ Builtin & di Dustin Johnson & Add Authlogics User Account
> &1 BulkUsers & ericv eric van View »
> [Z] DLA Computers & emiee Ernie Els New Window from Here
> :| Managed Service Accoun|| & ghiggo Garrit Higgo (6 Refresh
> [Z] RandomUsers. 2 jamesw James West
> & Servers & johnr John Rahm (= Export List.
[ Users jordans Jordan Spieth Hel
p
~ 3 Realms & jthomas Justin Thomas =
g acmecom & LouisO Louis Qost gk =
éflomme 1o 7ach S ©) Send SMS,
> oles
& Updatd
K Delete
Properties
Help
< >«
() User Account Management Wizard X
- Welcome to the User Account

2. Account options determine the user’s initial state. Accounts can be given the start and
end validity dates and can be created as disabled accounts for later use. The mobile
phone privacy setting can also be specified. Make any required changes and click Next
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to continue.
) User Account Management Wizard X
Apply the configuration?
Are you ready to apply the User account changes to the directory?

The User Accourt Update Wizard has gathered al the information required to configure the
user accourts.

Click Next to apply the configuration changes.

| <Back [ New> || camcel |

3. Click Next to Apply the configuration changes.

) User Account Management Wizard X
Directory update
The directory is being updated with the new user account details

Update Progress

- Updating user aceount “jamesw".. Done

The User Accourt Update Wizard is complete.

4. The User Account has been updated.

Click Finish when done.

Authlegics

® www.authlogics.com | sales@authlogics.com | +44 1344 568 900 | +1 408 706 2866

Page 65



Authlegics

Global Settings walkthrough

The Authlogics global settings are a group of directory configuration options that apply to all
Authlogics servers in the forest, they are not per-user settings.

1. Open the Authlogics Authentication Server Management Console.
2. Highlight the high-level Authlogics node. The node name will include the product name
based on the installed licences, e.g. PSM and/or MFA).

Click Properties in the Actions pane.

() Authlogics Management Console — [u]
) File Action View Windew Help |-l& %
=@ =@
[ Authlogics PSM & MFA Authlogics PSM & MFA Connected to Active Directory Actions
~ ] Domains = = B N
(4 authlogicsdemo.com |iAuthlogics RSM & MAA L sl
7 Builtin Dormsine et Roles B Directory Configuration Wizard
> & Company Groups 5] Server Certificate Cenfiguration Wizard

> ] Company PCs

o [E Licence Configuration Wizard
v &1 Company Users

5] England Tt Password Security Management Wizard
(&1 France (V) YubiKey Configuration Wizard
5 (] Germany
Vi »
> [ Ireland e
> (] Haly New Window from Here

5 [ Seotland patEm
o & Spain

5 & Wales Properties
> (5] Zimbabwe

5[] Managed Service Accourt|
> &1 Microsoft Exchange Secur

> [] Operators

> [ RADIUS Users

> [ PSM Users

> [ Remediation Exclusion
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The General Tab
The General tab contains the Account Lockout Policy, Multi-Factor Factor Timing and
Emergency Override options.

Authlogics PSM & MFA Properties X

PINgrid Policy PINgrid Optiors PlNphrase PINpass
Authenticator App Certficates Seff Service Portal
Web Management Potal |~ SMTP Delivery  SMS Delivery  Licence
General  Active Diectory  RADIUS  Alets  Remediation  Scheduie

Account Lockout Policy

Accourt lockout duration: minutes

Accourt lockout threshold 10 [ attempts

Reset account lockout courter after minutes
Mutti-Factor Timing

Maximum Authenticator App time dsita minutes

Real-Time Token Lifespan 15 2 minutes

Emergency Overide
Allow Emergency Overide Access
Maximum ovenide time permitted hours
Maximum number of override uses: logons

o

Account Lockout Policy settings take effect when a user logs on incorrectly after the specified
invalid logon attempts within the lockout counter period. Accounts that have registered invalid
attempts within the period, will be locked out for the lockout duration.

Allowed soft token time delta allows you to configure how many minutes difference you will
allow the clock of a 2-factor device to be compared to the Authlogics server.

Real-time Token Lifespan provides the number in minutes that a Real-Time token can be used
for before it expires. After this period has exceeded, the token will no longer be able to be
used.

Emergency Override is a feature that allows a user to log in with a temporary PIN or password
in an emergency. This is done by providing the user with a PIN or password and the usage of
the password is limited by time, or by the number of uses. Unlike a standard password, the
Emergency Override PIN or password is self-managed and will expire automatically.

The default time limit for Emergency Override use is 24 hours and 3 logons. Once these limits
are reached, or the user logs on with either deviceless or Multi-Factor Authentication, the
emergency is over and the user’s emergency access is automatically removed.
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The Active Directory Options Tab
The Active Directory Options tab allows administrators to control various Active Directory
specific options.

Authlogics PSM 8 MFA Properties X
PiNgid Policy PiNgiid Options PlNphrase: PiNpass
Authenticator App Certiiicates Self Service Portal
Web Management Potal |~ SMTP Delivery ~ SMS Deivery  Licence
General | Active Diecloy | RADIUS  Alets  Remediation  Schedule

AD Options
[ Enable Authlogics Password Vault
Randomise AD Passwords every: 0 |3 days | H o

[ Require private mobile phone numbers

AD Passthrough Authentication
[ Enable Active Dirsctory Passthrough Authentication
Browse
AD Custom Attribute Lookups
[ Addtional Usemame:

[ Secondary email address:

Cancel toly

The Authlogics Password Vault is a secure storage location protected with AES 256-bit
asymmetric encryption with certificates. The Vault is used to store user passwords to allow for
Passwordless logons to Windows and other applications. This feature can be used in
conjunction with the Windows Desktop Agent with Passwordless logons enabled. The
Password Vault is disabled by default and must be explicitly enabled.

Randomise AD Password enables the Authlogics Server to automatically manage user
passwords by setting them to a highly secure random value regularly. They are kept secure
because the users never know what they are and they constantly change. This feature must be
used in conjunction with Authlogics Agents which support Passwordless logons such as the
Windows Desktop Agent with Passwordless logons enabled.

To enable this feature, specify how many days until the passwords must be randomly changed.
Setting it to O disables the feature. You can also enable Enforce random AD Password when
changed which will prevent a user’s password from being reset/changed to a non-random
password. If it is not enforced then the password reset will be allowed and the new password
can be used until the next randomisation schedule. The block is done directly at the Domain
Controller by the Domain Controller Agent which must be installed separately on all Domain
Controllers.

To force password randomisation of all accounts click the “Run Now” button. This will cause
the Password Policy Agent to run the password randomisation task within the next 15 mins.

To ensure that all user mobile phone numbers are kept private select “Require private mobile
phone numbers”. This setting ensures that mobile numbers are encrypted instead of using the
clear text default mobile phone AD field.

AD Passthrough Authentication allows logon attempts to be passed directly to Active Directory
for logon processing if a user has not been provisioned for MFA. AD Passthrough
Authentication is only permitted for user accounts which are a member of a specified AD
group and is disabled by default. To enable AD Passthrough Authentication, check the Enable
Active Directory Passthrough Authentication box. Click Browse... and select an Active Directory
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group which contains the user accounts which are permitted to use AD Passthrough
Authentication.

AD Custom Attribute Lookups enables Authlogics to use a custom LDAP attributes on a user
account when looking up a user account name or secondary email address.

The Additional Username option may be useful to locate a user account via an employee number
instead of an AD account name. If the employee number is stored in “extensionAttribute1” in
AD then you can configure Authlogics to also look in the specified attribute. The custom field is
used as a secondary addition to the standard Username or UPN, if an account match is found
using the standard Username then the custom LDAP field will not be searched.

The Secondary email address option can be used to locate a secondary email address for a user
account. The secondary email address can be used in the authentication provisioning wizards
for sending welcome emails to.

To enable a custom attribute lookup, check the box and select an LDAP attribute from the list
which Authlogics should search.
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The RADIUS Tab
The RADIUS tab allows you to configure RADIUS options that are not available within
Microsoft NPS.

Authlogics PSM & MFA Properties X

PINgrid Policy PINgrid Optiors PlNphrase PINpass
Authenticator App Certficates Seff Service Portal
Web Management Potal |~ SMTP Delivery  SMS Delivery  Licence
General  Active Diectory  RADIUS | Alets  Remediation Scheduie

RADIUS Options
Open Network Policy Server
Enable Mobile Push
[ Require AD password before Mobile Push
Disable Deviceless Logons

[ Enabied 2-Step Logons (Password + OTP via Access Challenge)

[] Enable RADILS exten:

[ Enable RADIUS Acess Control

Browse

o

Authlogics RADIUS supports Mobile Push authentication over RADIUS which can be enabled
or disabled as required.

Enable Require AD password Before Mobile Push if you only want a Push to be sent after a
password has been successfully verified. This is performed in a single RADIUS request. When
disabled, a Push will be sent to the user with only a username being received over RADIUS.

Disable Deviceless Logons, when enabled, prevents users from using PINgrid and PINphrase
OTPs generated in deviceless mode and forces users to use a 2-factor generated OTP for
RADIUS connections.

A 2-step logon process can be configured using the RADIUS Access-Challenge attribute buy
setting the Enable 2-Step Logons option. When enabled, the first step is to validate the
username and AD password, if successful an Access-Challenge is returned to the RADIUS
client. The second step is to validate the username and OTP after which an Access-Accept will
be returned to the RADIUS client.

Step 1: If the AD password is valid then Access-Challenge will be returned to tell the
RADIUS client to request an OTP. If the AD password is invalid then an Access-Reject
will be returned.

Step 2: If the OTP is received within the allowed time (60 seconds by default) and it is
valid an Access-Accept will be returned. If the OTP is invalid another Access-Challenge
will be returned to prompt the RADIUS client to request a new OTP. An Access-Reject
will be returned for any OTP received after the allowed time.

RADIUS extensions can be enabled to send additional metadata about the user to the RADIUS
client. Additionally, the user's password can be returned to the RADIUS client to support
Single Sign-On (e.g. on Citrix Access Gateways). The password is returned as clear text over
RADIUS, however, it is encrypted in transit using the RADIUS shared secret. Returning the
password requires the Authlogics Password Vault to be enabled on the Active Directory tab.
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An optional RADIUS access control group can be configured on this tab, or via the Roles
section of the MMC UL. This provides a level of access control over which users are allowed to

use RADIUS authentication. Users who are not a member of the specified group will fail
RADIUS logon request.
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The Alerts Tab
The Alerts tab allows you to configure multiple alerting options based on the type of event and
the recipient.

Authlogics PSM & MFA Properties X

PINgrid Policy PINgrid Optiors PlNphrase PINpass
Authenticator App Certficates Seff Service Portal
Web Management Potal |~ SMTP Delivery  SMS Delivery  Licence
General  Active Diectory  RADIUS  Alets  Remediation  Scheduie

Active Directory Password Alerts

Admin User Manager
Breached password found: O O

Shared password found O O
Password exgires witin 10 (S days: 0 O O

Account and Licence Mletts
User Manager

AD account domant for s M O O
MFA accourt domant for days

o o
MFA account locked out o o
o o

MFA device change on user account:

OO0 E§

Licence events:

Cancel Pely

Iz Note

Alerts are sent via SMTP and cannot be configured unless an SMTP server is
configured first. The options available are dependent on which licence types
are installed and which PSM policies are configured.

Administrators will receive a summary email instead of individual emails per user whenever
possible. Administrator emails are sent to the email address of all the accounts in the
Authlogics Administrators role if any.

If a Manager is selected, an alert will be sent to the email address of the user account specified
as the “Manager” for the user account within Active Directory. If no manager has been
specified, then the alert will not be sent.
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The Remediation Tab

The Remediation tab allows you to configure an automatic resolution based on the type of
condition found.

Authlogics PSM & MFA Properties X

PINgrid Policy PINgrid Optiors PlNphrase PINpass
Authenticator App Certficates Seff Service Portal
Web Management Potal |~ SMTP Delivery  SMS Delivery  Licence
General Active Diectory  RADIUS  Alets  Remediation  Scheduie

P5SM Remediation Action

Dormant AD Accourt: [N change v
if accourt not used within days
S —

[ Enable PSM Remedition and Alerts Exclusion group

Browse...

MFA Remediation Action

if account not used within days

o]l e [

ly

3z

Remediation provides an automated way to fix common user account issues to prevent
security breaches. Automating these fixes is important as they are time-sensitive and often
overlooked by manual processes.

If a breached, shared or dormant account is found then an account can be set to:

e Nochange
e Must change at next logon
e Accountisdisabled

“No change” is configured by default and it is recommended to analyse the administrator alerts
prior to enabling remediation in order to assess the impact of initially enabling it.

It is recommended that dormant accounts and dormant MFA accounts are set to “Account is
disabled” while breached and shared accounts be set to “Must change at next logon”.

® www.authlogics.com | sales@authlogics.com | +44 1344 568 900 | +1 408 706 2866
Page 73



The Schedule Tab

Authlegics

The Schedule tab allows you to configure when Breached and Shared password remediation and

alerting will take place.

Authlogics PSM & MFA Properties

Adthenticator App Certficates

Remediation and Alerting Schedule

Enable Schedule

PINgrid Policy PINgrid Optiors PlNphrase PINpass

Web Management Portal |~ SMTP Delivery  SMS Delivery  Licence
Genewal  Active Diectory  RADIUS Alets  Remediation Scheduie

X

Seff Service Portal

Schedule start: [25 Jauay 2023 @+ |[iz0000 2]

Repeat cycle:  [Daily

Recurevery: |1 2] day

Neat run: 02:00:00 25 January 2023

based on this schedule.

in reaktime. not based on this schedule.

Start PSM Wizand

Note: Password expiry alerting as well as alerting and remediation
for domant accounts wil ahways run dally at midnight and not

Blerts for MFA account lockouts and device changes are tiggered

o

It is recommended to run the schedule daily out of hours, however, this can be customised as
required. The processing work is ONLY performed on the primary Authlogics Server.

To run a check as soon as possible without waiting for the schedule click the Run Now button.
This will begin the process within the next 15 mins.

W Note

Password expiry alerting as well as alerting and remediation for dormant
accounts will always run daily at midnight and not based on this schedule.

Alerts for MFA account lockouts and device changes are triggered in real-
time, not based on this schedule.
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The Web Management Portal Tab
The Web Management Portal tab contains the customisation options for the Web
Management Portal.

Authlagics PSM & MFA Properties X
PINgrid Poiicy PINgrid Options PlNphrase PINpass
General  Active Direciory  RADIUS  Alets  Remediation  Schedule
Authenticator App Cerficates Sef Service Portal
Web Management Fortal ~ SMTP Delivery ~ SMS Delivery  Licence

Web Management Portal Logon Page:
Logon technology: | TERYIZXET v

2] Alow Deviceless Logons

o

Specify the logon technology users must use to authenticate to the portal. Options available
are:

e Auto (MFA only)

e Mobile Push
e PINgrid

¢ PINphrase
e PINpass

e Password (Active Directory password)
¢ Windows Authentication (pass-through authentication)

PINgrid and PINphrase both support Deviceless authentication, check the “Enable Deviceless
Logons” box to enable this support. If this is not enabled, then MFA will always be required.

When an MFA licence is installed the default logon option is Auto (MFA only). If only a PSM
licenceis installed the options are limited to Password and Windows Authentication with
Password being the default logon option.
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The SMTP Delivery Tab

When users provisioned using the Authlogics Management Console they can receive an email
with details of how to access the Self Service Portal, their initial pattern, PINs and other
necessary logon information. The SMTP Delivery tab allows administrators to set the SMTP
host and port for the email server for email message delivery.

Authlogics PSM & MFA Properties %

PINgrid Policy PINgrid Options FPlNphrase PINpass
General  Active Directory  RADIUS  Alets  Remediation  Schedule
Authenticator App Cerificates Seff Service Portal
Web Management Portal ~ SMTP Delivery  SMS Delivery  Licence

Email defivery options

From address [Bdministrator@authlagicsdema com |

SMTPserver1:  [serverauthiogicsdemo.com |25 14|
SMTP server 2 =5 E
Use SSL/TLS Encryption

Email authertication options

(O Anonymous {No authentication)
@) Windows Integrated (Computer aceount credertials)
O Specify Credertials:

Conoa | [l

The From address setting specifies the email address which delivered mail will be received from.

A primary SMTP must be specified to send an email. A secondary SMTP may be specified for
redundancy purposes. The secondary server is only used if the sending fails via the primary
server. Enter the SMTP server 1 and SMTP server 2 DNS names or |IP addresses and
corresponding port numbers. If the servers require an encrypted connection tick the Use
SSL/TLS Encryption box.

If your email server requires authentication, select either Use default Integrated credentials or
Specify Credentials and provide a username and password of an account with credentials to
authenticate to the email server. These credentials are stored with 256bit AES asymmetric
encryption.

To ensure that the SMTP details are valid click Send Test Email.
Authlogics SMTP Test

Enter the address to send the test email message
R

E

: com |

Enter a test email address and click OK.

Authlogics SMTP Test

o Email message sent to administrator@authlogicsdemo.com

A confirmation that the message has been sent is displayed is the send was successful; if not an
error stating the SMTP issue is displayed.

IZ Note

When specifying email server details, ensure that the From address can
deliver email to users though any anti-spam filters.
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The SMS Delivery Tab

The SMS Delivery tab allows administrators to set the SMS/Text delivery providers for
SMS/Text message delivery and Message options. Authlogics can use SMS messages for
delivery of 2-factor tokens to mobile devices without Soft tokens.

The administrator can also send notification or broadcast messages to one or many users via
the MMC by right-clicking an account and selecting the Send SMS menu option.

Authlogics PSM & MFA Propertics x

PINgrid Folicy PINgrid Options FiNphrase FiNpass
General  Actve Drectory RADIUS  Alets  Remedistion  Schedule
Authenticator App Cerficates Seff Service Fortal
Web Management Fortal |~ SMTP Delivery ~ SMS Defivery  Licence

SMS / Text delivery provider

Provider: Disabled] ~ | Web Site

Usemame:

Use SSL/TLS Encryption Send Test SMS
Message Options
Ovenwite previous message Enable SMS Flash
From Irfo

Retry Send Limt: Messages / hour / user

Defauit Courtry Code: |United Kingdom (+4)

ok ][ cancel | [ monly |

The provider list is pre-configured with some commonly used Internet-based SMS providers from
around the globe. If you do not have an account with an SMS provider you can choose one from the
list and click the “Web site” link to be taken directly to their signup page where you and typically
signup for a free trial account.

Select your SMS provider and enter the Username and Password details for which they have
provided.

To ensure that the SMS provider credentials are valid, click Send Test SMS.

Authlogics SMS Test

Enter the phone number to send the test SMS o
message to

&
rjix
— l

[+1585-1224

Enter a test mobile number and click OK.

If you receive a Text message on the specified mobile device then the provider details are correct.

Some Providers allows messages to SMS messages from the same source to overwrite previous text
messages. Select Overwrite previous message. For SMS messages to be delivered as a Flash SMS, select
Enable SMS Flash.

Enter the number that all messages will appear to be delivered from.

Retry Send Limit prevents more than the specified number of Text messages to be delivered to a
specific user per hour.

The Default Country Code prefixes mobile phone numbers with the select dialling code for all mobile
numbers that do not have an international dialling code.
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The Licence Tab
The Licence tab displays the loaded licence information.
Authlogics PSM & MFA Properties X
PINgrid Policy PINgrid Options PlNphrase PlNpass
General  Active Directory RADIUS ~ Alerts Remediation ~ Schedule
Authenticator App Certfficates Seff Service Fortal
Web Management Portal ~ SMTP Delivery ~ SMS Delivery  Licence
Licence Information

Product |Passwurd ‘Securty Management| -
Licence Key: GSHK P TYKR4-KK5RQM
Company Name:  Authlogics Demo VM

Expiry Date: Never

Activation Status:
Usage Reported

Activated OK
24 January 2023

Licence Usage
Licence Quartity: 1500 Refresh
Licences Used. 1004
o ][ comeet [ aoaw |

Details of the selected licence are displayed for your information, including the number of licences
supported and the dates during which it is valid. Licence details of Multi-Factor Authentication and
Password Security Management can be viewed and modified by selecting the Product from the drop-
down list.

Licences can be removed by clicking the Remove button, which will be replaced by an Add button.
Clicking the Add button starts the Licence Configuration Wizard.

The licence will be automatically refreshed periodically but MUST be updated at least every 60 days.
If your licence details change, i.e. you renew your subscription or purchase more user licences, or you
want to manually update the usage reporting simply click the Update button to get the latest licence
version from Authlogics.

The number of used licences will be updated periodically; however, it can be updated as needed by
clicking the Refresh button.
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The Authenticator App Tab
The Authenticator App tab allows you to customise the appearance and functionality of the
Authlogics Authenticator App which is installed on mobile devices from popular App Stores.

Authlogics PSM & MFA Properties X

PINgrid Policy PINgrid Options PlNphrase PINpass

General  Active Directory  RADIUS  Alets  Remediation  Sehedule

Web Management Potal ~ SMTP Delivery ~ SMS Delivery  Licence
Authenticator App Certificates Seff Service Portal

Cloud Connection Paint (Push & Sync)

Enable Online Device access

In-App Options
Use Biometrics
Enable One Time Passcode copy & paste

[ Enable Transaction Validation

Custom Branding

Logo URL: [ |

Logo Description: | |

ok ]| cancel || oot |

To allow the Authenticator App to perform an online pairing and Mobile Push authentication
ensure the “Enable Online Device access” option is checked.

The in app Authenticator App options can also be customised. Once these are set they cannot
be changed by the user.

To show a custom logo at the top of the Authenticator App enter a Public URL to a graphicfile
that the mobile device can access. When provisioned, the Authenticator App will access the
URL to download the graphic and store it within the Authenticator App. The graphic should be
a 900 x 210 transparent PNG image. For accessibility purposes, it is also recommended to
enter a description for the logo which may simply be the company name, for example.
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The Certificates Tab

The Certificates tab allows you to change the Authlogics Server Certificate which is used to
secure the Authlogics data stored in Active Directory as well as the Server Password Vault. By
default, the installation program will generate a self-signed certificate. This is NOT the
certificate used by IS for HTTPS (SSL) connections to the server.

Authlogics PSM & MFA Properties %

PINgrid Policy PINgrid Options PINphrase PINpass
General  Active Drectory  RADIUS  Alets  Remedistion  Schedule
Web Management Potal |~ SMTP Delivery  SMS Defivery  Licence
Adthenticator App Centficates Sef Service Portal
Authlogics Server Certficate
Friendly Name Authlogies Server Cert
Thumbprint: 434B603C3AATEDFICT353878038FE2ATTC
Expiry Date: 24/01/2028 15:10.08
Cetficate Information Change

[ Specity Authlogics Server Certificate Trusted Root
Thumbgprir

Certificate Information Browse:

Extemal Access Security

[ Disable Extemal Access Trusted Certficate Checks

G| [ 1o

The Authlogics Server Certificate contains the Public and Private keys used to asymmetrically
encrypt and decrypt the stored data. An instance of the certificate, along with its Private Key,

must be installed on each Authlogics Server in the Windows Computer certificate store. If the
Private Key is not available the Authentication Server cannot operate.

= Warning

If the Private Key is lost it is NOT possible to recover the Authlogics data
stored in Active Directory.

If using Windows Desktop Agent you can select an Authlogics Server Certificate Trusted Root
certificate. If there is an enterprise CA available then a CA root certificate can be specified.
This will require all Authlogics Desktop Agent machines to have a certificate installed on them
which was issued from the specified root. If such a certificate is unavailable some of the agent’s
features will not be available, e.g. offline and Passwordless logons. If an Authlogics Server
Certificate Trusted Root certificate is not configured then the default Self Signed Certificates
will be used.

Desktop Logon Agents connecting to the Authlogics Authentication Server using the External
Access Server role must have a trusted certificate installed on it so that it have be validated by
the Authlogics Authentication Server. If trusted certificates are not deployed on desktop PC'’s
then check the Disable External Access Trusted Certificate Checks to allow untrusted External
Access connections.
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The Self Service Portal Tab

The Self Service Portals tab contains the customisation options for the Self Service Portal. The
Authentication Server includes a user Self Service Portal where users can perform various
common administrative tasks themselves such as register a new MFA device, change their
PINgrid pattern, reset their Active Directory password and update their mobile/cellular phone
number. The Web Management Portal provides basic administration and operational
capabilities suited to helpdesk personnel.

The portal is designed to be compatible with desktop and mobile browsers.

Authlogics PSM & MFA Properties X

PINgrid Policy PINgrid Optiors PlNphrase PINpass
General  Active Directory  RADIUS ~ Alerts Remediation  Schedule

Web Management Potal ~ SMTP Delivery  SMS Defivery  Licence
Authenticator App Certfficates Seff Service Portal
Sef Service Portal Logon Page

Public URL: [nttps://server authlogicsdemo com: 14443/ |

Logon technology: [Auto (MFA only) ~]

Allow Passwordless Push Logons
Password reset via: || SM5 / Text Emai
Sef Service Portal Alowed User Actions
Reset AD Password Unlock AD Accourt
[ Auto unlock AD Account on password reset
Change Mobile / Cellular phone number

Add / Remove Token devices

ok ]| cancel || oot |

The Public URL must be an accessible and resolvable web-based address that provides users
access to the Self Service Portal hosted on the Authentication Server. The default HTTPS port
(SSL) for the SSP is TCP:14443 although additional ports can be configured within IIS. A
reverse proxy or SSL VPN device may be used to provide connectivity to the portal if required.

Specify the logon technology users must use to authenticate to the portal. Options available
are:

e Auto (MFAoonly)

e Push

e PINgrid

e PINphrase
e PINpass

e Password (Active Directory password)
¢ Windows Authentication (pass-through authentication)

When an MFA licence is installed the default logon option for both portals is Auto (MFA only). If
only a PSM licence is installed the options are limited to Password and Windows Authentication
with Password being the default logon option.

PINgrid and PINphrase both support Deviceless authentication, check the “Allow Deviceless
Logons” box to enable this support. If this is not enabled, then MFA will always be required.

If Push authentication is selected, the option of “Allow Passwordless Push Logons” will be
available. When enabled, a password is not required before a Push notificationis sent to a
user’s device.
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When only a PSM licence is installed the Self Service Portal can still issue One Time Codes via
SMS/Text or Email for Active Directory Password reset purposes. To use this feature the logon
type must be set to Password and either SMS / Text or Email must be checked.

Administrators can enable or disable the user’s ability to perform the following actions via the
Self Service Portal (depending on the installed product licence):

e Allow users to reset their Active Directory Password
Allow users to unlock their Active Directory Account
o Auto unlock Active Directory Account when their password is reset
e Allow user to change their mobile/cellular phone number
Allow users to add or remove token devices
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The PINgrid Policy Tab
This tab configures the pattern policy and complexity settings.

Authlogics PSM & MFA Properties X
General  Actve Drectory RADIUS  Alets  Remedistion  Schedule
Web Management Fortal |~ SMTP Delivery ~ SMS Delivery  Licence

Authenticator App Cerficates Sef Service Fortal
PINgrid Poiicy PINgnd Options PlNphrase PINpass

Policy Settings
Minimum Length: Pattem
Pattem age in days: min max
Enforce pattem history: pattems remembered

Paitem Complesxiy

Erfarce complexty:

ORIRIEIE]

Resirct number of quadrarts

Maximum sequential linear adjacencies:

Maximum cell usage instances:
LG Winimum quadant number.
o ][ comeet [ aoaw |

The Minimum length settings determine the least number of characters allowed for a pattern.
The larger the number, the more secure the patterns are but the more complex they are for
users to manage.

The minimum and maximum pattern age, measured in days, prevents users from excessive
changes of patterns within a short period and forces users to change their pattern regularly.

By enabling enforce pattern history an administrator can prevent users from re-using previously
used patterns. Specify how many previous patterns are remembered.

Enforcing complexity ensures that users do not choose simple patterns which could be easily
guessed. Administrators can enforce the following complexity checks:

e Block sequential straight lines
o Block the use of a straight line in any direction in a contiguous chain and
sequence.
e Blocksingle plane
o Block the usability to select all positions in a pattern that are on the same
planein any orientation, regardless of spacing or sequence. This would
include a straight line.
e Restrict sequential linear adjacencies
o Restrict the maximum number of allowed positions that are sequential and
in a straight line before a gap and change of direction is required.
e Restrict cell instance usage
o Restrict the number of times the same cell can be selected when choosing a
pattern. For example, if the “Maximum cell usage instances” is 2 then a
maximum of 2 cells, within the selected pattern, can be re-used.
e Restrict number of quadrants
o Restrict the minimum number of quadrants a chosen pattern must use. For
example, if the “Minimum quadrant number” is 2 then a pattern must use at
least 2 of the 4 quadrants. While this encourages a user to choose a pattern
that is well spread out it also limits the number of possible pattern
combinations available.
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The PINgrid Options Tab
This tab configures generic and visual elements of PINgrid.

Authlogics PSM & MFA Properties X

General  Actve Drectory RADIUS  Alets  Remedistion  Schedule
Web Management Fortal |~ SMTP Delivery ~ SMS Delivery  Licence
Authenticator App Cericates Sef Service Fortal
PINgnd Poicy PINgrid Options PlNphrase PINpass

Grid Settings

Minimum gid size: @ 6X6squares (08 X Bsquares
Grid bitmap size pixels wide & high
Background Colour: [ White v

Send challenge grid via email as HTML

Giid Quadrartt Colours

Click a quadrant to change the colour
which wil be used to draw the
quadrant background for server
generated challenge grids

GRID

o ][ comeet [ aoaw |

The Minimum grid size enforces the smallest size grids that users can have.

If the Authentication Server is used for deviceless logons then you can specify the dimensions
of the PNG image that will be displayed on the client to suit the website/location you are
displaying the image. You can also customise the background and grid colours used to display
the squares in each quadrant of the PINgrid grid.

Available Background Colours:

e Black
e Transparent
e White

When PINgrid challenge grids are delivered via email, the Send challenge grid via email as HTML
option sets whether challenge grids will be generated in plain text or as HTML.

To return the Quadrant Colours to the default colours, select the appropriate Background Theme
and Click on the Set Defaults button.
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The PINphrase Tab
This tab configures the standard PINphrase policy settings.

Authlogics PSM & MFA Properties X

General  Active Drectory  RADIUS  Alets  Remedistion  Schedule
Web Management Potal ~ SMTP Delivery ~ SMS Defivery  Licence
Adthenticator App Certficates Seff Service Portal

PINgnd Poicy PINgnd Options PINphrase PINpass
Policy Settings
Minimum Length: chars per answer @
ko Questors

Message prefix text

Use mutiple questions perlogn

o ][ comeet [ aoaw |

The Minimum Length sets the minimum number of characters that a user must enter per answer.

The Minimum Questions setting allows an administrator to specify the minimum number of questions
that a user must answer to be fully provisioned for PINphrase. PINphrase allows administrators to
create multiple questions and allow a user to select a subset of those questions to answer.

Set the Message prefix text that will precede all PINphrase challenges which are sent to mobile
devices.

By default, the only question is “your Codeword”, this is to cater for auto-provisioning whereby a
user is provided with a random dictionary word to get them started. It is not recommended to change
the first challenge question. To modify and add new PINphrase challenge questions, Click Add.

Enable the Use multiple questions per login option to make PINphrase randomly ask for letters from
answers to multiple questions instead of picking random letters from a single answer. This option can
increase security but may make it harder for users to login.
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The PINpass Tab
This tab configures the standard PINpass policy settings.

Authlogics PSM & MFA Properties X

General  Actve Drectory RADIUS  Alets  Remedistion  Schedule
Web Management Fortal |~ SMTP Delivery ~ SMS Delivery  Licence
Authenticator App Cerficates Sef Service Fortal
PINgnd Poicy PINgnd Options PlNphrase PINpass

Policy Setings

Require PIN / AD Password

Minimum OTF Length: digits
Minimum PIN Length: digts

eI e
Postiof

The Message prefix test is placed 2t the beginning of the SMS /
Text / Email message and can be used as an introduction to the
user or an indication of what the PINpass code is for.

9. "Acme Inc. remote access.” or "Secure website login code.

9
Pass

o ][ comeet [ aoaw |

PINpass can be used as a single or Multi-Factor Authentication solution. To enforce Two Factor
Authentication with PINpass check the Require PIN / AD Password box so the user must enter a PIN
code or Password along with an OTP when authenticating. This option is typically disabled when
PINpass is only being used to validate OTPs and static data such as a password is being verified
elsewhere, or not at all.

The Minimum OTP Length sets the minimum number of digits allowed for an OTP code generated. The
actual number of digits is set on a per-user basis but cannot be lower than this number.

The Minimum PIN Length setting allows an administrator to specify the minimum number of digitsin a
user’s static PIN code. This length is ignored when using Active Directory passwords in place of a PIN
code.

The PIN / Password position dictates where users must enter the static PIN / Password in relation to
the OTP. The default setting is Any.

Set the Message prefix text that will precede all PINpass token challenges.
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Managing Users

As Authlogics uses Active Directory as the user account database the base user accounts may
already exist in most cases. AD users can be added one at a time or in bulk to the Authlogics
MMC where they can be set up for various MFA technologies. They can be added from one or
multiple OU’s at a time as needed.

External User accounts can also be added without the need for a full AD Domain user account.
These external accounts are stored within the forest root domain as LDAP “person” objects
and can not be used for Windows-based logons. A Realm must be created to contain an
External User account.

External User accounts can be used together with the Windows Desktop Agent to add MFA to
local Windows user accounts on both domain-joined and Workgroup based systems.

Adding a user account to the Authlogics MMC allows the user to make use of the Self Service
Portal and, if an MFA licence is installed, they can be provisioned for Multi-Factor
Authentication and devices.

Adding a New Authlogics Realm
An Authlogics Realm is a container to store External User accounts. Each account within a
Realm must have a unique name. Realms and account names can be renamed when needed.

IZ Note

A realm name may contain letters, numbers, dot and underscore, but it
cannot be the same as an existing Active Directory domain name.

The Realm name forms part of the user logon name. A user would enter their logon names as
follows:

e Domain style: realm\account
e UPN style: account@realm
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1. Select Realms in the Management Console.

) Authlogics Management Console — m] X
©) File Action View Window Help
= aE = B

~ ] Domains

~ 3 authlogicsdemo.com There are no items to show in this view. _ﬂ% }
> [ Builtin &, AddRealm
5 (& Company Groups »

v 5] Compeny Users New Window from Here
& England

s & Frence &
5> [E] Germany L=
> & Ireland
5 2] ltaly
>
H
>

Refresh
Export List...
Help
57 Scotland
(=] Spain
& Wales
> & Zimbabwe
> (] Managed Service Accoun
> [Z] Microsoft Exchange Secur
> [ Users
33 Realms
~ 82, Roles
» (7] Administraters
5> (] Operators
> [ RADIUS Users
> [7] Password Policy Users
5 [ PSM Excluded Users

2. Click Add Realm.

Add Realm X

Enterthe name of the new Realm.

Note: Orly Alphanumberic. dot and underscore
\aracters are permit

[Bxemaiot |

3. Enter the name of the new Realm and Click OK.

) Authlogics Management Console - ] X
) Flle Acion View Window Help _ & x
| nm = B
[ Authlogics PSM & MFA Realms Actions
~ [ Domains 3 Extemalol Eeais S
~ 3 authlogicsdemo.com [
> [ Builtin & AddRealm
> [ Company Groups View »
~ (& Company Users New Window from Here
&1 England
> Bl France ) Refresh
> % Iﬁe‘rmzﬂy (5 Export List..
> & Irelan
5> & haly Help
> ] Scotland
5> [Z] Spain
> & Wales

> [E] Zimbabwe
> [7] Managed Service Accoun
> [2] Microsoft Exchange Secur|
> [ Users
v i Realms
> 3 Ettenaldl
v 82 Roles
> 71 Administrators
> [] Operators
> [ RADIUS Users
> [] Password Policy Users
> (] PSM Excluded Users

4. Add additional Realms as needed.
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User Account Types — MFA vs PSM

Different types of users can be added based on the type of licence installed. If an MFA licence
isinstalled then a user account can be created which can be provisioned for various MFA logon
technologies and devices.

If only a PSM licence is installed then users can be created with PSM self-services features
only. PSM users can access the Self Service Portal to change reset their password with One
Time Codes. PSM users cannot be provisioned for use with Multi-Factor Authentication.

If an MFA licence is added to an installation that previously only had a PSM licence then
existing users can immediately be provisioned for Multi-Factor Authentication.

W Note

External User Accounts can only be used with MFA as PSM requires an
Active Directory user account.

Adding a New Authlogics User Account

1. Expand Domains and select the appropriate domain. Expand the list of OU’s as needed
to see which accounts already exist.

%) Authlogics Management Console - o x
g 9
) File Action View Window Help NS
e nml e B
@ Authlogics PSM & MFA

Actions

D s,
v Domsins Account Name First Name Last Name Description Users =
~ 3 authlogicsdemo.com
> [ Authlogics Groups & admin admin ), Search for User Accounts
> ] Authlogics Users & Administrator Built-in account for administering the computer/do... || »
pd
> Bl (& »adauthiogics User Account
> £] DLAWorkstations
» ] Managed Senvice Accoun »
> £] Microsoft Exchange Secur Nesw Window from Here
[ Users et
> &4 spawn.authlogicsdemo.com 1G] Refres!
33 Realms (2 Export List.
~ 82, Roles Help
» [ Administrators

» (] Operators

> [Z] RADIUS Users

> [7] PSM Users

> [l Remediation Exclusion

2. Click Add Authlogics User Account.
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() Add Authlogics User Account Wizard X
S—
o Welcome to the Add Authlogics
User Account Wizard

\v“-
\—’/ “This Wizard wil help you corfigure Authlogics User Accounts in
s the directory.

’k\s\\\\q’cs\é

To continue. click Next

=
3. The Add MFA User Account Wizard starts. Click Next.

) Add Authlogics User Account Wizard X
Select Active Direcory ussrs {
Select Adtive Directory accourts for use with Authiogics.

Aciive Directory user acoounts i this It will be configured for uss with Authlogics
To include user accounts from Active Directory Click Add. To remove user accounts from the:
listtick the accounts and dick Remove.

Remove

[ Remare |

| <Back || Meds | [ camcd |

4. To add existing Active Directory users click Add.

4 | Note
This process does not create user accounts in the Active Directory Domain, it
simply adds Authlogics metadata to an existing account. Ensure that the
domain accounts exist before adding them to the Authlogics MMC.

Select Users
Select this object type
Usere | | Ohiect Tpes. |
From this location
‘authlngmsdemn com \ | Locations... |

Enter the object names to select (2@mples]

Check Names

oo |

5. Click Advanced... then click Find Now
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Select Users X

Select this object type:
= | | ctrect Types...|

From this location
[ushlogicsdema com || Locations... |

Common Queries

Name [Statswih v | |
Desciiption: | Starts with | | | s
[ Disabled accounts Stop

[ Non expiring password

Days since last logon p}t

Search resuts

z

Name E-Mail Address In Folder

e chesiie tramble ©

6. Select the required users from Active Directory and click OK.

Select Users x

Select this object type:
[vsers | ["obiect Types... |

From this location
[suhiegicsdemo.com || Locatons... |

Enter the object names to select (xamples):

: Clarissa Hirschberq (clarissa hirschberg@authlogicsdemo.com); A | Check Names
(Clarisse Grillo (clanisse .grilo @authlogicsdemo com):
|Clarita Cecchi (dlarita cecchi@authlogicsdemo.com]

7. Click OK.

A | Tip

To remove accounts from the list, check the box next to the name and click

Remove.
() Add Authlogics User Account Wizard X
Select Active Directory users (
Select Active Directory accounts for use with Authlogics.

Active Directory user accounts in this list will be configured for use with Authlogics.
To include user accounts from Active Directory Click Add. To remove user accounts from the
list tick the accounts and click Remove.

AUTHLOGICSDEMO\Becky Shandro becky shandro@autl o
AUTHLOGICSDEMO'Belinda Coomey (beinda coomey @at.
AUTHLOGICSDEMO"Bellanca Chiszar (bellanca chiszar@a
AUTHLOGICSDEMO"Bellina Zehring Ibelina zehring@authl
AUTHLOGICSDEMO \Bemardina Weems bemardina weem
AUTHLOGICSDEMO\Bemardine ller bemarding iler@authl
AUTHLOGICSDEMOBemetta Cumington (bemetta. cumingtc
AUTHLOGICSDEMO\Bery Meska (bemy mesko@atthlogic
AUTHLOGICSDEMO\Bertina Carranza bertina v Remove

<Back Met> | | Cancel

8. Click Next.
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() Add Authlogics User Account Wizard X
Account Options {
General aptions for the new user account.

The account options specified here will apply to new user accounts created by this wizard.
By default user accounts are enabled from the date of creation and do not expire.

Accourt options

[ Accourt is disabled [ Mobile phane private

Validfrom:  [12_January 2023 T [ Aways
Valid to [25 January 2023 Aways

| <Back [ Met> | Cancel

Authlegics

9. Account options determine the user’s initial state. Accounts can be given the start and
end validity dates and can be created as disabled accounts for later use.

The mobile phone privacy setting can also be specified.

Make any required changes and click Next.

) Add Authlogics User Account Wizard X
Push Authentication f
Push authentication options for the new user account

The authentication options options specfied here will pply to new accounts created using
this wizard

Enable Mobile Push Authertication

| <Back [ Nea> || cancel |

10. Choose if the users should be enabled for Mobile Push authentication or not and click

Next.

) Add Authlogics User Account Wizard X
Mobile Push usage instruction distribution method {
Vithat method do you wish to use to distrbute Mobie Push details to the user?

Mobile Push usage instructions can be sert ta the user via emailor physical letter f required.

O Dont output user detals
(O Print user details

@ Email user details

Send to Email Addresses

[ Use Secondary Email Address f avalable

| <Back [ New> || camcel |

11. Choose how and if the users will receive a welcome email with instructions on how to

setup their device for Mobile Push and click Next.
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() Add Authlogics User Account Wizard

HTML Template
Select a HTMLfile to be used as atemplate.

An email il be sent to each user selected to be provisianed. The email wil be based upon
the HTML template specfied

HTML Template Path
C\Program Files\Authlogics Authentication Server\PushUserTemplate html

12. Select the HMTL template file to use for the letter and click Next.

) Add Authlogics User Account Wizard

Apply the configuration?
Are you ready to apply the ser account changes to the directory?

The Add Authlogics User Account Wizard has gathered al the infornation required to
configure the user accounts.

Click Next to apply the corfiguration changes

<Back [ Net> | | Cancel
13. Click Next.
() Add Authlogics User Account Wizard X
Directory update
The directory is being updated with the new user account details

Update Progress...

(clare zelman@atihlogicsdemo com)... Done

- Adding user accourt authlogicsdema cam \clarette vanveldhuiz
(clarette com)... Done.

- Adding user account athlogicsdema com clarissa hirschberg
(clarissa hirschberg @authlogicsdemo com)... Done.

- Adding user accourt authiogicsdemo com\clarsse grilo
(clarsse.grilo@atithlogiosdemo com)... Done

- Adding user account authlogicsdemo cam \clarta.cecchi
(clama.cecchi@authlogicsdemo.com)... Dane

The Add Athlogics User Account Wizard is complete

v

14. The New User Account(s) has/have been created.

Click Finish.

Authlegics
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) Authlagics Management Console - o x
@ Ele Action Yew Window Help - s

e am=H

B Authlogics PSM & MFA er Htaly Actions.
~ I Domains b
Account Name First Name Last Mame Deseription
~ §4 authlogicsdemo.com &
» [ Buittin & beckyshandro Becky Shandro. (2, Search for Uses Accounts
> & Company Groups & belanca.chiszar Bellanca Chiszar 2 Refresh Users
~ & Company Users & billharmend Bill Harmond .
&1 England & birgitta childress Bigitta Childress &L Add Authlagics User Account
&l France & blanca bantimus Blanca Bartinus View »
1 Germany & bonnibellewarmbier  Bonnibelle Warmbier Mew Window from Here
&1 Ireland & caresse hodde Caresse. Hadde Refresh
31 haly & carly.guillerault Carly Guillersult a
(&) scotland & carolaameld Carola Amold |5 Export List
> &l Spain & camyhydes Cany Hyder Help
» 3 Wales & christs hammel Christs Hammel

__ B Zimbatrwe & christeansiseneck  Chiistsan Steeneck

® www.authlogics.com | sales@authlogics.com | +44 1344 568 900 | +1 408 706 2866
Page 94



Authlegics

Adding a New Authlogics PSM User Account

PSM user account can be manually added if required, however PSM users will automatically
apprear when a user changes their password or logs onto the Self Service Portal.

1. Expand Domains and select the appropriate domain. Expand the list of OU’s as needed
to see which accounts already exist.

(©) Authlogics Management Console - u} X
@ Ele Acton View Window Help [ME
e nm = dE

EEEETEEE| cro=nd 21p5h User Accounts in container England Actions

~ [ Domains

User Account Name First Name Last Name Description n -
~ 4 authlogicsdemo.com

3 Buittin There are no items to show in this view. < & Add PSM User Accoun
> (&1 Company Groups

> @ Company PCs. 2 Refresh Users
v [£] Company Users

= England View 4
> &1 Franee New Window from Here
5 & Germany
> & lreland G Refresh
> ] Haly |5 Export List..
5> &1 Scotland Help
> &1 Spain
> & Wales

> [E] Zimbabwe
> [ Managed Sevice Accoun,
» [E] Microsoft Exchange Secu
> [ Users
~ 82, Roles

> [] Administrators

> [ Operaters

5 [ Password Policy Users

2. Click Add PSM User Account.

) Add PSM User Account Wizard X
a—
o Welcome to the Add PSM User
Account Wizard

V‘ This Wizard wil help you configure Authlogics User Accounts in
» the directory.

st

N‘Q“\Q(S\cs

To continue, click Next.
8

< Back Nead > Cancel

3. The Add PSM User Account Wizard starts. Click Next.

() Add PSM User Account Wizard X
Select Active Directory users
Select Active Directary accounts for use with Authlogics.

Active Directory user accounts in this list will be configured for use with Authlogics.
To include user accounts from Active Directory Click Add. To remove user accounts from the:
list tick the accounts and click Remove.

Remove

| <Back | Med> [ Cancel |

4. To add existing Active Directory users click Add.
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Note

This process does not create user accounts in the Active Directory Domain, it

simply adds Authlogics metadata to an existing account. Ensure that the
domain accounts exist before adding them to the Authlogics MMC.

Select Users
Select this object type:
‘USB(E \ | Obiect Types... |
From this location:
‘authlug\csdamn com ‘ | Locations... |

Enterthe object names to select (examples)

Check Names

o [ ome |

5. Click Advanced... then click Find Now

Select Users

Select this cbject type:

[Users

| | Ohect Types.. |

From this location:

‘Eﬂg\and

|| Locations... |

Common Queries

Name [Stats wih ~| |

X

Descrption: | Stans win ~| |

| Find bow

[ Disabled accounts
(] Non expiring password

Days since last logon

Search resuts:

Stop

|
[Fod How |

E-Mail Address

In Folder

authlogic
authlogic

>

6. Select the required users from Active Directory and click OK.

Select Users x
Select this object type:
= | [ it .|
From this location:
[Engiand || Locations... |
Enter the object names to select (examples)
|Arly Uzdvaan (ay uzdvoan @authlogicsdemo com); A | Check Names
\Athene Grieshaber (sthene arieshaber@authlogicsdema com);
|Auberta Crisco (auberta. com)|

v

7. Click OK.

f

Note

To remove accounts from the list, check the box next to the name and click

Remove.

Authlegics
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() Add PSM User Account Wizard X
Select Active Directory users
Select Active Directory accounts for use with Authlogics.

Active Directory user accounts in this list will be configured for use with Authlogics.
To include user accounts from Active Directory Click Add. To remove user accounts from the:
list tick the accounts and click Remove.

[[] AUTHLOGICSDEMQO"Adrianna Canlini {adianna canclini @aut|
AUTHLOGICSDEMO Ame Threats {ame threats@authlogicsde|
UTHLOGICSDEMO \Anny Larason (ann

UTHLOGICSDEMO Arabela Warman (arabela warman@authl|
UTHLOGICSDEMO Ardenia Ruchti {ardenia ruchti@authlogic|
UTHLOGICSDEMO Afuene Feigenbaum fariuene feigenbaun|
UTHLOGICSDEMO Aty Uzdygan thiogicsd Add

[] AUTHLOGICSDEMO Athene Grieshaber (athene. grieshaber@z)
[] AUTHLOGICSDEMO Auberta Crisco (auberta.crisco @authlogi| Remove:

| <Back | Met> | Cancel |
8. Click Next.
) Add PSM User Account Wizard X
Apply the configuration? 8
Are you ready to apply the ser account changes to the directory?

The Add PSM User Account Wizard has gathered all the information required to configure the:
user accourts.

Click Next to apply the corfiguration changes

<Back [ Net> | | Cancel
9. Click Next.
) Add PSM User Account Wizard X
Directory update
The directory is being updated with the new user account details
Update Progress...
(ardenia ruchti@authlogicsdemo com)... Done ~

- Adding user account authlogicsdema. com \arlusne feigenbaum
(arluene feigenbaum @authlogicsdema com)... Done

- Adding user account authiogicsdemo.comarly uzdygan
(ary.uzdygan @authlogicsdema.com)... Dane

- Adding user accourt authlogicsdema com \athene grieshaber
(athene grieshaber@avthlogicsdemo.com)... Done

- Adding user account authlogicsdemo.com \auberta crisco
(aubeta.crisco@aLthlagicedema.com)... Done.

| The Add PSM User Account Wizard is complete.

v

10. The New User Account(s) has/have been created.

Click Finish.

Authlegics
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5 (&1 Zimbabwe

» [ Users
~ 82 Roles
> [Z] Administrators
> [ Operaters
5 [ Password Policy Users

5 (] Managed Service Accoun
» [Z] Microsoft Exchange Secui|

@ Authlogics Management Console - o ®
) File Action View Window Help - &=
L A=) RETN 7]
[ Authlogics PSM Actions
D =
v O pomains User Account Name First Name Lsst Name Description -
~ 4 authlogicsdemo.com
4 Builin & adrianna.canclini Adrianna Canclini & Add PSM User Account
> (&1 Company Groups & amethreats Ame Threats O, Search for a User Account
5 [&] Company PCs & ennylarason Anny Larason 2 Retesh Users
~ (] Company Users & arabelawarman Arabela Warman “
27 England & erdenic.ruchti Ardenia Ruchti View 3
> & France & arluene feigenbaum  Arluene Feigenbaum New Window from Here
> [E] Germany & arly.uzdygan Ay Uzdygan Refresh
- res
> [ Ireland & athene.grieshaber Athene Grieshaber o
> & Haly & auberta.crisco Auberta Crisco Iz Export List..
> [ Scotland Help
5 & Spain
> B Wales

Adding a New External MFA User Account
1. Expand Reams and select the appropriate Realm to add the account.

> [ Company Groups

v (@1 Company Users
2] England

5 ] France

> &1 Germany

> & Ireland

5 & ltaly

5> [Z] Scotland

5 & Spain

> 1 Wales

5> [E] Zimbabwe

> [ Users
~ [ Realms
5 EBemalo!
~ 82, Roles
> (7] Administraters
> [7] Operators
> [ RADIUS Users
> [7] Password Policy Users
> [ PSM Excluded Users

> [ Managed Service Accoun
5 [&] Microsoft Exchange Secul

() Authlogics Management Conscle — [u] X

() File Acion View Window Help _ & %

e nmE = Hm

[& Authlogics PSM & MFA Actions

M E‘%;r:j‘t:fogmsdemmm User Account Name First Name Last Name Description Externald] -
> [ Buittin There are no items to show in this view.

New Window from Here

Delete
Export List..

x
=l Rename
=

Help

2. Click Add External MFA User Account.

—
-

) Add External MFA User Account Wizard

Welcome to the Add External MFA

\ User Account Wizard

\// This Wizard will help you corfigure Authlogics User Accourts in
o the directory.

-‘N\\‘\Q@@

To continue, click Next
TR
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3. The Add External MFA User Account Wizard starts. Click Next.

) Add External MFA User Account Wizard X
Account Details {
‘Account infomation for the new user account

Erterthe account name first name and last name etc for the new user accourt.
The account name is reuired. the other fields are optional

Account name: [iohnd

UPN. [iohnd@extemal0t
Email [iohn@doe.com

|
First name: [John Last name: | Doe |
|
|
|

Mobile Phone: ‘144 780 555 1234

| <Back [ New> || camcel |

4. Enter the details for the new user account. Only the Account name is required, all other
fields are optional. The UPN will be automatically generated based on the Realm and
Account name however it may be manually edited as needed.

Click Next

) Add External MFA User Account Wizard ®
Account Options f
General options for the new user accourt

The account options specfied here wil applyto new user accounts reated by this wizard
By default user accounts are enabled from the date of creation and do not expire.

Account options
[ Account is disabled

Valid from: [01 December 2020 B+ O Aways

< Back I et > ; Cancel

5. Account options determine the user’s initial state. Accounts can be given the start and
end validity dates and can be created as disabled accounts for later use.
Make any required changes and click Next.

) Add Authlogics User Account Wizard 4
Push Authentication f
Push authentication options for the new user account

The authentication options options specfied here will pply to new accounts created using
this wizard

Enable Mobile Push Authentication !

| <Back [ DNea> || camcel |

6. Choose if the users should be enabled for Mobile Push authentication or not and Click
Next.
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() Add Authlogics User Account Wizard X
Mobile Push usage instruction distribution method
VWhat method do you wish to use to distrbute Mobile Push details to the user?

Mabile Push usage instructions can be sent to the user via email or physical letter f required

O Dont output user detals
O Print user details

@® Email user details

Send to Email Addresses

[ Use Secondary Email Address # availsble

| <Back [ Met> | Cancel

Authlegics

7. Choose how and if the users will receive a welcome email with instructions on how to

setup their device for Mobile Push and click Next.

) Add Authlogics User Account Wizard x
HTML Template
Select a HTML file to be used as a template

An email will be sert to each user selected to be provisioned. The email will be based upon
the HTML template specfied.

HTML Template Path
C:\Program Fies\Authlogics A Server PushUserTemplate uml |

Browse.

| <Back [ Net> | | Camcel |

8. Select the HMTL template file to use for the letter and click Next.

) Add External MFA User Account Wizard X
Apply the configuration?
Are you ready to apply the User account changes to the directory?

The Add Extemal MFA User Account Wizard has gathered all the information required to
corfigure the user accourts

Click Next to apply the configuration changes.

< Back Next > Cancel

9. Click Next.
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() Add External MFA User Account Wizard

Apply the configuration?
Pre you ready to apply the user account changes to the directory?

3

corfigure the user accourts

Click Next to apply the configuration changes

The Add Extemal MFA User Account Wizard has gathered all the information required to

<Back Next >

Caneel

10. Click Next.

) Add External MFA User Account Wizard

Directory update
The drectory is being updated with the new user accourt details

3

Update Progress

- Adding user accourt . Dore

‘The Add External MFA User Account Wizard is complete.

etk

Cancel

11. The New User Account has been created.

Click Finish.

Authlegics

() Authlogics Management Console

) File Action View Window Help

-8 %

L Ie)alERN 7)o
@ Authlogics PSM & MFA

D
v 2 fomane User Account Name First Name
~ 3 authlogicsdemo.com
> [ Buittin & johnd John

> [ Company Groups
v [ Company Users
(=] England
5 (&1 France
> [Z] Germany
> & Ireland
> & ltaly
> (&1 Scotland
> (&1 Spain
> Bl Wales
> &1 Zimbabwe
> [] Managed Service Accour
> (&1 Microsoft Exchange Secur
5 [ Users
v 37 Realms
5 Bdemnaldl
~ 8 Roles
> [ ] Administrators
» (] Operators
> [ RADIUS Users
5 [ Password Policy Users.
> (7] PSM Excluded Users

rnal0l Actions

Last Name

Description External0l

| Semadl
Doe 0 Search for User Accounts

2 Refresh Users

&L Add External MFA User Account
View

New Window from Here

Delete

Rename

Export List..

B WX

Help
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Setting up a user for PINgrid
Once an Authlogics user account has been created you can configure it for use with PINgrid.

1. Expand Domains and select the appropriate OU or expand Realms and select the
appropriate Realm. Select the user account (or accounts) to manage PINgrid settings.

) Authlogics Management Console - [m] X
() File Action View Window Help _lelx
e 25 = BE
[& Authlogics PSM & MFA A counts in container England Actions
D ~
~ B Domains User Account Name First Name Last Name Description England -
~ 3 authlogicsdemo.com
+ 1 Buikin & adrianna.canclini Adrianna Canclini & Add MFA User Account
» [ Company Groups e theeats Bme ilheests ) Search for a User Account
s [& Company PCs & anny.larason Anny Larason 2 RefrshU
~ (&1 Company Users &l arabela.warman Arabels Warman 2 Refresh Users
= England & ardeniz.ruchti Ardenia Ruchti View 3
5 [ France & arluencfeigenbaum  Arluene Feigenbaum New Window from Here
> 131 Germany & arly.uzdygan Ay Uzdygan Refresh
res
> [2] Ireland & athenegrieshaber Athene Grieshaber g
> & aly & auberta.crisco Auberta Crisco lizh Bxport List.
» [&] Scotland H Hep
5 B Spain
> [E] Wales ameithreats -
> [ Zimbabwe &) Enable
> [] Managed Senvice Accoun
5 [&] Microseft Exchange Secur &) pisable
> [ Users & Manage Tcount settings
v 8 Roles B Managdggrid settings ’
5[] Administrators
+ [ Operstors [©) Manage PINphra:
5> [] RADIUS Users B Manage PiNpass settings
5 (7] Password Policy Users K Delete
Properties
H e
< >« >
Maznage the PINgrid settings for the current selection.

2. Click Manage PINgrid settings from the menu on the right or from the right-click menu to
start the PINgrid User Management Wizard.

[E) PiNgrid User Management Wizard 4
—
o Welcome to the PINgrid User
Management Wizard

V‘ This Wizard wil help you corfigure the PINgrd settings for an
Authlogios user account

Individusl PINgrid user settings can alsa be accessed from the
the PINgrid user accourt properties tab

s 9

PIN
To continue, dick Next GRID
KX
<Back Next > Cancel
3. Click Next.
[E PiNgrid User Management Wizard <

PINgrid Pattern creation method @
What size and method do you wish to use to creale a new Pattem for the user? PN
GRID

Anew Pattem can be automaticaly generated, or the adminisirator can manually specify a
Pattem forthe user. A simple or complex Pattem can be created using ether a 646 or 8@
gnd

@® Manually Specified Pattem
() Automatically Generate Pattem
Generate complex Pattem
Grid Size
@ 6X6Gid (O 8X8Gid

<Back [ Nets> | | Cancdl
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4. Users can have random PINgrid Patterns generated automatically or the administrator
can choose to manually configure the user’s information. By default, “simple” patterns
will be generated for the user, tick the Generate complex Pattern box for a more secure
pattern. If multiple accounts were selected before starting the wizard then only the
automatic option is available.

Choose the Pattern provisioning method and grid size for the selected users.
Click Next.

B PINgrid User Management Wizard X

PINgrid user detail distribution method @
What method do you wish to use to distrbute the new PINgrd detals to the user? PIN
GRID

PINgrid Pattern and usage instructions can be sent to the user via email or physical letter i
required.

(O Dont output PINgrid user details
O Print PINgrid user details
@® Email PINgd user detals

Send to Email Adchesses:
[ame threats@a m

| <Back [ Net> | | Camcel |

5. Select the method used to distribute the Pattern, as well as PINgrid usage instructions
to the user. Auto-generated information can be either printed or emailed to the user.
Additionally, if manually specified settings are provided then you can also specify not to
output any details; this option is not available for auto-generated details. You can send
the email to multiple addresses by entering multiple email addresses separated by a

semi-colon “;”.
Click Next.

Iz Note

For instructions on manually specifying a pattern and PIN proceed to step 6,
otherwise, skip to step 9.

[E) PiNgrid User Management Wizard ®
Create new PINgrid Pattemn 9]
Ciick the boxes i the blank grid to reate  new Pattem. PiN
GRID

After entering the Pattem click the Set button.
then enter the Pattem again to corfim

To start over click the Clear button

Set Clear

Progress:

Curent Pattem Length: 0

Minimum Pattem Lengh: 6

[ <Back | Hea> [ Cancel |

6. Enter the required pattern and click Set.
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[E PINgrid User Management Wizard X
Create new PINgrid Pattemn @
Click the boxes in the blank grid to create a new Pattem. Pin
GRID

After entering the Pattem click the Set button,
then enter the Pattem again to corfim

To start over click the Clear button.

Curent Pattem Length: &

Minimum Pattem Lengh; 6

[ cBack || Meas | [ cacel |

7. Confirm the Pattern entered previously.

[B) PiNgrid User Management Wizard X
Create new PINgrid Paitern @
Ciick the boxes i the blank giid to reate  new Pattem. Ping
GRID

After entering the Pattem click the Set button,
then enter the Pattem again to corfim

To start over click the Clear button

1o
(4
Q
g

Progress:

Current Pattem Length: 6

The new Pattem has been confimed successfully.

| <Back [ Nea> || cancel |

Authlegics

8. If the patterns match, the displayed grid will turn green. A red grid denotes a pattern
mismatch. Click Clear to re-enter the pattern or Click Next to continue.

[E) PiNgrid User Management Wizard X
PINgrid user options 9]
Corfigure the PINgnid settings for the user account. P
GRID

The following settings wil be applied to the user accourt
These seftings can be changed later on via the user account propeties

Enable account for PINgnd
User must change Pattem at next logon
[ Pattem never expires
Enable Multi-Factor Authentication
[ Disable Devicsless

| <Back [ New> || camcel |

9. Configure PINgrid user options.

A user’s Pattern can be set to never expire or set so that the next time the user logins

with this account, that user will be forced to change the Pattern.

In MFA deployments, you can enable and enforce the user account to use a Multi-
Factor device. An MFA device will need to be registered with the user account or the
challenge delivered via email or SMS/TEXT otherwise authentication will fail.

Click Next.
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[E PINgrid User Management Wizard X
Muiti-Factor Token Delivery Settings @
Select the delivery type to be used for Mult-Factor tokens. PN
GRID
A Muti-Factor token challenge can be delivered to a device via SMS or email, or can be
remotely generated via a soft token. SMS and email tokens can be sent instantly (Real-Time)
orin advance [Pre-Send). Tokens sent in advance can be given a time to live before they
expire.
Delivery Method: [N delivery / Soft Token ~]
Queue Type Real-Time
Token Lfespan: Days
[ Enable Remote Seed for soft tokens
| <Back [ Met> | Cancel

10. Select the delivery method for Multi-Factor tokens. When selecting a method, ensure

that the user has either an Email address or Mobile telephone number that tokens will
be delivered to.

Queue Type determines whether tokens will be pre-sent or generated in Real-Time.
When Queue Type is set to Pre-Send, an administrator must then specify the Token
Lifespan for these token types.

The Enable remote seed for soft tokens requires that the remote seed value generated by
the Authentication Server be configured on the MFA device registered with the user
account otherwise authentication will fail. This value will automatically be installed via
the QR code device enrolment process.

Click Next.

B PINgrid User Management Wizard X

HTML Template

Select a HTMLfile to be used as atemplate. PIN

33
13

An email il be sent to each user selected to be provisianed. The email wil be based upon
the HTML template speciied.

HTML Template Path
C.\Program Fies\Authlogics Authentication Server P INgrdUserTemplate Ftml |

Browse

| <Back [ Met> | Cancel

11. Specify an HTML Template Path to the automated notification letter/email each user

will receive. This HTML file can be modified and customised for your organisation. Each
letter/email will be customised for the user to contain their unique information by
substituting HTML comment values in the template.

To locate a custom template click Browse... otherwise, click Next.
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[E PINgrid User Management Wizard X
Aoply the configuration?
Are you ready to apply the PINgid user information to the directory? ;
GRID
The PINgrid User Management Wizard has gathered all the information required to update the
PINgnid user iformation in the directory.
Click Next to apply the configuration changes.
<Back [ Net> | | Cancel
[B) PiNgrid User Management Wizard X

Directory update
The user account is being updated with the new PINgrid user information

Update Progress

- Provisioning the user account "ame threats”... Done.
- Sending email to “ame threats@authlogicsdemo com” . Sent.

The PINgrid User Management Wizard is complete.

o =

13. Click Finish.

Authlegics
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Setting up a user for PINphrase
Once an Authlogics user account has been created you can configure it for use with PINphrase.

1. Expand Domains and select the appropriate OU or expand Realms and select the
appropriate Realm. Select the user account (or accounts) to manage PINphrase
settings.

@) Authlogics Management Console
€) Fle Action Yiew Window Help - 8%
e 2@ = HE

@ Authlogics PSM & MFA o Actions
Domai =~
v O Domains User Account Name First Name Last Name Description England -
~ 3 authlogicsdemo.com
o Buittin & adrianna.canclini Adrianna Candlini & Add MFA User Account

%, Search for a User Account
2 Refresh Users

» &1 Company Groups
> [E] Company PCs
~ [3 Company Users

'] England View 4
> [2] France New Window from Here
5 [E] Germany Refresh
> [ Ireland & athene.grieshaber Athene Grieshaber G Refres
> B taly & aubertacrisco Auberta Crisco = Exportlist..
> (&1 Seotland H Hep
> [E] Sp
5 5] Wales ame.threats -
> (&1 Zimbabwe 5] Ensble
» [] Managed Seniice Accoun
> [2] Microsoft Exchange Secur 8] Disable
> [ Users & Manage MFA User Account settings
v 82 Roles
> [ Administrators
\ [ Operators (]@ Manage PINphrase settings

> [] RADIUS Users
5 [] Password Policy Users K Delete
Properties
H Help

< LIS >

Manage the PINgrid settings for the current selection.

2. Click Manage PINphrase settings from the menu on the right or from the right-click menu
to start the PINphrase User Management Wizard.

(5] PiNphrase User Management Wizard X
c—
- Welcome to the PINphrase User
Management Wizard

\'/ This Wizard wil help you corfigure the PINphrase settings for an
Aithlogics user account

Individuzl PINphrase user setiings can also be accessed from
the the PINphrase user account propeties fab.

s S
psieR ©

PIN
To continue, diick Next PHRASE
B
< Back Next > Cancel

[E) PiNphrase User Management Wizard X

Memorable Answers creation method 9]

What method do you wish to use to create answers for the user? i
PHRASE

Anew infial answer can be automaticaly selected, or the administrator can manually specfy
answers for the user.

@® WManually Specified Answers
O Automatically Generate Codeword Answer

<Back [ Ned> | [ cancel
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4. Users can have arandomly generated Codeword answer or the administrator can
choose to manually configure the user’s information. If multiple accounts were selected

before starting the wizard then only the automatic optionis available.
Choose the provisioning method.

Click Next.

PINphrase User Management Wizard X

PINphrase user detail distribution method @
Vihat method o you wish to use to distrbute the new PINphrase details tothe user? |
PHRASE

PlNphrase user details (Answers etc.) and usage instructions can be sert ta the user via
emai or physical Ietter f required

O Dont output PINphrase user details
O Bt PiNphrase user details
@ Email PINphrase user details

Send to Email Addresses
[ame threats@a com

| <Back [ New> || cameel |

5. Select the method used to distribute the PINphrase settings as well as PINphrase usage
instructions to the user. Auto-generated information can be either printed or emailed
to the user. Additionally, if manually specified settings are provided then you can also
specify not to output any details, this option is not available for auto-generated details.

Click Next.

Iﬂ Note

For instructions on manually specifying a pattern and PIN proceed to step 6,

otherwise, skip to step 7.

PINphrase User Management Wizard X

= Answers
Complete the answers to the questions which are specic to the ser.

E'U
zi

Answer a minimum of 1 questions from the list below. Each answer must be at least &
characters long. Note: Al spaces wil be removed

Question: What is Answer:

your Codeword

| <Back [ New> || camcel |

6. Enter answers for the questions ensuring that each answer is at least the minimum
number of prescribed characters and that enough questions have been answered.
When all PINphrase conditions have been met, the Next button will be available.

Click Next.
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PINphrase User Management Wizard X
PINphrase user options @
Corfigure the PINphrase settings for the user accourt PN
PHRASE

The following settings wil be applied to the ser accourt
These seftings can be changed later on via the usar account propeties

Enable account for PINphrase
User must change answers at next logon
Enable Muti-Factor Authentication
[ Disable Deviceless

[ Use full answer instead of One Time Code

OTP Length Digits

| <Back [ Met> | Cancel

7. Configure PINphrase user options.

Authlegics

An account can be set so that the next time the user logins with this account, that user

will be forced to change the answers at the next logon.

In MFA deployments, you can enable and enforce the user account to use a Multi-

Factor device by selecting the Disable Deviceless option.

An account can be configured to require the full answer to be entered instead of
random letters from the answer. Note: This is not meant to be used as a true password-

based system and is disabled by default.

Set the OTC Length for the number of characters a user will need to provide from the

predetermined answer.

Click Next.
PIMphrase User Management Wizard X
Muiti-Factor Token Delivery Seftings ©
Select the delivery type to be used for Mult-Factor tokens. PN
PHRASE

A Muti-Factor token challenge can be delivered to a device via SMS or email. SMS and
emailtokens can be sent instantly (Real-Time) or in advance (Pre-Send). Tokens sent in
advance can be given a time to five before they expire

Delvery Method: [ Email ~]

Queue Type \ Real-Time - ‘

Token Lfespan: Days

| <Back [ Met> | Cancel

8. Select the delivery method for Multi-Factor tokens. When selecting a method, ensure
that the user has either an Email address or Mobile telephone number that tokens will

be delivered to.

Queue Type determines whether tokens will be pre-sent or generated in Real-Time.
When Queue Type is set to Pre-Send, an administrator must then specify the Token

Lifespan for these token types.
Click Next
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[ PINphrase User Management Wizard X
HTML Template @
Select a HTML file to be used as a template. PN
PHRASE

An email il be sent to each user selected to be provisianed. The email wil be based upon
the HTML template specfied

HTML Template Path

C:\Program Fil gics AL erver'F ser Template 1|
Browse...
| <Back [ Met> | Cancel

Authlegics

9. Specify an HTML Template Path to the automated notification letter/email each user
will receive. This HTML file can be modified and customised for your organisation. Each
letter/email will be customised for the user to contain their unique information by

substituting HTML comment values in the template.

(5] PiNphrase User Management Wizard X
Apply the configuration? @
Are you ready to apply the PINphrase user information to the directory? Piny
PHRASE

The PINphrase Liser Management Wizard has gathered all the infomation required to update
the PINphrase user information in the directory.

Click et to apply the canfiguration changes

| <Back [ New> || camcel |

10. Click Next to apply the configuration changes.

[ PINphrase User Management Wizard x
Directory update @
The user aceount is being updated with the new PINphrase user information PN
PHRASE

Update Progress

- Provisioning the user account “ame threats” . Done
- Sending email to “ame threats @authlogicsdemo.com”... Sent

The PINphrase User Management Wizard is complete.

11. Click Finish.
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Setting up a user for PINpass
Once an Authlogics user account has been created you can configure it for use with PINpass.

1. Expand Domains and select the appropriate OU or expand Realms and select the
appropriate Realm. Select the user account (or accounts) to manage PINpass settings.

() Authlogics Management Console - [m] X
©) File Action View Window Help E
L IRNE-(RENN /|
[ Authlogics PSM & MFA England All MFA User Accounts in container England Actions

D
v O Domains User Account Name First Name Last Name Description England -

v i authlogicsdemo.com
» [ Buitin & adrianna.canclini Adrianna Canclini & Add MFA User Account

» [2] Company Groups X Search for a User Account

> &1 Company PCs & anny.larason Anny Larason =

& Company Users & arsbelsavarman Arabels Warman & Refresh Users
2] England & ardenia.uchti Ardenia Ruchti View »
> [0 France & arluenefeigenbaum  Arluene Feigenbaum Mew Window from Here
> [2] Germany & arly.uzdygan Ay Uzdygan
> (&) Ireland & athene.grieshaber Athene Grieshaber G] Refresh
> [ faly & auberta.crisco Auberta Crisco | Bxport List.
> (] Scotland B Hee
5 [ Spain
> (2] Wales ame.threats -
> (5] Zimbabwe & Enable
5[] Managed Service Accoun| )
» [] Microseft Exchange Secur 8] Disable
> [ Users & Manage MFA User Account settings
v & Roles B Manage PiNgrid settings

> [ Administrators

> [ Operators
5 [ RADIUS Users < B Manage PiNpass settings
5 [ Passwerd Policy Users

Properties

H Hep

< 3|« >

Manage the PINgrid settings for the current selection.

2. Click Manage PINpass settings from the menu on the right or from the right-click menu
to start the PINpass User Management Wizard.

B PiNpass User Management Wizard X
—
o Welcome to the PINpass User
Management Wizard

\/ “This Wizand wil help you cortigure the PINpass settings for an
Authlogics user account

Individual PINpass User seftings can also be accessed from the
the PINpass user account propetties tab

st - (_6
pate? ©)

PIN
To continue. diick Next PASS
X
< Back Mext > Cancel
[B) Pinpass User Management Wizard X
Static PIN method 9]
Vihat method do you wish to use to create a PIN for the user, if any? P
PASS

The users AD password can be used instead of a PIN, or the administrator can manualy
specily a PIN. Altematively,  PIN can be automatically generated or not required t all for
OTP orly validation.

O Use AD password as PIN
@® Manually Speciied PIN
O Automtically Generate PIN
Mo FIN / Password required - OTF only

<Back [ Net> | | Cancel
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4. Theuser’'s AD password can be used instead of a PIN, or the administrator can
manually specify a PIN. Alternatively, a PIN can be automatically generated or not
required at all for OTP only validation. If multiple accounts were selected before
starting the wizard then the Manually Specified option is not available.

Click Next.

[E) Pinpass User Management Wizard X

PINpass user detail distribution method
What method do you wish to use to distribute the new PINpass details to the user? PIN
PASS

PlNpass user details and usage instructions can be sent to the user via email o physical letier
i recuired

O Dont output PINpass user detalls
O Bt PINpass user details
@ Email PNpass user detals

Send to Email Addresses
[ame threats@a com

| <Back [ New> || cameel |

5. Select the method used to distribute the PINpass settings as well as PINpass usage
instructions to the user. Auto-generated information can be either printed or emailed
to the user. Additionally, if manually specified settings are provided then you can also
specify not to output any details, this option is not available for auto-generated details.
Click Next.

Iﬂ Note

For instructions on manually specifying a PIN proceed to step 6, otherwise,
skip to step 7.

[E) Pinpass User Management Wizard X
Create new static Personal Identification Number (PIN) 9]
Enable or Disable, and set a new PIN for the user account P
PASS
Stricter securty can be achieved by requinng a userto enter  static PIN togsther with their
QTP The PIN can be entered before. fter orin the middle of the OTP code
To require 2 userto use a PIN, erter a PIN in both baxes
Enterthe new PIN Re-enter new PIN
[eees
Minimum PIN Length s 4 digts between 0 and 5.
| <Back [ New> || camcel |

6. Enter the user’s PIN and confirm the PIN. Click Next.
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B PiNpass User Management Wizard X
PINpass user options @
Configure the PINpass settings for the user account PIN
PASS

The following settings wil be applied to the ser accourt
These seftings can be changed later on via the usar account propeties

Enable account for PINpass
User must change PIN at nest logon

QTP Code Length Digits

| <Back [ Met> | Cancel

7. Configure PINpass user options.
An account can be set so that the next time the user logins with this account, that user
will be forced to change the PIN at the next logon.
Set the OTP Code Length for the number of characters.

[B) Pinpass User Management Wizard X
Multi-Factor Token Delivery Settings 9]
Select the delivery type to be used for Muli-Factortokens P
PASS
A Mult-Factor token challenge can be delivered to a device via SMS or email. or can be
remotely generated via a soft token. SMS and email tokens can be sent instantly (Real-Time)
arin advance (Pre-Send). Tokens sent in advance can be given a time to live before they
expire
Delvery Method: [No delivery / Soft Token ~
Queue Type Real-Time

Token Lifespan Bum
Codes / message:

] Enable Remote Seed for soft tokens

| <Back [ Nea> || cancel |

8. Select the delivery method for Multi-Factor tokens. When selecting a method, ensure
that the user has either an Email address or Mobile telephone number that tokens will
be delivered to.

Queue Type determines whether tokens will be pre-sent or generated in Real-Time.
When Queue Type is set to Pre-Send, an administrator must then specify the Token
Lifespan for these token types and how many pre-sent tokens are delivered per
message.

The Enable remote seed for soft tokens requires that the remote seed value generated by
the Authentication Server be configured on the MFA device registered with the user
account otherwise authentication will fail. This value will automatically be installed via
the QR code device enrolment process.

Click Next.
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B PiNpass User Management Wizard X
HTML Template @
Select a HTML file to be used as a template. P
PASS.

An email il be sent to each user selected to be provisianed. The email wil be based upon
the HTML template specfied

HTML Template Path

C:\Program il gics A erver JseOTPOry Teme|
Browse...
| <Back [ Met> | Cancel

Authlegics

9. Specify an HTML Template Path to the automated notification letter/email each user
will receive. This HTML file can be modified and customised for your organisation. Each
letter/email will be customised for the user to contain their unique information by

substituting HTML comment values in the template.

[E) Pinpass User Management Wizard X
Apply the configuration? @
Are you readyto apply the PINpass user infommation to the dirsctory? Pix
PASS

The PINpass User Management Wizard has gathered all the information required to update
the PINpass user information in the directary.

Click et to apply the canfiguration changes

| <Back [ New> || camcel |

10. Click Next to apply the configuration changes.

B PiNpass User Management Wizard x
Directory update @
The user aceount is being updated with the new PINpass user information Pt
PASS.

Update Progress

- Provisioning the user account “ame threats” . Done
- Sending email to “ame threats @authlogicsdemo.com”... Sent

The PINpass User Management Wizard is complete

11. Click Finish.
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Assigning a Multi-Factor Device to a user account
In most scenarios a user will enrol their MFA device via the self-service portal, however, in
some situations, it may be required for an administrator to manually add a device.

1. Expand the Domain and select the appropriate OU and user account to manage.

) Authlogics Management Console - [m] X
() File Action View Window Help 1
e 25 = BE
{8 Authlogics PSM & MFA England  All MFA User Accounts in container England Actions
D ~
~ B Domains User Account Name First Name Last Name Description England -
~ 3 authlogicsdemo.com
+ 1 Buikin & Add MFA User Account
> [Z] Company Groups X Search for a User Account
» [E] Company PCs 2 Refresh Users
v [&1 Company Users ara <
= England & arder Ardenia Ruchti View 3
5 [ France & arluencfeigenbaum  Arluene Feigenbaum New Window from Here
> 131 Germany & arly.uzdygan Ay Uzdygan Refresh
res
> [2] Ireland & athenegrieshaber Athene Grieshaber g
> & aly & auberta.crisco Auberta Crisco lizh Bxport List.
» [&] Scotland H Hep
> (] Spain
> [E] Wales amedthreats -
> [ Zimbabwe &) Enable
> [] Managed Senvice Accoun
5 [&] Microseft Exchange Secur &) pisable
> [ Users & Mznage MFA User Account settings
"a;“;‘d : B Manage PiNgrid settings
> ministrators.
+ [ Operstors [E) Manage PINphrase settings
5> [] RADIUS Users B Manage PiNpass settings
5 (7] Password Policy Users
‘ Properties ,
< >« >
Maznage the PINgrid settings for the current selection.

2. Click Properties and select the Devices tab.

ame.threats Properties x
Push PINgid PINphrase PlNpass
General AD Password Devices Emergency Overide
Devices

Device:
Name:

Device Enabled
Device ID:
Type
Last used

Last sync:

Mobile Device Securty
[ Require Biometric Seed

Carcel | | tooly

3. Click Add to start the Add Device Wizard.
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() Add Device Wizard X

Welcome to the Add Device Wizard

This Wizard will llow you to add a new MFA device.

To continue. click Next

RS
< Back Mext > Cancel
4. Click Next.
) Add Device Wizard X

Device Registration s
Manual Device Information ﬂ

Select the type of device ta add and enter the device information

Type:

ID:

Name:

|
[
[
Enabled

| <Back || Meds | [ camcd |

5. Select the type of device to add from the dropdown list

) Add Device Wizard X

Device Registration )
Manual Device Information, ﬁ

Select the type of device to add and enter the device information.

Name: [My Google Android device |

Enabled

| <Back | Med: | | Cancel |

Authlegics

6. Enter the Device ID information from the Authlogics Authenticator App and customise

the name as required.

) Add Device Wizard X

Device Registration 5
Manual Device Information fg

Select the type of device to add and enter the device information

Type:  [Google Android v

ID: [437HTERG3sBTHWOUF |

Name:  [Samsung Galaxy S22 Utra |

Enabled

<Back [ Ned> | [ cancel
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7. Click Next.

) Add Device Wizard

Apply the configuration?
Are you ready to apply the settings?

X

Click Next to apply the configuration changes

The Add Device Wizard has gathered all the information required to add the new device.

<Back [ Net> | | Cancel

8. Click Next.

) Add Device Wizard

Add MFA Device Configuration
Authlogics Server is updating MFA devices data

Update Progress

Adding new device... Done

=

Cancel

9. Click Finish.

amethreats Properties

Push PlNgrid PINphrase PlNpass
General AD Password Devices Emergency Ovenide
Devices
Device:  [Google Android - Samsung Galaxy 522 Utra ~]
Name: [8amsung Galaxy 522 Utra |

Device Enabled
Device ID:  437HTEHG398THWOJF
Type Google Android
Lastused:  Never

Registration: Manual

Autherticator App Securty

[ Require Biometric Seed

Carcel | | tooly

Authlegics

Up to 10 devices can be added for each user, repeat the process for each MFA device. Each
device can be enabled or disabled as needed, e.g. it if is temporarily misplaced.
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Assigning Emergency Override Access to a user (MMC)
1. Ensure that Allow Emergency Override Access is ticked on the global settings General tab.

See the Global Settings Walkthrough section for further information.

) Authlogics Management Console
) File Action View Window Help
LL 3R (1=30 7 )i
{8 Authlogics PSM & MFA
~ [ Demains
~ i authlogicsdemo.com

> [ Builtin

» [£] Company Groups

> [Z] Company PCs

v &1 Company Users

2 England
5 (2] France & arluene feigenbaum
> 131 Germany & arly.uzdygan
> [ Ireland & athene.grieshaber
> [ taly & auberta.crisco
> [ Scotland
5 & Spain
> [ Wales

> (&1 Zimbabwe
5 [ Managed Senvice Accoun
5 [2] Microsaft Exchange Secur|
> [ Users
~ 82, Roles

5 [ Administrators

> [ Operaters

> [ RADIUS Users

5 [ Passward Policy Users

< >«

Arluene
Arly
Athene
Auberta

Feigenbaum
Uzdygan
Grieshaber
Crisco

Actions

England

& Add MFA User Account
% Search for a User Account
2 Refresh Users

View

New Window from Here
[ Refresh
|i2h Export List.

H Hep

amedthreats

<

&1 Enable

&) Disable

& Mznage MFA User Account settings
@ Manage PiNgrid settings

Manage PINphrase settings

B Manage PiNpass settings

Properties ’

Manage the PINgrid settings for the current selection.

Authlegics

2. Expand Domains and select the appropriate OU or expand Realms and select the
appropriate Realm. Select the user account to manage.
Click Properties and select the Emergency Override tab.

ame.threats Properties
General AD Password Token Devices
Emergency Overide PINgnd PINphrase Plhpass
Ovemde and expiry
[ Enable Emergency Overide Access
18/02/2020 1
0 15
Overide Code
I
Random Code Random Word Clear
o

3. Tick the Enable Emergency Override Access box.

Select under which circumstances the emergency override functionally will be

automatically disabled. Options include at a specific date and time, after a specific

number of uses or both; the default is both.

Configure the user to utilise their existing Active Directory password as an emergency
override code as it is something they should already know.
Alternatively, specify a PIN or a Password for the user of at least 6 digits. To assist in

choosing a PIN or password you can click the Random Code or Random Word buttons
to create one for you.

® www.authlogics.com | sales@authlogics.com | +44 1344 568 900 | +1 408 706 2866

Page 118



Ovemide and expiry
[] Enable Emergency Ovemde Access

@ Expire after 3logins or 19/02/2020 15:43:37
O Expire after 3logins

O Expire after 19/02/2020 15:45:37

Overnide Code
O Use Adtive Directory password

(®) Use static PIN / Password

ame.threats Properties x
General AD Password Token Devices
Emergency Ovenide PINgrid PINphrase PlNpass

(4551675438

[ BandomCode | | Random Word | |

Gear |

ok ]| cancel

e

Authlegics

4. Click Apply or OK to save the configured settings for the user account.
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Assigning Emergency Override Access to a user (Web Management Portal)
1. Ensure that Allow Emergency Override Access is ticked on the global settings General tab
in the MMC. See the Global Settings Walkthrough section for further information.

@ huthlcgics Web MaragementF- X v - a x
localnost: 14443 admin/#/user/matthewperry Qe n @

Matthew Perry (matthewperry)

Load the Web Management Portal and select the user account to manage.

Check the Enable Emergency Override Access box.

Select the override type based on the number of logons, a period or both.

Configure the user to use their existing Active Directory password as an emergency
override code as it is something they should already know. Alternatively, specify a PIN
or a password for the user of at least 6 digits.

A SR

& | Tip
Click the Random Code button to generate a new random emergency
override code.

D futhicgics ek Mansgement P X | v - a8 x

localhast: 14443 admin/¥/user/matthewperry a=zr @

Matthew Perry (matthewperry)

6. Click Save when done.
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Roles

Authlogics Authentication Server provides administrators with the ability to assign rights to
users for Authlogics administrative functions and product features. Users can be designated as
Administrators and Operators.

Administrators can fully administer Authlogics via the Authlogics Management Console and
perform day-to-day operational functions via the Web Management Portal. Members of the
Operators role have access to the Web Management Portal which provides day-to-day
operational functions, but they do not have access to the Authlogics Management Console.

() Authlogics Management Console — o x
@) File Action View Window Help _& x
e 2@ =10
[ Authlogics PSM & MFA
» [] Domains
> G Reaims
v 8, Roles
| Administraters View »
5 [] Operators
> [7] RADIUS Users
> [ PSM Users |2 Bportlist..
> [ Remediation Exclusion B Hep

i Al Actions

Administrators -

2 Refresh Users

New Window from Here

MFA Only: Authorisation via RADIUS can be restricted via the RADIUS Users role.

PSM Only: User accounts that should be protected by PSM can be specified via the PSM Users
role.

Ij Note

Active Directory groups are created automatically for Administrators and
Operators and are assigned to the roles by default. For all other roles, an AD
group must be created manually first.

AD Group types for Roles
Both Global and Universal Security groups can be used with all Authlogics Roles. Group
nesting is also supported, i.e. the groups may also contain other groups.

In addition, both Global and Universal Distribution groups can be used with the Authlogics
Administrators Role to allow people to receive administrative alerts, but not have
administrative permissions. See the Administrator Role Views section for further information.

For multi-domain forests, the groups can be created in any domain in the forest. It is
recommended that Universal groups are used in multi-domain forests so that Global Catalog
servers can be contacted to check role membership, otherwise, DCs from other domains may
need to be contacted which can affect performance depending on the infrastructure.
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Administrator Role Views
The Authlogics Administrator Role is dual purposes and thus has two views:

1. User Permissions View: User accounts that have Authlogics Administrative
permissions.
2. Alert Recipients View: Email addresses that should receive Admin Alerts.

The views can be toggled on the Actions pane in the MMC which allows you to determine the
resultant set of users in each use case. To achieve this the members of the Authlogics
Administrators group are processed differently as needed.

This feature is useful where admin personnel have split role user accounts and need to use
their “admin” user account to perform administrative tasks but need to receive Admin Alerts
on a “non-admin” user account.

Administrative Permissions can only be assigned to Active Directory User Accounts either
through direct membership of the Authlogics Administrators group, or by being a member of a
nested Security group (Global or Universal). Permissions are not assigned to Active Directory
Contacts or via membership of a Distribution Group. The existence of an email address on a
user account or group has no effect.

) Authlogics Management Console - [u] x
) File Action View Window Help _ & x
R A NalHEYN ¢
[ Authlogics PSM & MFA

>

& User Permission View

Alert Recipients View

> 71 PSM Users View 4
> [ Remediation Exclusion New Window from Here

[Z Export List..

Help

Admin Alerts can be sent to Active Directory User Accounts, Contacts or Groups (Global or
Universal, Security or Distribution) that have an email address configured. They can be direct
members of the Authlogics Administrators group, or a member of a nested Security or
Distribution group (Global or Universal). If a nested group does not have an email address
configured on it then the members of the group will be processed individually, including other
nested groups. However, if a group does has an email address configured on it then the email
address of the group will be used and the members of the group will be ignored; leaving the
email system (e.g Microsoft Exchange) to deliver the email to the group members.
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() Authlogics Management Console - m] X
) File Action View Window Help _ & x
R A NalHEYN ¢
EprTrr T a——

Administrators  Alert Recipie

D
’ % R“TE'”; Recipient Name Type
> calms
« 2 Roles & Admin Alerts om om Universal Distribution Group User Permission View
= & om om Active Directery User  Alert Recipients View
> [ Operators
> (5] RADIUS Users
> [ PSM Users View s
> [ Remediction Exclusion New Window from Here
5> Export List...
H Hep

Displays the following view: Alert Recipients View.

To use split role user accounts for Admin Alerts simply create a Distribution group in AD, add
the non-admin user accounts to it, then add the group to the Authlogics Administrators group.

When using Microsoft Exchange, create a Mail Enabled Distribution group, add the non-admin
user accounts to it, then add the group to the Authlogics Administrators group. Authlogics will
then send Admin Alerts to the group and not directly to the member.
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Managing Administrative Roles

Role membership is managed via the corresponding Active Directory groups which are created
during the directory configuration. These groups can be renamed and moved to different OU'’s
as needed but should not be deleted. Non-administrative roles are optional and the group
filtering for the role can be enabled/disabled as needed.

Role members cannot be added and removed via the Authlogics Management Console, this

must be done by editing the appropriate Windows group either via the Active Directory Users
and Computers MMC, or the Local Users and Groups MMC.

1. Openthe Authlogics Authentication Server Management Console then expand Roles.

() Authlogics Management Console
@) File Action View Window Help
e 2@ EH

& Authlogics PSM & MFA
> [ Demains

T
Roles -
I Ope: ;
v 2, Roles | RADIUS Users View 4
] Administrators |71 PSM Users New Window from Here
. =

Exclusion
- Refresh
> (71 RADIUS Users G Refres

> [ PSM Users
» ] Remediation Exclusion < Properties

Actions

2. Toassign Active Directory groups to Authlogics roles, select Roles and click Properties.

[4 | Note
The Active Directory groups must already exist in the domain.
Authlogics Admin groups are created during setup.

Roles Properties X
Administrative Roles  PSM  RADIUS

Administrator Users

Authlogics Administrators have ful acoess to all system features
and functionality.

AUTHLOGICSDEMO\Authlogics ‘

Browse.

Operstor Users

Authlogics Operators only have limited adminisirative access via
the Web Operator Partal

AUTHLOGICSDEMO\Authlogics Operators |

=

3. Toselect Administrators, Click Browse... in the Administrators Group section.
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Select Group X

Select this abject type:

[Groue | | oviect Types... |
From this location

‘Ervlwre Directory | | Locatons... |

Enterthe object name to select examples):
\Authlogics Administrators Check Names

=

4. Locate the Active Directory group and click OK.

Roles Properties ®
Administrative Roles  PSM RADIUS
Administrator Users

Puthlogics Administrators have ful acoess to all system features
and functionalty.

AUTHLOGICSDEMO\Authlogics Administrators ‘

Browse..

Operator Users

Authlogics Operators only have lmited adminisirative access via
the Web Operator Portal

AUTHLOGICSDEMO \Adthiogics Operators ]

G | [

5. Toselect Operators, Click Browse... in the Operator Group section.

Select Group. X

‘Select this cbject type:
‘Gmup | | Object Types... ‘

From this location
‘EnlwaDwedary || Locations... |

Enterthe object name to select (examples):
[Authlogics Operstors Check Names

=

6. Locate the Active Directory group and click OK.

Authlegics
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Managing the Password Security Management Users Role
1. Toassign Active Directory groups to Authlogics roles, select Roles and click Properties.

|Z Note

The Active Directory groups must already exist in the domain.
Default PSM groups are NOT created during setup.

2. Select the PSM Filters tab.

Roles Properties x
Administrative Roles PSM RADIUS

Password Securty Management Users

[ Enable Password Securiy Managemert Users group

Provide PSM protection to members of the group orly, ofherwise,
all enabled user accounts in the AD Forest will be protected
Browse..

Remediation and Alerts Exclusion

[] Enable Remediation and Alerts Exclusion group

Remediation and Alerts wil nat be actioned, however, realtime
policy checks wil il apply when a password is changed

Browse:

Corcd || sl

3. Check the Enable Password Security Management Users group box and click Browse...

Select Group X
Select this chject type:

[Grow | [ otiect Types... |
From this location:

‘Ervlwre Directory | | Locatons... |
Enterthe obiject name to sclect (xamples):

\Authlogics PSM Users| Check Names
o

4. Locate the Active Directory Password Policy group and click OK.

Roles Properties x
Administrative Roles PSM RADIUS
Fassword Securty Management Users

Enable Password Security Management Users group.

Provide PSM protection to members of the group only, otherwise,
all enabled user accourts in the AD Forest will be protected

AUTHLOGICSDEMO \Authlogics PSM Users ‘

Browse..

Remediation and Alerts Exclusion

[ Enable Remediation and Alets Exclusion group

Remediation and Alerts will not be actioned, however, realtime
policy checks wil stl apply when a password is changed

Browse.

[k ][ coned [ Aoy

5. Click OK.

6. Select/ Refresh the PSM Users role to view the members.
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Managing the RADIUS Users Role
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1. Toassign Active Directory groups to Authlogics roles, select Roles and click Properties.

W Note

The Active Directory groups must already exist in the domain.
A default RADIUS group is NOT created during setup.

Roles Properties X
Administrative Roles  PSM Fiters  RADIUS
RADIUS Users Group

[ Enable RADIUS fitering

Only members of the speciied group are able to access resources
via RADILIS ¥ group fitering is enabled.

Browse..

[Cok ][ Concd || ooy

2. Select the RADIUS tab.

3. Check the Enable RADIUS filtering box and click Browse...

Select Group b
Select this chject type:

‘Gmup | | Object Types... ‘
From this location:

‘Enlwe Directory | | Locations... |
Enter the object name to select (sxamples):

[Authlogics RADIUS Users Check Names
=

4. Locate the Active Directory RADIUS group and click OK.

Roles Properties %
Administrative Roles  PSM Fiters RADIUS
RADIUS Users Group

Enable RADIUS fitering

Only members of the specfied group are able to access resources
via RADIUS ¥ group fitering is enabled.

[Authlogics RADIUS Users |

Browse.

ok ]| cancel || ooty

5. Click OK.

6. Select/ Refresh the RADIUS Users role to view the members.
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The Web Management Portal

The Authlogics Web Management Portal provides operational staff with an easy-to-use web-
based interface to perform common administrative tasks. Unlike the MMC Ul, members of the
Operators Role may only use the Web Management Portal. The Web Management Portal Ul is
well suited to tablet and touch-based devices.

The Web Management Portal includes dashboards to provide a high-level overview of the core
Password Security and Multi-Factor Authentication events. The dashboard also provides
administrators with the ability to generate reports.

HEIEY
@ Authlogics Web Management Po X | v
< C A Notsecure | ksps//localhost:14443/admin/#/users = Y &
AUthI@giCS B, AUTHLOGICSDEMO\Administrator v

System

Day to day user management functions available via the Web Management Portal include:

Enabled / Disable an account

Unlock an account

Update a Mobile / Cellular phone number
Reset a password

Configure Emergency Override Access
Enrol MFA devices

Access the Remote Seed value
Configure MFA settings

Reset a PINgrid pattern

Reset a PINphrase answers

Reset a PINpass PIN

Verify a One Time Code

Perform 2-Way-Identification

The Web Management Portal does not allow the following actions:

Modification of the global settings
Adding new user accounts
Provisioning MFA technologies
Change the Pattern size

Change logon times

Generate a new seed
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The Web Management Portal is compatible with multiple web browsers including Microsoft
Edge, Google Chrome, Firefox and Safari. Internet Explorer may function but is no longer
recommended or supported.

Accessing the Web Management Portal

The Web Management Portal is accessed using Forms-based authentication with MFA or
passwords, or Windows-based authentication. There is a start menu shortcut on the
Authlogics server for easy access. Alternatively, you can use the following URL from any
remote location:

https://servername:14443/admin

The portal can be accessed via HTTPS on port TCP:14443. The installation process configures
a self-signed SSL certificate for use with the Authlogics Authentication Server, however, this
certificate can be replaced with one from an internal or 3™ party trusted root when needed.

Using the Web Management Portal

The Web Management Portal is very simple to use and very intuitive. You start by selecting the
domain in the forest to administer, if there is only a single domain then it will be selected
automatically.

To search for a particular user, or to simply narrow down the list of users, enter some search
criteriain the Search box and press enter.

To make changes to a user account simply click a user and the account details appear.

@ Authlogics Web Management Po X | 4 ~

< C A Notsecure | kstps//localhost:14443/admin/#/userfjohncage Q & w & i

John Cage (johncage)

Account Details
@ Account is Disabled
Account is Locked Out

Mobile Number

‘ save ‘

Reset Password

Password

New password

Confirm

Confirm password

Mew password will expire on

Emergency Override

Enable Emergency Override Access

Once you have made any required changes to a user account click the Save button. A
notification will be displayed at the top of the console to show if the save was successful or not.
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@ Authlogics Web Management P- X

4

C A Notsecure | hitpsy/localhost:14443/admin/#{user/johncage

John Cage (johncage)
Account Details

Updated user details successfuly.

@ Account is Disabled

Account is Locked Out

Authlegics

_|:|-

~

Q T &

12

O, AUTHLOGICSDEMO\Administratory

Arecord is kept in the Authlogics Server Application Event Log of changes made to user accounts.

Viewing all user events

Every user-related event is registered in the Windows Events log on the Authlogics Authentication
Server or Domain Controller which processed the request. In environments containing multiple
Authlogics Authentication Servers and Domain Controllers it can be challenging to locate the server
containing the required log data.

The Web Management Portal Events view consolidates events from all servers into a single per user

view.

1. Select the user account to access events for
2. Select the Events menu item.

@ Authlogics Web Management P- X

&«

Authlagics

- a -
+ ~
C A Notsecure | btps//localhost:14443fadmin/#/user/johncage/events Q 2 # &
= 8, AUTHLOGICSDEMO\Administrator
Events (johncage)

Last 7 Days o

Created Id Message Computer
The provided password for authlegicsdemo.comjohncage (johncage@authiogicsdemo.com) does not comply with Authlogics Password

3/16/2022 2454 dc.authlogicsdemo.com
Security Management policy and has been rejected.
The provided password for authlogicsdemo.comijohncage (johncage@authiogicsdemo.com) does not comply with Authlogics Password

3/16/2022 2454 dc.authlogicsdemo.com
Security Management policy and has been rejected.
The provided password for authlogicsdemo.comijohncage (johncage@authiogicsdemo.com) does not comply with Authlogics Password

3/16/2022 2454 dc.authlogicsdemo.com
Security Management policy and has been rejected
The provided password for authlogicsdemo.comijohncage (johncage@authiogicsdemo.com) does not comply with Authlogics Password

3/16/2022 2454 dc.authlogicsdemo.com
Security Management policy and has been rejected
The provided password for authiogicsdema.com\johncage (johncage@authlogicsdemo.com) does not comply with Authlogics Password

3/16/2022 2454 " - auen Vonnage ponneagegaumon s o o acauthiogicsdemo.com
Security Management policy and has been rejected
The provided password for authiogicsdema.com\johncage (johncage@authlogicsdemo.com) does not comply with Authlogics Password

3/16/2022 2454 dc.authlogicsdemo.com
Security Management policy and has been rejected

I _ The provided password for authlogicsdemo.com\johncage (joh authlogicsdemo.com) complies with Authlogics Password Security

3/16/2022 1425 - dc.authlogicsdemo.com
Management policy and has been accepted for use by the A uthentication Server.

I The provided password for authiogicsdemo.com)johncage (johncage@authlogicsdemo.com) does not comply with Authlogics Password

3/17/2022 2454 . dc.authlogicsdemo.com
Security Management policy and has been rejected

v The provided password for authiogicsdemo.com)johncage (johncage@authlogicsdemo.com) does not comply with Authlogics Password

3/17/2022 2454 . dc.authlogicsdemo.com .
Security Management policy and has been rejected
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Adding a Token Device for a user account

A user account can have up to 10 devices running a soft token app linked to it. These can be assigned
via the Web Management Portal, the MMC or the User Self Service Portal.

1. Select the user account to modify, then select the Devices tab.

° + En |
Authlegics = -
Devices (johncage)
2. Click Add Device.
En |

awx w()
diniiuztor

3. Select the Device Type from the dropdown list and enter the device ID as displayed in
the soft token application (available from the App store).
Click Save when done.
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Devices (johncage)

Device acted successhully

The new device is now added.
Removing a Token Device from a user account

If a user no longer possesses a device it can be removed from their account. These can be removed
via the Web Management Portal, the MMC or the User Self Service Portal.

1. Select the user account to modify, then select the Devices tab.

Devices (johncage)
enabiea

2. Tick the device you wish to remove and click the delete button
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httpsi//localhost 14443/

Confirm Remave Device

Authlegics

3. Click Remove to confirm the removal or Cancel to cancel the removal.

hittps://ocalhost 14443/admin/#/userfjohncage/devices

Devices (johncage)

Devics removed successully

Dovice Type Davice 10 Enabled

a 2 &« & ¢

£ AUTHLOGICSDEMOVAITITiStSr

12057240 9116 1030

The device is now removed.
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Web Management Portal Dashboards

The Dashboards are very simple to use. You start by selecting the Dashboards option under
System in the Web Management Portal.

The Dashboard is broken into 3 categories; System Status, Password Security and Multi-
Factor Authentication. The later 2 options will be available based on the applied MFA and PSM
licences.

System Status
The System Status area of the Dashboards show all the Authlogics Authentication servers,
Domain Controllers and applied Licences through the deployment.

Server listing shows the role of the server in the environment i.e. Authlogics Authentication
Server and/or Domain Controller, the server's availability state and will also list Authlogics’s
ability to access the server’s Windows Event Logs.

The licence component shows the applied licence, the validity of the licences, assigned and
used quantities as well as the licence’s expiry date.

=[=mE
@ Authlogics Web Management Pc X + v
& C A Notsecure | hitps//localhost:14443/admin/#/system-dashboard Q 2w 0O &
. o v
Authlegics A
System
141 Dashboards
com mfasrv2012.authlogicsdemo.com dc.authlogicsdemo.com
Authentication Server  Inactive Authentication Server  Inactive
= = =
= Version c v .
Unavailable Unavailable
membersrv2012.authlogicsdemo.com
Domain Controller  Unavailable
= fom |
(=] Remote Eventlog =
Unavailable, Not connected
Multi-Factor Authentication Password Security
1000 32 9 10000 4043 Q
Users Used Users Used
Expires vaiid Expires:
3/16/2023 3/16/2023
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Multi-Factor Authentication
The Multi-Factor Authentication Dashboard shows a near-live view of:

e Authentication Requests

e Authentication Request By Type
e Users By Authentication Type

e Users By Device

Multi-Factor Authentication dashboards reflect the information across the AD forest or per
domain over the selected period. All dashboard reports can be downloaded to SVG or CSV
formats.

Authentication Requests module shows all valid and invalid MFA authentication requests
over the selected period.

Authentication Requests
Last 7 Days

authlogicsdemo.com ~ Last 7 Days v

15 Mar 16 Mar 17 Mar 18 Mar 19 Mar 20 Mar 21 Mar 22 Mar
W vsid Winvalid

Authentication Requests By Type module shows the breakdown of successful authentication
requests broken down by Authlogics MFA authentication type.

Authentication Requests By Type
Last 12 Months

(all) ~ | Last12Months ~
1z
9 l
-]
0 I - — I
@ s v & s ¢ & 5
Oﬁ‘@ & o & é)\sf‘ o s _\\:?/\y &
& F & & & & & F &
o = o e & ¢
I o & r o
& v e Ly
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Users By Authentication Type module lists the total of users who have been provisioned to an
Authlogics MFA authentication type.

Users By Authentication Type
Latest

(all) v

o _-

PiNgrid PiNpass PlNphrase  Emergency Override
W enzbled [ disabled 1 locked

Users By Device module lists the percentage of the device type which has been provisioned to
users.

Users By Device
Latest

(all) v

® Android
®ios

@ YubiKey
@ windows

Password Security
The Password Security Dashboard shows a near-live view of:

e External Breaches

e Total Accounts at Risk

e Failed Password Changes
e Users Accounts at Risk

Password Security dashboards reflect the information across the AD forest or per domain over
the selected period. All dashboard results can be downloaded to SVG or CSV formats.

External Breaches module shows the breaches for the organisation as per the Authlogics
Password Breach database.
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External Breaches

acme.com

._—-n—i‘

300

200

100

2M3 2014 2015 2018 2017 2018 2mM9 2020 201

Total Accounts At Risk Breaches module shows the number of accounts using breached or
shared passwords as detected over the specified period.

Total Accounts At Risk
Last 12 Menths

(all) v Last 12 Manths v

45

36

16 Feb 24 Feb Mar '22 08 Mar 16 Mar
@ Shared @ Breached
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Failed Password Changes module shows the failed password changes and the reason for the
password rejection over the selected time period.

Failed Password Changes
Last 12 Months

(all} ~ Last 12 Months

C‘\ & & & >
. &

80

0 I
'a\z.

&
B

5
5

@
@Q‘E

& 3 & &
o & & ﬁ o & & < & &
W © & 5 & & & & &
& 6‘ e i & g > ) G4 @ & IS
\\:Q @e“‘ Qé“ o ° f é" ‘}gv & éé*‘ & & & F S &
& & 3 ey £ oS & & P o & &
& S & @o & 5° « @ 60‘3 @ ‘2‘9& & & M
3 & oo g Q\@ < of & &
E & &

Accounts at Risk module shows all the accounts which have passwords that are shared,
breached, blank or soon to expire. This dashboard also shows dormant accounts.

Accounts At Risk
Latest

(ally

Shared

@ shared Account Name

® Breached

@ Blank carrottop

@ Expiring

® Dormant carrynation
carygrant
caseykasem
caseystengel

= View All

By selecting View All, all the accounts that fall under the highlighted category will be displayed.
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Web Portal customization

Authentication setting (Windows vs. Forms)
The Self Service Portal (SSP) and Web Management Portal (WMP) support both Windows
Authentication and Forms bases Authentication.

Alogon page can be displayed to require strong authentication via PINgrid, PINphrase,
PINpass or Password. The logon page can be set to use a specific technology only or set to auto
to cater for all MFA technologies at once. In addition, the user's Active Directory password can
be required on the logon page.

To change the Self Service Portal or Web Management Portal authentication type, within the
Web Portals tab of global settings on the Authlogics MMC, select either the Self Service Portal
or the Web Management Portal tab, then select the required Logon technology from the
dropdown list.

Authlogics PSM & MFA Properties X Authlogics PSM & MFA Properties X

PINgrid Policy PINgid Optiors PlNphrase PNpass PINgrid Policy PINgid Optiors PlNphrase PNpass

General  Active Directory  RADIUS ~ Alerts Remediation  Schedule General  Active Directory  RADIUS ~ Alerts Remediation  Schedule
Authenticator App Carficates Sef Service Potdl Web Management Portal |~ SMTP Delivery ~ SMS Devery  Licence

Web Management Portal | SMTP Delvery ~ SMS Defvery  Licence Authenticator App Cerficates Seff Service Fortal

Web Management Portal Logon Page: Sef Service Portal Logon Page

Logon technology: | YN IZNEY Public URL [nttps://senver. com 14443/ |
FA ony)

Seff Sevice Portal Alowed User Actions
Reset AD Password Unlack AD Account
[ Auto unlock AD Account on password reset
Change Mobile / Celular phone number

Add / Remave Token devices

o o

Using Deviceless OTP with Forms authentication

The PINgrid grid and PINphrase questions can be displayed on the Forms Based
Authentication login page to cater for Deviceless OTP authentication. If Deviceless OTP
authentication is not required then the logon challenge can be disabled on the logon page. The
authentication method is controlled via the Deviceless checkbox on global settings Web Portals
tab next to the chosen Logon Technology for each portal.

SSP Logon Page Customisation
The branding look of the Self Service Portal logon page can be easily customised by editing
settings in the web.config file located at:

‘C:\Program Files\Authlogics Authentication Server\wwwroot\web.config

Item Value Detail
Title Authlogics Self Service Portal Any custom text
DisplayText Authlogics Self Service Portal Any custom text
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LogoPath /assets/img/logo-colour- A full or relative path
transparent.png to a graphicfile such
as a company logo.
UserGuideUrl https://authlogics.com/download | A full or relative path
/authlogics-self-service- to a downloadable
portal-user—-guide/ usergmde
document.
PasswordLabelText | Password Any custom text to
help the user know
which password is
required, e.g. Coprnet
Password

|Z Note

Editing other values in the web.config file is not supported.

WMP Logon Page Customisation

The branding look of the Web Management Portal logon page can be easily customised by
editing settings in the web.config file located at:

‘C:\Program Files\Authlogics Authentication Server\wwwroot\Admin\web.config

Iltem Value Detail
Title Authlogics Self Service | Anycustom text
Portal
PasswordLableText | Password Any custom text to help the
user know which password is
required, e.g. Coprnet Password

|Z Note

Editing other values in the web.config file is not supported.

Advanced Ul Customisation

Advanced customisation of the Self Service Portal is possible via CSS and JavaScript. The
portal has two built-in customisation files where all customisations can be placed.

C:\Program Files\Authlogics Authentication Server\wwwroot\Assets\css\custom.css
C:\Program Files\Authlogics Authentication Server\wwwroot\Assets\js\custom.]js

Some customisation of the Web Management Portal is possible via CSS. The portal has a built-
in customisation file where customisations can be placed.

‘C:\Program Files\Authlogics Authentication Server\wwwroot\Admin\static\css\custom.css |
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The web pages within the portal load the custom CSS and JS files automatically. The files are
loaded last in the load order to allow custom code to override code in built-in functions if
required.

Editing of any other files in the portal folder structure is NOT SUPPORTED. The custom files
may be replaced by future updates/upgrades and existing customisations may not be
compatible with future product versions. Authlogics is unable to provide product support for
any 3 party code placed in the custom.css or custom.js files and any additions to the files are
done so at your own risk.

@ Note

While the installer will attempt to retain your custom files, always keep a
backup of your custom files to ensure they are not lost after an upgrade.
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RADIUS Communication

Authlogics Authentication Server leverages the Windows Network Policy Server role to
provide RADIUS connectivity. This is a high performance and robust RADIUS server which
allows you to configure a flexible RADIUS policy; including RADIUS proxy capabilities which
can simplify migrations from other token solutions.

The Authlogics RADIUS server only supports PAP authentication from RADIUS client devices.

RADIUS configuration is performed via the Authlogics MMC as well as the Microsoft Network
Policy Server MMC.

Authlogics PSM & MFA Properties x
PINgrid Policy PINgrid Optiors PlNphrase PINpass
Authenticator App Cerficates Sef Service Portal

Web Management Portal ~ SMTP Delivery ~ SMS Delivery  Licence
General  Active Directory  RADIUS  Alets  Remediation  Schedule

RADIUS Options

Open Network Policy Server
Enable Mobile Push

[ Require AD password before Mobile Push
Disable Devicaless Logans

[ Enabled 2-Step Lagans (Password + OTP via AccessChallenge)

[ Enable RADIUS Access Control

Browse:

=

Mobile Push MFA
Mobile Push MFA via RADIUS can be enabled/disabled independently to other mechanisms if
required.

When a RADIUS request is received containing only a user name the Authentication Server
will trigger a Mobile Push to the users device, only if the user is configured for Mobile Push. It
may be required that a username and password is required before a Mobile Push notification is
triggered, in which case enable “Require AD password before Mobile Push”.

2-Step Logons (Access-Challenge)

RADIUS Access-Challenge is supported by some RADIUS clients. It allows for a 2-step logon
process whereby the client will first send the username and password to the server for
verification. The server will respond with either an Access-Challenge or Access-Reject. If the
client supports Access-Challenge it will prompt the user for a 2" set of credentials, e.g. an OTP
and send it to the server. The server will then process the username and OTP and respond with
an Access-Accept (only if an Access-Challenge preceded the request) or Access-Reject.
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RADIUS Extensions
RADIUS extensions can be enabled to send metadata from the server back to the RADIUS
client. This can also includes returning:

e Theuser’s AD password to support single sign-on to certain applications such as Citrix
Access Gateway.

e Custom reply text when using Access-Challenge for the RADIUS client to display
(where supported by the RADIUS client).

RADIUS Server ports and protocols

The Authlogics RADIUS server uses the IANA assigned ports for authentication and
accounting, as well as the unofficial ports for backward compatibility with legacy RADIUS
clients.

e Authentication: UDP:1812 & UDP:1645
e Accounting: UDP:1812 & UDP:1645

Both IPv4 and IPvé6 are supported for communication with RADIUS clients.

Adding a RADIUS client

A RADIUS client device would typically be a VPN concentrator or remote access server,
however, it could also be a wireless access point or a door access system. RADIUS is a common
system used by a multitude of applications and platforms.

IZ Note

This section of the installation process requires Local Administrator rights on
the server. Domain rights are not required at this stage.

1. Open the Network Policy Server from the Administrative Tools start menu group.

@ Network Policy Server - m] x
File Action View Help

e 2E

@ NP5 Local) RADIUS Clients
v ] RADIUS Clients and Servers -
5 RADIUS Clients 'i! RADIUS clierts allow you to specify the network access servers, that provide access to your network.
5 Remote RADIUS Server Groups
> [E] Polici
5 Accounting Friendly Name  IP Address Device Mandfacturer  Status
> Ml Templates Management

2. Select RADIUS Clients and Servers, then RADIUS Clients.
3. Right-click RADIUS Clients and select New.
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Settings  Advanced
[ Enable this RADIUS client

Select an existing template:

Name and Address
Friendly name:
[VPN Server |

Aderess (IP or DNS)

[vonautt com || ey |
Shared Secret

Select an exising Shared Secrets template

= v

To manually type a shared secret, dick Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensiive.

@ Mangal O Generate

==

4. Onthe Settings tab, enter values for:

“Friendly name” of the remote RADIUS client;

Authlegics

Address (IP address or DNS) of the RADIUS client. Use the Verify option to ensure that

entered |IP Address or DNS name is valid;

e Enter and Confirm your Shared Secret. Ensure that the shared secret matches the secret
entered on the RADIUS client device. You can also use the Generate option to generate a

highly secure random secret.
Ensure that the Enable this RADIUS client checkbox is ticked.

MNew RADIUS Client

Settings  Advanced

Vendor
Specify RADIUS Standard for most RADIUS clients, or select the RADIUS client
wendor from the: list

Vendor name

| RADIUS Standard -

Additional Options
[] Access-Request messages must contain the Message-Authenticator attribute:

==

5. Select the Advanced tab.

Ensure that the:

e Vendor nameis set to RADIUS Standard.

e The Access-Request messages must contain the Message-Authenticator attribute is optional

but must be set the same as on the RADIUS client device.

|Zf Note

Ensure that the Message-Authenticator attribute status is set to the same
value on the RADIUS client devices as on the RADIUS server. They can either
both be enabled or both disabled.
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6. Click OK.

@ Network Policy Server - m] x
File Action View Help
Lok ANl 7l

€ NPS (Local) RADIUS Clients
[ RADIUS Clients and Servers .. |
| RADIUS Clients ‘i! RADIUS dlients allow you to specify the network access servers, that provide access to your network.
3 Remote RADIUS Server Groups
> [E] Policies
5 Accounting Friendly Name 1P Address Device Manufacturer - Status
> My Templates Management 5 VPN Sever  vpnauthlogicsdemo.com  RADIUS Standard  Encbled

You may add as many RADIUS clients as required.

RADIUS Policies

The Authlogics Authentication Server installation automatically configures a Connection
Request Policy within NPS which allows Authlogics to support configured RADIUS clients
automatically. A Network Policy is not required as the Authlogics NPS plug-in will function
without one.

If you need to modify the default Connection Request Policy it is recommended that you
duplicate (Right-click, Duplicate Policy) the default policy as a backup and then disable it. Once
complete you can modify the duplicated policy as needed.
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Configuring MyID CMS Settings

Configuring the MyID CMS settings in Authlogics is done via the WebAPI and can be easily
called using the web browser on the Authlogics Authentication Server.

The following information is required to complete the configuration:

e The MyID CMS OAuth2 Authentication Service URL
o e.g. https://{serverName}/web.oauth2
e The MyID CMS MFA Broker Service URL
o e.g. https://{serverNamel/MFABroker
e The MyID CMS Client ID used to authenticate
o e.g. “myid.notifications”
e The MyID CMS Client Scope use to authenticate
o e.g. “myid.notifications.basic”
e The MyID CMS Client Secret used to authenticate

The following WebAPI properties are available:

e CmsCallbackEnabled

e CmsAuthServerUrl

e CmsCallbackServerUrl

e CmsClientld

e CmsClientScope

e CmsClientSecret (for security this value can only be set, not read)

Checking a value
1. Access the WebAPI on the Authlogics Authentication server via:
https://localhost:14443/services/wsapi.asmx?op=GetSettingsProperty
2. Enter the property value name to query, e.g. CmsCallbackEnabled, then click Invoke.

2 O @ wsapl web Service x o= — @ =
< G A Notsecure | httpsy//localhost14443/services/wsapi.asmx?op=GetSetti.. A [ % m o= % o

WSAPI 2

Click here for a complete list of operations.

GetSettingsProperty
Test

To test the operation using the HTTP POST protocal, click the "Tnvoke' button.
Parameter Value

names: CmsCallbackEnabled |

Invoke

SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown need to be replaced with actual values.

ne=:x=d=Thrsps/ /wne wd_erg/2001/KMLichena” mlns:=cap=Theep://schemas smlasap.czgize

HTTE/1.1 300 OK
Contenc-Type: texc/xml; charsev=ucf-§ -

( C—— 3
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3. Thevalueisdisplayed in a new tab.

2 O | G kPl Web Service X ) locelhost 14443 services/wsapi= X | 4 - 8 X
&} A Notsecure | hetps://localhost: 14443 /services/wsapi.asmx/GetSettingsProperty A ¥7 ()] = 32 o

This XML file does not appear to have any style information associated with it. The document tree is shown below.

<string xmlns="http://tempuri.org/">False</strings

Setting a value

1. Access the WebAPI on the Authlogics Authentication server via:
https://localhost:14443/services/wsapi.asmx?op=SetSettingsProperty

2. Enter the property value name to set and also the value to store, e.g.
CmsCallbackEnabled & True, then click Invoke.

2 D O wsarwes semice % o o x
< @] A Notsecure | hitps//localhost:14443/services/wsapiasmx.. Co 38 A [0 17 1h) 7= B o

WSAPI 2

Click here for a complete list of operations.

SetSettingsProperty
Test

To test the operation using the HTTP POST protocol, click the “Invoke' button.
Parameter Value

names: | CmscCallbackenabled |
values:  [Trud ]
SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown need to be replaced with actual values.

FOST /services/wsapi.asmx HITE/1.1
Host: localhost
Fe: texe/aml;
Content-Length: length
SCAFheticn: "hetp://tempuzi.org/JetdettingsFropesty”

2
sep://wmne w3 esg/2001 ne=:x=d=Thesps/ /wne wd_erg/2001/KMLEchena” mlns:=cap=Theep://scheras smlmsap.czaize

</ zcap:Eady:
</2eap:Envelope>

3. Thechangeresultis displayed in a new tab.
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g' (im] \ ) WSAPI Web Service x ‘ () localhost14443/services/wsapic X | +

&} A Notsecure | ketps://localhost: 14443 /services/wsapi.asmx/SetSettingsProperty A ¥7 i3] 7=

This XML file does not appear to have any style information associated with it. The document tree is shown below:

<string xmlns="http://tempuri.org/">The requested property "CmsCallbackEnabled" has been updated. </string>
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Configuring the PSM Password Policy

Deploying the Authlogics PSM Password Policy involves the following step:

1. Create an Authlogics PSM Password Policy in Active Directory Group Policy
2. Deploy the Domain Controller Agent
3. Group Policy changes:
a. Assign the Authlogics Password Policy to the Domain Controllers OU
b. Assign the Authlogics Password Policy to the Authlogics Authentication
Servers group
c. Modify the built-in Default Domain Policy

Iﬂ Note

Installing the Authlogics Domain Controller Agent does NOT modify the
existing Windows password policy for the Domain.

Configuring the Authlogics Password Policy Settings

The Authlogics Authentication Server includes an AD Group Policy Template files
AuthlogicsPasswordPolicy.admx and AuthlogicsPasswordPolicy.adml which
are used to create policies. The User Configuration section of the GPO can be disabled as the
settings only apply to the Computer Configuration.

The PSM Users role

The PSM Users role is disabled by default. To enable it you must assign an AD group to the role.
See the Managing the Password Security Management Users Role section of this guide for more
information.

If the PSM Users role is not enabled then all AD users will have the Authlogics Password Policy
applied to them. If enabled, only members of this group will have the Authlogics Password
Policy applied to them and non-members will have the “Exception Password Policy” applied to
them which mirrors the equivalent default Windows password policy settings.
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Main settings

These settings control the overall password policy behaviour.

Setting Enable Authlogics Password Policy
Values Enabled / Disabled

Default Disabled

Description

This policy setting enables the Authlogics Password Policy functionality on all Agents and Servers where this
Group Policy is applied.

If you enable this policy complexity and validity checks will be performed on the passwords.

If you disable or do not configure this policy then no password processing will function as per the configured policy
thus deeming all passwords as acceptable.

Primary Password Policy

These settings control the Authlogics specific password policy. The default settings will work
well in most scenarios and are NIST 800-63B compliant by default.

Setting Disable Online Password Breach Database checking
Values Enabled / Disabled

Default Disabled

Description

This policy setting prevents querying the Authlogics Password Breach Database in the Cloud consisting of billions
of known previously breached passwords.

If you enable this policy then no checks against the Authlogics Password Breach Database in the Cloud will be
performed.

If you disable or do not configure this policy a partial HASH of the password will be sent over SSL to Authlogics for
analysis. The password will be rejected if it is a known/previously breached password to comply with to comply
with NIST SP 800-63B.

Setting Disable Offline Password Breach Database checking
Values Enabled / Disabled

Default Disabled

Description

This policy setting prevents querying the offline Authlogics Password Breach Database installed on the Authlogics
Authentication Server.

If you enable this policy then no checks against the offline Authlogics Password Breach Database will be
performed.

If you disable or do not configure this policy passwords will checked against the offline database and will be
rejected if it is found in order to comp with NIST SP 800-63B.
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Setting Disable Custom Password Blacklist checking
Values Enabled / Disabled

Default Disabled

Description

This policy setting prevents querying the custom Password Blacklist consisting of passwords entered by an
administrator.

If you enable this policy then no checks against the custom Blacklist file will be performed.

If you disable or do not configure this policy then entered passwords will be compared with the contents of the
custom blacklist file and is also be available for use by the heuristics engine. The password will be rejected if it is
found on the custom blacklist to comply with NIST SP 800-63B.

Setting Disable Shared Password Protection
Values Enabled / Disabled

Default Disabled

Description

This policy setting prevents checking if the password is already in use by another user account in the Domain.
If you enable this policy then no checks against the Domain for shared passwords will be performed.

If you disable or do not configure this policy the Domain will be checked and the password will be rejected if it is
currently in use.

Setting Enable Passphrases
Values (6-30)

Default 12

Description

This policy setting enables the use of passphrases if a password is longer than the specified value. Passphrases
not have to pass the following complexity checks if they are long enough:

e  Minimum Lowercase Characters

e  Minimum Uppercase Characters

e  Minimum Numeric Characters

e  Minimum Special Characters

e  Minimum Unicode Characters

e  Maximum Repeating Characters

e Maximum Allowed Characters From Username

If you enable this policy then the specified complexity checks will be skipped only if the password length is equal
to or longer than the specified value.

If you disable or do not configure this policy then users may find it difficult to set a passphrase as all configured
complexity checks must pass.
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Setting Override Password Policy for new User Accounts
Values (1-30)

Default 5

Description

This policy setting overrides password the password policy checks for accounts that have been created within a
specified time period and will be accepted.

If you enable this policy, specify the number of seconds from when an account has been created for it to be
deemed as being a new account.

If you disable or do not configure this policy then the password policy will apply to passwords specified during the
Active Directory account creation process.

Setting Disable Heuristic Scanning
Values Enabled / Disabled
Default Disabled

Description

This policy setting controls the heuristic scanning engine behaviour on password checks. Heuristic scanning will
undergo a series of checks where known character replacements are detected and reverted to their original base
value and then revalidated for compliance. For example, '@' revertsto 'a', '!" to 'i' etc.

If you enable this policy the heuristic scanning engine will not be active for any checks.

If you disable or do not configure this policy then heuristic scanning will be performed to comply with NIST SP
800-63B against the Offline Password Breach Database, Custom Password Blacklist, all or part of the username,
and Month and Day names.

Setting Enable Cloud Heuristic Scanning
Values Enabled / Disabled

Default Disabled

Description

This policy setting controls the heuristic scanning engine behaviour on passwords with the Authlogics Password
Breach Database in the Cloud. Heuristic scanning will undergo a series of checks where known character
replacements are detected and the various derivatives will the evaluated to see if they have been breached. For
example, '@' revertsto 'a’, '!" to 'i' etc.

If you enable this policy the heuristic scanning will be used when checking the Authlogics Password Breach
Database.

Warning: By enabling this policy the full password HASH will be sent over the Internet to Authlogics as k-Anonymity
cannot be used.

If you disable or do not configure this policy then heuristic scanning will not be performed with the Authlogics
Password Breach Database and k-Anonymity will still be used.
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Complexity Rules

These settings provide fine grain control of password complexity settings. Too many of these
settings should not be used together otherwise it will make it too difficult for a user to choose a
password and it may encourage them to write passwords down.

Setting Disallow Incremental / Numeric-Only changes
Values Enabled / Disabled

Default Disabled

Description

This policy setting prevents changing only a single digit, or appending a single digit compared to the existing
password.

If you enable this policy then users must change more than just a single digit compared to their old password.

If you disable or do not configure this policy then entered passwords with a simple numeric change from the
previous password will be allowed.

Note: This check requires that the PSM Wizard has been run and enabled on the domain.

Setting Disallow First or Last Character being a number
Values Enabled / Disabled

Default Disabled

Description

This policy setting disallows passwords that start or end with a numeric character.
If you enable this policy then users cannot use a password that begins or ends with a number.

If you disable or do not configure this policy then passwords which start or end with a numeric character will be
allowed.

Setting Disallow Month and Day names
Values Enabled / Disabled

Default Disabled

Description

This policy setting disallows the use of month and day names in the password.
If you enable this policy a password will be rejected if a month or day name is found in an entered password.
If you disable or do not configure this policy then the check will not be performed.

Setting Disallow spaces
Values Enabled / Disabled
Default Disabled
Description

This policy setting disallows the use of a space character in a password.
If you enable this policy a password will be rejected if a space is found in an entered password.
If you disable or do not configure this policy then the check will not be performed.
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Setting Minimum Password Length
Values (4-127)

Default 8

Description

This policy setting sets the minimum number of characters allowed for a compliant password. Setting this value
too high may make the password too difficult for users to remember password, whereas setting this value too low
could result in the password becoming too weak and easily guessed or brute forced. The password will be rejected
if the length of the password is less than the value specified.

Note: Consecutive space characters will be counted as a single space character as per NIST SP 800-63B
guidance.

If you enable this policy then you must specify a value.

If you disable or do not configure this policy then the default value of 8 will be used to comply with NIST SP 800-
63B.

Setting Maximum Password Length
Values (4-127)

Default 127

Description

This policy setting sets the maximum number of characters allowed for a compliant password. Setting this value
too low may stop users from selecting passphrases which are typically more secure than passwords. The password
will be rejected if the length of the password is more than the value specified.

If you enable this policy then you must specify a value.

If you disable or do not configure this policy then the default value of 127 will be used to comply with NIST SP
800-63B.

Setting Minimum Lowercase Characters
Values (1-127)

Default 2

Description

This policy setting sets the minimum number of allowed lowercase characters a compliant password must have.
Setting this value too high may make it too difficult for users to enter a valid password, whereas setting this value
too low could result in the password becoming too weak and easily guessed or brute forced. The password will be
rejected if the number of lowercase letters in the password is less than the value specified.

If you enable this policy then you must specify a value.
If you disable or do not configure this policy then the check will not be performed.

Setting Minimum Uppercase Characters
Values (1-127)

Default 2

Description

This policy setting sets the minimum number of allowed uppercase characters a compliant password must have.
Setting this value too high may make it too difficult for users to enter a valid password, whereas setting this value
too low could result in the password becoming too weak and easily guessed or brute forced. The password will be
rejected if the number of uppercase letters in the password is less than the value specified.

If you enable this policy then you must specify a value.
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If you disable or do not configure this policy then the check will not be performed. ‘

Setting Minimum Numeric Characters
Values (1-127)

Default 2

Description

This policy setting sets the minimum number of allowed numeric digits a compliant password must have. Setting
this value too high may make it too difficult for users to enter a valid password, whereas setting this value too low
could result in the password becoming too weak and easily guessed or brute forced. The password will be rejected
if the number of numeric digits in the password is less than the value specified.

If you enable this policy then you must specify a value.

If you disable or do not configure this policy then the check will not be performed.

Setting Minimum Special Characters
Values (1-127)

Default 2

Description

This policy setting sets the minimum number of allowed special characters a compliant password must have.
Setting this value too high may make it too difficult for users to enter a valid password, whereas setting this value
too low could result in the password becoming too weak and easily guessed or brute forced. The password will be
rejected if the number of special characters in the password is less than the value specified.

The following are recognised as special characters ! "#% & ' () *,-./:;?2@[\]_{}'
If you enable this policy then you must specify a value.
If you disable or do not configure this policy then the check will not be performed.

Setting Minimum Unicode Characters
Values (1-127)

Default 2

Description

This policy setting sets the minimum number of allowed Unicode characters a compliant password must have.
Setting this value too high may make it too difficult for users to enter a valid password, whereas setting this value
too low could result in the password becoming too weak and easily guessed or brute forced. The password will be
rejected if the number of Unicode characters in the password is less than the value specified.

Unicode characters are non-printable characters that are not punctuation or alphanumeric characters.
If you enable this policy then you must specify a value.
If you disable or do not configure this policy then the check will not be performed.
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Setting Maximum Repeating Characters
Values (0-126)

Default 8

Description

This policy setting sets the maximum number of times a character can be repeated anywhere within a compliant
password. Setting this value too low may make it too difficult for users to enter a valid password, whereas setting
this value too high could result in the password becoming too weak and easily guessed or brute forced. The
password will be rejected if a character is repeated in the password more times than the value specified.

If you enable this policy then you must specify a value.

If you disable or do not configure this policy then the check will not be performed to comply with NIST SP 800-
63B.

Setting Maximum Consecutive Repeating Characters
Values (0-126)

Default 3

Description

This policy setting sets the maximum number of times a character can be repeated anywhere within a compliant
password. Setting this value too low may make it too difficult for users to enter a valid password, whereas setting
this value too high could result in the password becoming too weak and easily guessed or brute forced. The
password will be rejected if a character is repeated in the password more times than the value specified.

If you enable this policy then you must specify a value.

If you disable or do not configure this policy then the check will not be performed to comply with NIST SP 800-
63B.

Setting Maximum Sequential Characters
Values (0-127)

Default 3

Description

This policy setting sets the maximum number of times a sequence of characters can be used within a compliant
password. Setting this value too low may make it too difficult for users to enter a valid password, whereas setting
this value too high could result in the password becoming too weak and easily guessed or brute forced. The
password will be rejected if the number of characters in a sequence is more than the value specified.

Sequential characters are both forward and backwards i.e. ABC and CBA are deemed to be sequential.
If you enable this policy then you must specify a value.

If you disable or do not configure this policy then the check will not be performed to comply with NIST SP 800-
63B.
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Setting Maximum Sequential Keyboard Characters
Values (0-5)

Default 2

Description

This policy setting sets the maximum sequential keyboard characters allowed within a compliant password. The
password will be rejected if the number of keyboard layout characters in sequence is more than the value
specified.

Sequential characters are both forward and backwards i.e. "qwerty" and "ytrewq" with both be deemed to be
sequential.

If you enable this policy then you must specify a value.
If you disable or do not configure this policy then the check will not be performed.

Setting Maximum Allowed characters from User Account name
Values (1-127)

Default 3

Description

This policy setting sets the maximum number of characters from a user account name that are allowed in a
password. Passwords will be rejected if the number of characters from the user account name in a password is
more than this value specified. e.g. If the user account name is Robert and the value is 3 then passwords
containing "robe", "ober" and "bert" will be rejected.

If you enable this policy then you must specify a value.
If you disable or do not configure this policy then the check will not be performed.

Setting Allow Full User Account name in password
Values Enabled / Disabled

Default Disabled

Description

This policy setting allows the use of the full user account name within the password.

If you enable this policy a password will not be blocked if the full user account name is found within the entered
password.

If you disable or do not configure this policy then the password may not contain the full user account name to
comply with NIST SP 800-63B.
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Dynamic Password Expiry

These settings dynamically control the maximum age of a password depending on its length.
This allows for passwords to be used for longer the longer they are. This encourages users to

create longer, and thus more secure passwords.

A password is matched to the highest zone possible depending on the length of the password.
When Authlogics detects that a password has dynamically expired the user account will be

configured to change password at next logon.

There are 5 password expiry zones with each consisting of a minimum password length and
maximum password age in days. A 6" zone can be used to configure accounts to never expire if

they are over the specified length.

Setting Password Expiry Default Zone
Values Maximum Age in days: (1 - 999)
Default 42

Description

This policy setting configures the default password expiry period.
If a password length is unknown or less than what is required by any other Zone then the Default Zone will apply.

Note: If a password was created prior to installing Authlogics its length will be unknown and the Default Zone will
apply. Once the password has been changed the length will be known and other Zones may then apply.

If you enable this policy you must specify the Maximum Age in days until the user account's password will be set
to expire.

If you disable or do not configure this policy then the setting will not take effect.

Setting Password Expiry Zone 1

Values Minimum Password Length: (6 - 100)
Default 8

Values Maximum Age in days: (1 - 999)
Default 60

Description

This policy setting configures the dynamic password expiry period for this zone.

If you enable this policy you must specify both the Minimum Password Length for which this policy shall take effect
and the Maximum Age in days until the user account’s password will be set to expire.

If you disable or do not configure this policy then the zone setting will not take effect.
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Setting Password Expiry Zone 2

Values Minimum Password Length: (6 - 100)
Default 9

Values Maximum Age in days: (1 - 999)
Default 90

Description

This policy setting configures the dynamic password expiry period for this zone.

If you enable this policy you must specify both the Minimum Password Length for which this policy shall take effect
and the Maximum Age in days until the user account’s password will be set to expire.

If you disable or do not configure this policy then the zone setting will not take effect.

Setting Password Expiry Zone 3

Values Minimum Password Length: (6 - 100)
Default 10

Values Maximum Age in days: (1 - 999)
Default 180

Description

This policy setting configures the dynamic password expiry period for this zone.

If you enable this policy you must specify both the Minimum Password Length for which this policy shall take effect
and the Maximum Age in days until the user account’s password will be set to expire.

If you disable or do not configure this policy then the zone setting will not take effect.

Setting Password Expiry Zone 4

Values Minimum Password Length: (6 - 100)
Default 11

Values Maximum Age in days: (1 - 999)
Default 270

Description

This policy setting configures the dynamic password expiry period for this zone.

If you enable this policy you must specify both the Minimum Password Length for which this policy shall take effect
and the Maximum Age in days until the user account’s password will be set to expire.

If you disable or do not configure this policy then the zone setting will not take effect.

® www.authlogics.com | sales@authlogics.com | +44 1344 568 900 | +1 408 706 2866

Page 159



Authlegics

Setting Password Expiry Zone 5

Values Minimum Password Length: (6 - 100)
Default 12

Values Maximum Age in days: (1 - 999)
Default 365

Description

This policy setting configures the dynamic password expiry period for this zone.

If you enable this policy you must specify both the Minimum Password Length for which this policy shall take effect
and the Maximum Age in days until the user account’s password will be set to expire.

If you disable or do not configure this policy then the zone setting will not take effect.

Setting Password Never Expires Zone

Values Minimum Password Length: (6 - 100)
Default 20

Description

This policy setting configures the dynamic password expiry period for this zone.

If you enable this policy you must specify both the Minimum Password Length for which this policy shall take
effect.

If you disable or do not configure this policy then the zone setting will not take effect.
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Exception Password Policy
These settings control the exception settings to the Primary Password Policy. The default
settings mirror the equivalent default Windows password policy settings.

These settings will only apply to the users who are not members of the PSM Users role if a
group has been configured.

Setting Maximum Password Age
Values Maximum Age in days: (1 - 999)
Default 42

Description

This policy setting configures the maximum password age for accounts that are NOT a member of the PSM Users
Role.

If you enable this policy you must specify the Maximum Age in days until the user account's password will be set
to expire.

If you disable or do not configure this policy then the setting will not take effect.

Setting Minimum Password Length
Values (1-127)

Default 7

Description

This policy setting sets the minimum number of characters allowed for a compliant password for accounts that are
NOT a member of the PSM Users Role. Setting this value too high may make the password too difficult for users to
remember password, whereas setting this value too low could result in the password becoming too weak and
easily guessed or brute forced. The password will be rejected if the length of the password is less than the value
specified.

If you enable this policy then you must specify a value.

If you disable or do not configure this policy then the default value of 7 will be used as per Windows password
policy.

Setting Mirror Windows ‘Password Complexity’ requirements
Values Enabled / Disabled

Default Disabled

Description

This policy setting mirrors the Windows built in 'Password must meet complexity requirements' restriction for
accounts that are NOT a member of the PSM Users Role. This check ensures that a password does not contain the
username, that it contains a minimum of 3 of the following character types: uppercase, lowercase, numeric, non-
alphabetic/special characters.

If you disable or do not configure this policy then the check will not be performed.
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Modifying the Default Domain Policy

The following password settings apply to the Default Domain Policy by default:

EH Group Policy Management = (=
3 File Action View Window Help ==l
es 2@ el B
&, Group Policy Management Default Domain Policy
4 4 Forest authlogicsdemo.com Scope | Details | Setfings | Delegation | Status |
4 (£ Domains
4 3 authlogicsdemo.com Default Domain Policy
52/ Default Domain Policy Data collected on: 20/10/2017 12:14:37 show all
&> (4] Authlogics Groups Computer Configuration (Enabled) hide
& (&1 Domain Controllers 5
& [E1 Microsoft Exchange Security Groups Windows Settings fide
4 [ Group Policy Objects Security Seitings hice.
=] Default Domain Controllers Policy Account Policies/Password Policy hide
~ \_?’Ml?if‘atu\t Domain Policy Policy Seiting
= e Erfarce password history 24 passwords remembered
1+ [ Starter GPOs
Maximum password age 42 days
(i Sites Mirimum password age 1days
Ly Group Policy Modeling Mirimum password length 7 charcters
[ Group Policy Results Password must meet complexity requirements Enabled
Store passwords using reversible encryption Disabled
Account Policies/Account Lockout Policy show
Account Policies/Kerberos Policy show
Local Policies/Security Options show
Public Key Policies/Encrypting File System show
User Configuration (Enabled) hide.
No settings defined

The following password settings for the Default Domain Policy must be changed so that the
built-in Windows policy does not conflict with the Authlogics Password Policy and NIST
guidance:

e Maximum password age: 0
o This should be set to 0 when Authlogics PSM "Dynamic Password Complexity"
is used or to comply with NIST SP 800-63 which states that passwords should
not periodically expire.
e  Minimum password length: 1
o Thisshould be set to 1 so that it does not conflict with Authlogics PSM
"Minimum Password Length" complexity rule setting.
e Passwords must meet complexity requirements: Disabled
o This should be set to Disabled to allow the Authlogics PSM policy to function or
to comply with NIST SP 800-63B which states that passwords should not be
forced to contain complexity rules.

g Group Policy Management Editor = B

Action View Help
N

=/ Default Domain Policy [DCAUTHLOGICSDEMO.COM ~ || policy B Policy Setting
4 8l Computer Configuration | Enforce password history 24 passwords remembered
‘ l;‘ ;’“;ﬁware Settings [ Maximum password age 0
= ] Windows Sertings 17 Minimum password age 1 days
+ £ Nome Resolution Policy ] Minirmum password length 1 characters
[4iPassword must meet campleity requirements Disabled

] Scripts (Startup/Shutdown) : "
4 B Security Settings ] Store passwards using reversible encryption Disabled
4 3 Account Policies
1 35 Password Policy
33 Account Lockout Policy
1 35 Kerberos Policy
1+ ] Local Palicies
I+ ] Eventlog
1> [ Restricted Groups
1> [ System Services
b [ Registry v

=# Warning

DO NOT set these settings to Not Configured as this will not achieve the
desired goal as Windows will revert to default settings.
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Configuring Custom Password Blacklist checking

Authlogics PSM provides administrators with the ability to add their own unwanted passwords
to a blacklist text file. The blacklist allows for the rejection password based on full passwords
as well as those matching wildcard characters “*” and “#”. Furthermore, the heuristics engine
will add further protection to the file by substituting ‘@’ to ‘a’,and ‘5’ to ‘s’ etc.

To enable the local Password Blacklist, modify the contents of the following text file:

‘C:\Program Files\Authlogics Authentication Server\blacklist.txt

Once a blacklist file has been updated it must be copied to all Authlogics Authentication
Servers. The file is not required to be placed on Domain Controllers.

The custom blacklist can be disabled by emptying the contents of the file or by disabling the
check via Group Policy.

Wildcard Usage within Local Blacklist

To enforce password rejection, full words and wildcards characters “*” and “#” can be added to
the local blacklist file. If a password matches what is defined in the local blacklist file, the
password will be rejected. How a password is processed is dependent on the positioning of the
wildcard i.e. front, middle, back.

wxn

The wildcard “*” refers to any character for any length, if a “*” is entered on its own, all

passwords will be rejected.

The wildcard “#” refers to a single numeric number and translates to 9 i.e. ## = 99. Numeric
numbers within passwords will be converted to a numeric and then, if less than the restricted
value, the password will be rejected.
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The following table shows examples of how Authlogics Authentication Server will process a
password based on the blacklist entry:

Blacklist Description Password Result
Entry
Authlogics Direct matches to a restricted Authlogics Rejected
word will be rejected
AuthlogicsO1 Accepted
Auth* Passwords starting with Auth will = Authlogics Rejected
be rejected
HelloAuthlogics Accepted
*Auth* Passwords with Auth in the AuthlogicsO1 Accepted
middle will be rejected
heloAuth123 Rejected
*Auth Passwords ending with Auth will = heloAuth123 Accepted
be rejected
Authlogics Accepted
helloAuth Rejected
Authlogics## Reject any Password starting Authlogics12 Rejected
with word Authlogics ending in 2
digits
Authlogics12 Rejected
Authlogics112 Accepted
Hellowworld12 Accepted
##Authlogics = Reject any Password starting 12Authlogics Rejected
with 2 digits and ending with the
word Authlogics
123Authlogics Accepted
#i#t Reject any password starting 12Authlogics Rejected
with 2 digits
Authlogics12 Accepted
1Authlogics Accepted
123Authlogics Rejected
“Hit Reject any password ending with  12Authlogics Accepted
2 digits
Authlogics12 Rejected
Authlogics123 Accepted
i Reject any password with 2 12Authlogics Accepted
consecutive digits in the middle
of the password.
Authlogics12 Accepted
Auth12logics Rejected

©

Authlogics123logics = Accepted
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Advanced Configuration

Advanced configuration options for Authlogics are controlled via the Windows registry. The
following entries are created during the installation of Authlogics server components and
typically most of them should only be changed if instructed by an Authlogics support engineer.

|Zf Note

After changing a registry key on the Authlogics Server the IIS components
must be restarted by running TISRESET from an elevated admin command
prompt.

Specifying Active Directory Domain Controllers

The Authlogics Authentication Server will automatically locate domain controllers as needed.
In environments where network segmentation exists not all DC’s may be contactable by the
Authlogics Authentication Server. This can cause connectivity problems and logon delays.

In these environments, you can specify which Domain Controllers (DCs) and Global Catalog
Servers (GCs) should be used via registry keys. There are two keys which can be configured
and each can contain one or many server names (FQDN recommended) separated by commas.

’HKLM\SOFTWARE\Authlogics\Authlogics Authentication Server\DomainGCs

Default Value: {blank}

Used by components: Authlogics Authentication Server; Management Console

The Authlogics Authentication Server will use attempt to connect to each specified GC and
then remain connected to the server that responds to LDAP queries the quickest.

’HKLM\SOFTWARE\Authlogics\Authlogics Authentication Server\DomainDCs

Default Value: {blank}

Used by components: Authlogics Authentication Server; Management Console

The Authlogics Authentication Server will use attempt to connect to each specified DC and
then remain connected to the server that responds to LDAP queries the quickest. The
Authlogics Authentication Server will initially find the names of all the Domains in the Forest,
and the DC’s in each Domain by querying the Global Catalog. It will then map the results
against the DC list in the registry to calculate which server to use for each Domain. If a Domain
does not have a DC specified then one will be selected automatically.
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Adding a trusted SSL certificate for secure connections

Toreplace the self-signed SSL certificate on the Authlogics server with an alternative from a
trusted root authority.

1. The Common Name (CN or SAN) in the certificate must match the DNS value use by
Authlogics agents or make use of a wide card certificate.

2. The certificate must be trusted by all systems that connect directly to the Authlogics
server.

3. Using Internet Information Services (I1S) Manager, edit the HTTPS IIS bindings for the
Authlogics web site and select the new SSL certificate.
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Active Directory Timing

’HKLM\SOFTWARE\Authlogics\Authentication Server\DomainAccessTimeout

Default Value: 60
Accepted Values:

0 = Disabled, indefinite timeout

1 to 120 = Timeout in seconds

The time taken in seconds before a connection to a Domain Controller times out.

‘HKLM\SOFTWARE\Authlogics\Authentication Server\DomainControllerRefeshTime

Default Value: 15
Accepted Values:

1 to 9999 = Timeout in minutes

The time taken in minutes before a new search is done to locate the quickest GC and DC.

Diagnostics Logging

‘HKLM\SOFTWARE\Authlogics\Authentication Server\LoggingEnabled

Default Value: 0
Accepted Values:
0 = Disabled
1 = Enabled

Notes: When this value is enabled various log files will be created in the logging folder. These
logs may be requested by an Authlogics support engineer.

‘HKLM\SOFTWARE\Authlogics\Authentication Server\LoggingFolder |

Default Value: C:\Program Files\Authlogics Authentication Server\Log

Notes: This Value may be changed to an alternative valid local folder with the same NTFS
permissions as the default folder.

Other settings
Changing other registry values is NOT supported unless instructed by Authlogics Support.
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Integration with external systems

Authlogics provides integration guides for various external systems which may include step-
by-step instructions or custom integration components.

The Authlogics Authentication Server Developers Guide should be used when planning to
programmatically access the Authlogics Authentication Server for automation, scripting or app
integration. Extensive provisioning and workflow integration can be achieved by utilising the
Web Services APlIs to create, delete, enable, disable accounts etc.

Integrating Authlogics Authentication Server with any other external or 3™ party systems can
be done using Web Services or RADIUS, or a combination of the two.

If you are using Multi-Factor Authentication with an SSL VPN no logon screen customisation is
required as a logon challenge will not be displayed on a login screen. In this scenario either a
soft token, hardware token or a SMS/TEXT token must be used and the SSL VPN can use
RADIUS to validate login requests.

If you are using deviceless authentication with an SSL VPN you will need to modify the login
page of the SSL VPN to display a challenge. The SSL VPN can simply request the image from
the Authlogics server using the GetToken.ashx web service with little coding effort. The SSL
VPN can still use RADIUS to validate login requests but may alternatively use Web Services if
supported by the SSL VPN vendor.
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